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IMPLEMENTATION OF HOT RELOADING
IN COMPILED PROGRAMMING LANGUAGES

Hot reloading is a powerful software developing tool which allows the programmer to make changes to the
codebase, and see those changes be applied to the program while it is running. This feature is naturally easy to
implement in interpreted programming languages, such as Python, JavaScript and Ruby. This feature is highly
demanded in compiled languages as well, because it allows to write and debug programs much faster and simpler,
without the need to recompile the whole project to test out new functionality. It is especially useful when working
on user interface or investigating problems that require the program in a specific state, which is hard or time-
consuming to reproduce. This paper explores existing approaches to solving this problem in compiled languages.
We take a look at approaches used in languages with additional runtime, such as Java and C#, and explore
languages which are compiled to native binaries, such as C++, Rust and Zig. We also discuss current challenges
that arise with this technology, and what solutions are possible in new generations of programming languages.
Keywords: hot reloading, hot swapping, dynamic software updates, dynamic library reload, runtime code
patching, programming languages
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PEAJIIBALIIA TAPSIUOI 3BAMIHU KOIY
B KOMIIIVIBOBAHUX MOBAX ITPOI'PAMYBAHHA

Iapsiua 3amiHa KOy — 1€ TIOTY)KHHH IHCTPYMEHT JUIsl pO3pOOKH IPOrpaMHOI0 3a0e3eUeHHs], SIKHid TI03BOJISE
nporpamicty BHOCHTH 3MiHHM KOXy 1 6auuTH X BIUIMB Ha MPOrpamMy IiJl 4ac TOTo, SIK BOHa BUKOHYeEThCs. Lo
(bYHKIIIIO JIeTKO peasi3yBaTH B IHTEPIIPETOBaHMX MOBaX NporpaMmyBaHHs, TakuXx sik Python, JavaScript Ta Ruby.
s ¢dyHkmis Takox myxe 3arpedyBaHa B KOMIIUIBOBAaHMX MOBaX, OCKUJIBKM BOHA JO3BOJISIE MHUCATH Ta
BiJUIaro/KyBaTH IIporpaMu HabaraTo MIBHIIIE Ta MPOCTilie, 0e3 He0OX1AHOCTI MEPEKOMITUIIOBATH BECH MIPOEKT
JUIs TecTyBaHH: 3MiH. Lle kopucHo mix yac poboTu Hax iHTepdeiicoM KopucTyBaya abo y Mporeci JOCTiIKeHHS
npo0iem, sIKi BUMararoTh (hikcamilo MporpaMu y IIeBHOMY CTaHi, 0COOJINBO, SIKIIO BiITBOPEHHS TAKOT'O CTaHy
3aiiMae Oarato 4acy. Y Wi CTarTi AOCHI/DKYIOTHCS ICHYFOUI MIiIXOAM A0 BHpIMIEHHS Iii€i mpoOnemu B
KOMITUTBOBAaHMX MOBaX. MU pO3IIISIAAEMO IIJIXOIM, IO BHKOPHUCTOBYIOTHCS B MOBax 3 JOAaTKOBUM
CepeoBUIIeM BUKOHAHHSA, TakuX K Java ta C#, Ta TOCTiIKyeMO MOBH, SIKi KOMIILUTIOIOTECS O€3II0CEPETHBO B
OinapHi (haiinu, Taki sk C++, Rust Ta Zig. Mu Takox 00TOBOPIOEMO ITOTOYHI IPOOIEMH, 1[0 BUHUKAIOTH 3 €0
TEXHOJIOTIET0, Ta PIMICHHS, MOKJIMBI B HOBHX ITOKOJIIHHSIX MOB IIPOTPaMyBaHHSI.

KirowoBi cnoBa: rapsga 3amiHa KoMy, IWHAMIYHI OHOBJIEHHS NpPOTpaMHOro 3abe3ledeHHs, AWHAMIYHEe
repe3aBaHTakeHHs 010J1i0TeK, BUMPABICHHS KOIY il 9ac BUKOHAHHS, MOBH IIPOTPaMyBaHHS

Introduction

Hot reloading (or hot swapping) refers
to the ability to modify the source code for
existing programs and see the changes appear
in the program without having to restart it [1].
This feature is native to interpreted and
dynamic languages since they often run
straight from the source code. Hence, changes
to the source code will be instantly reflected
in the program behavior. By contrast,
compiled languages, which  produce
executables tailored to the target system, face
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some difficulties implementing this feature.
This paper researches the history of the hot
reloading feature, from its first
implementations in dynamic languages to
adoptions to current popular compiled
systems languages like C++, Java and C#. We
also discuss limitations that might be imposed
on this feature in compiled languages, for
instance immutable function definitions and
class definitions, and explore how those
limitations can be overcome in the future.
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Hot reload
in dynamic languages

Hot reloading has its roots in the
earliest dynamic languages and environments.
For example, Smalltalk, which was introduced
in the 1970s, presented programmers with an
environment which allowed them to make
changes to the classes during the debugging
session [2]. The simple approach of Smalltalk,
which relies on objects, their methods and
messages being sent between those objects,
provides a uniform interface for all language
features, and allows making changes in
runtime easily.

Common Lisp also allows for reassigning
symbols at runtime [3]. This functionality
can be implemented thanks to the interpreter
that runs the program and can incorporate the
changes at runtime, pausing the execution if
needed and providing safety checks to ensure
validity of program state. Since code isn’t
converted to binaries, the runtime
environment can manage updated definitions
of methods and functions, calling the new
version after any changes were made.
Following Lisp and Smalltalk, Python also
incorporates a similar approach: as an
interpreted language, it allows for changes in
functions and class definitions in a live
developing environment, and it can also load
changed versions of modules on the fly using
importlib.reload [4]. This flexibility usually
comes at the cost of efficiency and runtime
execution speed, which are typically lower in
interpreted programming languages. This
paper addresses the challenge of bringing hot
reloading capabilities to compiled languages
without the need to sacrifice the efficiency of
compiler optimizations.

Hot reload in compiled languages

By contrast, compiled languages
achieve significantly better performance by
producing machine-readable artefacts, which
are tailored to the target operating platform.
This approach allows to perform great
performance optimizations — for example,
unused variables might not be calculated at
all [5].
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The possibility of using hot reloading in
compiled languages was intriguing. Java
introduced HotSwap [6] in 2002, and C# added
EditAndContinue [7] in 2004, introducing
some limited hot swapping features, mainly in
debugging mode, for the convenience of the
developer. These languages run on virtual
machines (JVM for Java) and managed
runtimes (.NET CLR for C#), which allows for
easier implementation of hot swapping, than in
languages with fully native binaries. On the
other hand, systems languages like C++ and
Rust historically lacked built-in hot reloading,
but various attempts of implementing it were
made. In this section we discuss the most
notable implementations of hot swapping in
Java, C#, C/C++ and some other compiled
languages, focusing on their capabilities and
constraints.

Java and the JVM

Some hot reload functionality can be
accessed in Java through the JVM HotSwap
mechanism [6]. It was first introduced in Java
1.4, and gives the ability to change method
bodies while in debug mode on a live program.
This can be useful while fixing minor bugs, but
it imposes major limitations: developers are
not allowed to add or remove methods and
class fields, change their type, name and access
level, or mutate class hierarchy. The original
design of HotSpotVM held an assumption of
immutability of classes during runtime, hence
all changes to class hierarchy still required full
application restart. This limitation prompted
further research, such as the Dynamic Code
Evolution VM (DCEVM), which was a patch
for HotSpotVM developed by Thomas
Wiirthinger in the Institute for System
Software in Linz [8]. It drastically increased
the abilities of classic HotSwap, allowing for
changing class fields, adding and removing
methods, and changing class hierarchy. This is
achieved using a special $transformer method,
which is applied to every object on the heap of
the JVM, which initializes new fields, and
helps ensure the consistency of class
invariants. This instrument is very powerful,
allowing for many types of changes to the
running program, with no ongoing runtime
cost — benchmarks show [8] that the program
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returns to original performance metrics after
the changes are applied. The drawbacks of this
approach might include the slightly longer
reload times, additional complexity and the
fact that this is JVM-specific: the same virtual
machine that provides all the class information
at runtime, which is not available in system
languages like C++, introduces additional
memory and performance overheads.
However, with so many advantages for a
considerably low price in terms of
performance, the adoption of this instrument is
low: the project repository wasn’t updated for
six years as of time of writing this paper. The
fact that DCEVM is a separate tool could be a
factor that limits the adoption. It needs a
separate installation and users need to learn
how to use it alongside usual Java tools. We
believe that if such powerful hot reloading was
a native language feature, with the main
language features built around it, much more
developers would be using it.

Other notable implementations include
JDrums [9] and JVolve [10]. JDrums
implements a dynamic JavaVM, which can
allow for many runtime changes, but are
limited in changes to class hierarchy. JVolve
uses Jikes ResearchVM to implement dynamic
code updates, but falls short of DCEVM as
well, as it is not able to change running
methods.

NET and C#

In the ecosystem of .NET framework
and the C# language, the ability to make
changes while the program is running was
represented since the early 2000s by the “Edit
and Continue” feature [7]. This feature was
available in the official .NET IDE, the Visual
Studio, and allowed for minor changes to be
done while the program was in Debug Mode.
Those changes will then be applied to the
program, without the need to restart the
application. However, the number of changes
that were available was quite limited, primarily
changes inside method bodies were allowed,
with no changes to class hierarchy or layout.

This feature was recently extended
substantially by the new .Net Hot Reload
feature, released first for .Net 6 in 2021 [11].

First major improvement was the ability to
make changes without the need for explicit
breakpoints, while the Edit-And-Continue
feature required the program to be completely
stopped before you could make any
modifications to the running executable. The
number of changes that are allowed was also
significantly increased: the new .Net Hot
Reload supports adding methods, fields,
constructors, properties to classes, including
async methods and changing method’s return
type [12]. However, some changes still remain
unavailable, such as changes to the interfaces,
adding a destructor to existing class,
modifying a class parameter.

Akin to Java using its JVM to smooth out hot
reload, .NET is using its Just-In-Time compiler
to seamlessly introduce updated method
bodies to the existing application. However,
some systems are not suited to incorporate the
additional  overhead of  Just-In-Time
compilation and Garbage Collection, and
instead rely on low-level languages, such as C
and C++. In the next section we review the
state of hot reloading in C++, as an example of
a language that is compiled to a native
executable, and how it handles hot reloading.

C and C++

Implementing  hot reloading in
languages that compile directly to machine
code is a much more challenging task. It is
further complicated by major compiler
optimizations, which can drastically change
the layout of instructions in the executable.
There are two main approaches to this
problem. The first approach is Dynamic
Library Reload, described in [13]. This is
achieved by splitting a program into a host
subprogram, which starts the application and
calls the main executing functions, and the rest
of the logic, which is stored in Dynamic Link
Libraries (DLL) or Shared Objects (SO).
When the new version of a function is
compiled, the host loads the new Shared
Object instead of the old one and redirects
function pointers, ensuring that all future calls
will execute the new logic. The state of the app
is stored by the host, so that changing the
Shared Objects will not affect the application
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data. This approach has some drawbacks: it
requires ahead-of-time planning. Since
changes cannot be applied in the host part of
the application, signatures of the functions
being called from Shared Objects cannot
change, and need to be decided in advance.
Changing object layouts in memory is also
problematic with this approach, since state is
most often managed by the immutable host,
and if new SOs try to access objects with a
different schema, they will encounter
unexpected errors [14].

Another approach to hot reloading in C++ is
Runtime Code Patching, described in [15].
This way, the changes are made directly to the
executable code of the process in memory.
This is a much harder task, since compilers are
relying on the fact that the program code is
static, and can use this information, as was
mentioned, to perform optimizations. One of
the tools that can be used to achieve this is
Livet++, a proprietary tool developed by
Molecular Matters [16]. It requires the
program to be compiled with special build
flags that add a small patchable entry point at
the beginning of each function. This way
Livet++ can easily insert a jump instruction
which provides an indirection for the execution
flow, allowing to delay execution before
changes are made to the target function, and
then return to normal execution, or if the size
of the function is growing more than the
allocated scope allows, the function
instructions can be moved to a different slot in
memory altogether. Another powerful feature
is Hot Restart: if the changes made by the
developer cannot be handled in runtime, they
will be applied through the full program
restart. However, since the app was already
precompiled, the changes can be applied much
quicker, skipping most of the warmup time.
All in all, Live++ provides a great set of tools
to perform hot reloading in C++, allowing for
many types of changes during runtime with
minimal overhead. A few of its drawbacks
include some compile parameters limitations:
the /[FUNCTIONADMIN linking parameter is
compulsory and some optimization flags, like
Whole-Program Optimizations and Link-Time
Optimizations are prohibited. It is prohibited to
introduce new global or static variables into
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thread-local storages, and some behaviour
changes might occur when debugging a
patched program.

From the academic side, the most notable
solutions for dynamic software updating in C
and C++ included Ginseng, which
implemented hot reloading for C in [17], and
later improved it with an algorithm for a multi-
threaded solution in [18]. However, its
approach required automatically introducing
additional variables to each struct and function
to provide indirection, which could cause
performance issues. A later project Kitsune
[13] proved to outperform it in terms of
runtime update speed, while maintaining the
ability to make almost arbitrary changes to the
program. This, however, was achieved by a
requirement for the developer to explicitly
mark code points, in which hot reload is
possible. While such technique can work as a
safety guarantee (or at least shift the blame for
the inconsistencies on the developer, who
didn’t properly choose the update points), it
makes the adoption process of Kitsune much
harder for many projects, especially for those
with an extensive code base.

Other notable implementations

Zig, as a low-level language that is
compiled to a native executable, can easily
implement the dynamic library reload,
introduced in the C++ section of [19]. An
implementation of runtime code patching was
proposed in 2022 by one of the language
maintainers [20]. The proposal outlined an
incremental compilation mode, which left the
compiler running as a background service.
After receiving a command to update the live
executable, the compiler determines which
changes need to be made and updates the
corresponding memory of the running process.
This is only implemented as an experimental
feature, and no handling of program state was
described, but it shows potential for future
implementations of hot reloading in Zig,
leveraging its low level access to memory.

Erlang is a programming language built
around the idea of scalable, fault-tolerant
systems with long running time [21]. The main
idea of FErlang is implementing multiple
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concurrent processes, that don’t share any
memory or state, and communicate via
asynchronous messages. Those processes are
designed in a way that makes them easy to halt
and start new instances, which provides a
perfect environment for hot reloading. Erlang
supports multiple versions of the same process
running at the same time, with the main
assumption that all old processes will
eventually die out, and only the newest version
processes are created as soon as it is compiled.
Though Erlang is using a virtual machine,
which restricts it from being used in
performance-critical environments, its ability
to change running systems, among other
advantages, made it widely used in
telecommunication systems, bankings and
more.

Rust is another example of a low-level
language, that is known for its long compile
times, and, as such, would benefit greatly from
hot-reloading capabilities. There are solutions
for Dynamic  Library  Reload like
dynamic_reload [22] or hot_lib_reloader [23],
but no implementations of Runtime Code
Patching were introduced. With Go, another
popular compiled language, the most
successful solutions like Air [24] provide the
capability of Live Reloading, which essentially
fully restarts the application in an automated
way.

Mun [25] is a programming language in the
early stages of development, which aspires to
have a Rust-like syntax and feature set,
combined with native capabilities of hot
reloading. As of writing of this paper, it is too
early to tell how it compares in terms of speed,
and patches runtime overhead to other
solutions in this paper. However, it shows
promise, and has potential to become a great
example of native hot-reload implementation
in a compiled language.

Proposed Approaches for High-
Performance Hot Reload

Since hot-reloading is a powerful and
useful tool, we believe it is very likely to be a
part of new languages that will be developed in
the future. Yet, it is complex and hard to
implement, especially post-factum in a

language that is already in use, because current
memory layouts in existing programs cannot
be changed.

One way to overcome this is to start building
the compiler around the idea of hot-reloading,
extensibility and improvability. Most popular
compiled languages don’t support hot-
reloading out of the box. We believe that
possible growth of hot reload implementations
and usage is limited, partly, by the general
approach, which is common for most compiled
languages — treating the executable as an
immutable artefact.

Of course, such a way of thinking has its
benefits. It provides for encapsulation,
modularity and more strict separation of
responsibilities. And in the early days of
computing it was enough: simple programs
that automated mathematical tasks, such as
simple physics simulations, followed the same
path. The program started at a clean slate,
allocated and initialized some resources,
executed some computations, freed the
resources and died. Today, many programmers
work on long-running servers that might have
uptime of days, weeks and months. Yet, for
compiled systems languages, these servers still
need to be put to a complete stop for every
change that needs to be introduced. Entire
systems, like Kubernetes, were implemented
for ensuring the uptime of big systems, and one
of the features they provide is an ability to
update a running service to a newer version
without disrupting the users' workflow. This is
achieved by starting multiple instances of the
same service, and gradually switching some of
them to a newer version, while redirecting
users to them. While this solution is elegant, it
does introduce a certain level of complexity,
which is only required because the executables
that are running the servers are immutable.
Perhaps, it would be beneficial to write
programs in an environment that allows them
to change while running, providing evolution
of systems, not revolutionary (breaking)
changes.

Performance-critical systems, which cannot
allow for large overhead of an orchestrator,
such as Kubernetes, would still benefit from an
ability to upgrade its software. In 1988, part of
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a space probe software, which was written in
Lisp, malfunctioned, and the mission was
saved, because Lisp allowed to debug and
change its code while live and in the process of
a spaceflight [26]. While this shows how
important it is to be able to debug and improve
the program in runtime, a strict type system
and compile-time checks can prevent many
cases of undesired behavior. Combining both
the safety of a compiler with the flexibility of
hot reloading is a way to achieve the most
stable and adaptable systems.

Compiler built around Hot
Reloading feature

As was mentioned earlier,
implementing the Hot Reload feature in an
existing language is quite difficult, and it
almost always results in some overhead. For
example, in compiled OOP-languages, like
Java and C++, one of the issues that could arise
is related to the object’s layout in memory. If a
new field is added to an object via Hot
Reloading, how to add this field to existing
objects?

Such a problem would be solved, if the
compiler i1s designed with the idea of hot
reloading in mind. Then all the tooling,
memory layouts and runtime can be
implemented in such a way that allows to
change them easily, even while the program is
running. This also allows the implementation
of different approaches to hot-reloading,
exploring different trade-offs.

One approach is to do memory mapping in a
way that makes the addresses of functions in
memory predictable and easy to calculate. This
allows to make the hot swapping process as
fast and painless as possible, but might result
in the final executable being larger, which
sometimes could be an issue, if the target
machine doesn’t have a lot of spare memory.
Alternatively, it is possible to provide the most
efficient memory layout for the executable,
and calculate which parts need to be changed
at each hot swap event, factoring in additional
factors like compiler optimizations. This will
result in smaller executable sizes and, in some
cases, faster code, for the cost of longer hot-
reload times. Building the compiler with the
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concept of hot reload in mind allows to
implement both approaches much easier. And
of course, such a compiler can still be used in
an old-fashioned way: just a simple
executable, no hot-reloading capabilities, for
the sake of security, speed and reliability.

This way of thinking, in terms of evolving,
runtime-developed  systems, allows for
potential new approaches to programming in
general. As an example, it might be possible to
write  some interface = with  default
implementations, and combine it with logic
that will invoke new implementations, when
they are implemented, and until then will fall
back to the default implementation. In other
words, it becomes possible to not only reason
about what the code is, but also about what it
will be.

Proposed compiler architecture

In this section we present a concept of
a future approach to compiler architecture, for
a statically compiled language to achieve
maximum native hot reloading capabilities.
We propose to combine the Dynamic Library
Reload (DLR) approach with Runtime Code
Patching (RCP). In principle, DLR allows for
the easiest approach, and the one providing the
least overhead. However, it has its limitations
in terms of program state and function
signatures, which were already discussed
earlier. RCP, in turn, allows for more
flexibility, but can cause more additional
overhead. What is meant here by combination
of those approaches, is that the compiler
separates the code, designating some of it to
dynamic libraries for ease of hot swapping in
runtime. At the same time, the controlling unit,
which in regular DLR approach is left
immutable, is compiled in a way that allows
the use of the RCP approach, allowing for
changes here as well, with the possibility of
state transformations. This way it is possible to
allow for maximum flexibility, while keeping
memory overhead to a minimum. What is also
important, compiler optimizations also take
this layout into account, so the developer won’t
be forced to choose between powerful
optimizations and hot reloading. The proposed
design is presented at Figure 1. This approach
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doesn't require a separate process to handle hot
reloading, as it is done by the compiler itself,
which can be executed as a background
process. When the hot reload is triggered, the
compiler checks for changes since the last

recompiling the whole project, but using
previous compilation info to provide type
checks and other validation. Upon successful
compilation, a patch with new shared object
files and changes necessary to the main unit are
applied to the running executable.

compilation, compiles them, without
Execution

provides new

DLLs and changes A .

to the main unit Main unit
~
-

Compiler

"‘-’:fii——%a’ Dynamic library
4\ Main unit performs DLL swap

hot reload when new versions are call
| uploaded, and can itself be D ie 1lib
patched to perform state call ynamic Library
changes.

Source
files

Dynamic library

call

Dynamic library

Fig. 1. Proposed compiler architecture

Prototype implementation

To test how two approaches can be
used together, we implemented a simple proof
of concept project. The source code is
available on GitHub at [27], and general
representation of the project workflow is
presented at Figure 2. The main loop iterates
through calls to simple mathematical
functions, one of which is loaded from a
dynamic library via DLR module, and
accessed through a function pointer, and
another one is compiled in a static module and
directly called from the main loop. Both
functions can be modified, and after a call to
the compilation system the changes will be
injected into the main loop, either by
swapping the shared object for a newer
version, or by providing a byte sequence to
the RCP module, which is directly injected

into the running program memory. A
compilation system in this context is a
standard C++ compiler, combined with a
number of simple bash scripts, needed to
perform file substitution and pass build
parameters to the compiler. This project also
shows that DLR is capable of loading
completely new functions, while RCP cannot
do that. RCP on the other hand allows much
more flexibility, but requires more
preparation and is harder to implement.
Benchmarking of this project showed that
patching time varies for the DLR approach,
with bigger batches taking more time to load.
With RCP, bytes can be loaded independently
of the main program running, so the time for
which execution is interrupted is limited to
inserting the jump instruction to the code, and
does not grow as patch gets bigger, as can be
observed in Table 1.
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Source code

Compiles to

DLR module

Main
int main() { Function
while (true) { pointer
call_dlr();
static_method();
}
}
int static_method() { E))\.Irreerf::(;\fas
return x % 2 + 1; <—
}

Compiler
| 0ad® Lib vl.so <
%
Lib v2.s0
RCP module Detects Patch.bin  |<——

Fig. 2. Implementation of combined DLR and RCP method

Table 1.
Benchmarking results for different hot reload
approaches
Patching mechanism | Mean patch | Min patch
time (ns) time (ns)
RCP, ~40 bytes 2073 1607
RCP, ~300 bytes 1993 1594
DLR, 1 symbol 278 267
DLR, 1000 symbols | 29565 27985
Conclusion

In this paper we explored the history of
the hot reloading feature in different
programming languages, starting with the first
examples, which came from interpreted
languages. We then discussed approaches to
hot reloading in the most popular compiled
languages, ranging from academic results,
such as DCEVM for Java, to proprietary
solutions like Live++ for C++. We also
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considered implementations and proposals
thereof in less popular languages. In later
sections, we discussed the importance of the
hot reload feature for modern and future
programming languages, and proposed an
approach of incorporating this feature early in
the development of future programming
languages, to ease its implementation and
usage. Lastly, we introduced a proposal for
compiler architecture, which allows for non-
restrictive and fast hot reloading by combining
the Dynamic Library Reload with Runtime
Code Patching. The proof of concept
implementation, provided in the last section,
confirmed the benefits of using both
approaches, and provided a foundation for a
future full-scale compiler, built around the idea
of hot reloading.
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