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MOJEJIOBAHHS I AHAJII3 AHOMAUJIIA MEPEJAYI JAHUX
Y BE3/IPOTOBUX MEPEXAX

VY crarti onncana po3poOka Ta QyHKIIOHYBaHHS JOCTYIMHOI CHCTEMH MOJCIIOBAHHS [T 300py MEpexeBOoro
Tpadiky Ta aHamizy Horo aHomaii 1 6e3ApOoTOBUX Mepex Ha ocHOBI npoTokoiry TCP. PosrisHyno mepexi,
10 BKJIIOYAIOTH JIOCTATHIO KUJIBKICTH POOOTIB, APOHIB Ta IHIIMX Oe3MiIOTHHX JiTanpHuX anapatis (BITJIA),
SIKi TIOTPeOYIOTh aHaJi3y MIOJ0 HAIBHOCTI MPOOJIEM 3 TPAHCIIOPTYBaHHIM JaHHUX y pa3i amapaTHUX abo mpo-
rpaMHUX 300iB Ta 30BHIINIHIX BIIKBiB. CHcTeMa MOJICTIOBAaHHS [TOBUHHA 30MpaTH iH(pOpMaIliio Ipo Tpadik y
Mepexi, HeOOXiHy Ul MOAAJBLIOTO aHaji3y 3a JOIOMOTOI0 METOAIB MAaIIMHHOTO HAaBYAaHHS, Ta HaJaHHA
3BOPOTHOTO 3B'SI3KYy MEpPEXEBHM aIMiHICTpaTopaM. PO3IVISHYTO BHKOPHUCTAHHS Ta PO3LIMPEHHS IaKeTa
GrADyS-SIM nns cepenosuma moaentoBanas OMNeT++, skuii OyB cremniadbHO po3pobiieHuil 1 aganToBa-
Huit 1 Mmepex BITJIA. MonenboBanuii MepexeBHii Tpadik nonepeaHbo 00poOIsieThCs 11l BUIUICHHS HE00-
xinHoi iHdopMaii Ta 10/jaBaHHs O3HAYOK Yacy JUisl OAAJbIIOro aHalli3y B Kiacu]ikatopi Ha OCHOBI «HaB-
YyaHHs 0e3 MiAKpimIeHHs », mo0ynoBaHoMmy 3a gonomororo metoniB OPTICS. [omaTkoBuii iHCTpyMeHTapil,
inTerpoBanuii B cuctemy OMNet++, 3a0e3medye CIpoIIeHe CTBOPEHHS CIieHapiiB TeHeparlii Tpadiky Ta 3py-
yHy Bizyanizanito. Kitacudikarop 3abe3neuye kiactepu3allito moaiid 3 MOToKy Tpadika Ta BUSBICHHS aHOMa-
niid y motortri. [IpoBeeHO cepiro eKCIEPUMEHTIB, SIKi JJOBOJIATS, IO PE3YIbTATH KIacH(iKaIlii € IIHHUMH IS
KepyBaHHs pOOOTH MEPEKi Ta MOKYTh OYTH BUKOPHUCTAHI Il aBTOMATHYHOTO HANIAIITYBaHHS 00CATY Tpadiky
Bix BITJIA nmo omeparopiB Ta cepBepiB.

KittouoBi ciioBa: 6e3qpOoTOBI Mepexki, MOICIIOBaHHS, aHOMAIlli y MepexaxX, JPOHHU, HaBUYaHHS 0e3 MigKpin-
JICHHSL.
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TRANSPORT ANOMALIES SIMULATION AND ANALYSIS
IN WIRELESS NETWORKS

In the paper we research the affordable simulation system for gathering network traffic and analyzing its
anomalies for TCP-based wireless networks. We consider networks that include enough number of robots,
drones and other unmanned aerial vehicles (UAVs), and which need to be analyzed for traffic transport prob-
lems due to hardware/software failures or external impacts. The simulation system should be able to gather
traffic information necessary for further analysis by machine learning techniques and providing feedback for
network operators. We considered to use and extend GrADyS-SIM package for OMNeT++ simulation envi-
ronment, as it was specially targeted for UAVs networks. The simulated networks traffic is preprocessed for
extracting valuable information and adding timing marks for further analysis in unsupervised learning-based
classifier built using the OPTICS methods. The rich tools, integrated into OMNet++ system provide simplified
traffic scenarios creation and good visual presentation. The classifier provides traffic flow events clustering
and anomalies detection. We made series of experiments, proving that the classification results are valuable
for network operation and further may be used for automatically tuning traffic volume from UAVs to operators
and servers.

Key words: wireless networks, simulation, network anomalies, drones, unsupervised learning.

Introduction

The major updates in wireless network-
ing technologies enabled the construction of
large networks of autonomous robots. These
networks have static or ad-hoc configurations,
with goal to gather data over the network area
and transport this data to “sink” devices. Sinks
redirect data flow to some accumulating data
base storage for further analysis [1]. For the
large number of unattended devices or robots
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it becomes critical to have fault-tolerant and
robust network, as storage facility usually re-
quires complete data sets and sustainable con-
trol over all network nodes [2]. Large ad-hoc
networks may impose limitations on accurate
and error-free data transport to sinks (we call it
anomalies), which depends on network config-
uration, channels limitations or device failures.
Such networks experience misconfiguration,
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faults in network hardware or transporting
structure, bandwidth limitations, external com-
munication interference; hardware failures.
This leads to data loss or corruption on simpler
devices, for more complex devices malware or
even software error may filter or affect data.
Anyway, the patterns in data corruption or
faults may be traced and analyzed [3]. Manual
diagnostics of device network malfunctioning
is practically impossible for a hundred-nodes
network, so there is a need for automated meth-
ods which can detect and analyze wvarious
anomalies — data loss, data corruption, hard-
ware failures, failed routes, access denials —
and with minimum human intervention, finally
providing summary for possible reaction sce-
narios. This kind of analysis requires the whole
network statistics to define fault-related data.
For our investigation this data can be gathered
as a result of network behavior simulation.

Further, the task of fault analysis de-
pends on anomaly detection methods, so the
network simulation should not be up in the air,
providing just all kinds of statistics. That’s
why we need to define which data should be
provided for further analysis, and we should
not consider just simulation itself, but instead -
a linked pair of simulation and data analysis. In
this paper we are researching methods, which
can 1) check unusual activities happened in-
side the network; 2) identify the data we need
for network analysis from simulation side; 3)
propose a network failure simulator, adopted
for our analysis tasks.

In chapter 1 we discuss requirement for
faulty network simulation and the types of
faults. Chapter 2 includes the review of exist-
ing network simulation software and the selec-
tion of the most applicable one. Also, chapter
2 elaborates the structure of simulated model.
Chapter 3 discusses the simulation results and
reviews the results/possibilities of fault/anom-
alies analysis for our model.

2. Network simulation requirements

We define and research the practical re-
quirements based on practical configuration of
device or robotics system, used now “in field”.
We are not original in our studies, there are
many previous researches, for example [4], but
we focusing on newest practical points. It

should be noted, that the common networks
may use several levels of interaction, but for
many cases we can separate data processing
center; backbone infrastructure; gates, con-
necting backbone infrastructure to real de-
vices; device/robotic mesh or swarm. In some
cases, several elements may be absent or gates
may work in manual mode, but this network
structure reflects the most common cases.
Sometimes we have a mobile-network
(3G/4G) back-bone as a base of data acquisi-
tion system, sometimes we have common net-
work based on Ethernet physical layer, the
emerging technology is the use of ancestors
and modifications of Wi-Fi technology. Very
often Wi-Fi-based transport is used on the last
mile to gather high-bandwidth data for analy-
sis. On the other side, low power technology
such as LoRa or other proprietary transceivers
are used on the “last mile” to provide limited
bandwidth data acquisition over a big area for
24/7 analysis. So, the real field or industrial
network may include a “zoo” of different
transport technologies, and should be moni-
tored, so that degraded nodes may be repaired
or updated without massive denial of access
caused by massive loss of transport abilities in
the network. Here rises the common perspec-
tive, that some number of solutions, necessary
for control robotic swarms in filed, will be es-
tablished for research, for example [5], and
soon moved to commerce. But we are not fo-
cusing just on control of devices and network.

2.1 Network protocols

Practical majority of wired and wire-
less networks use TCP/IP family of network
protocols for data transmission over the “back-
bone” network [6]. Still the “last mile” may use
local protocols, such as LoRa, specific Wi-Fi
extensions, MAVLink over any physical lay-
ers, proprietary noise-like signal-based trans-
mission or simplest proprietary transceivers.
The “last mile” may require covering addi-
tional attention, as may experience signal jam-
ming, signal shielding, signal power issues, pe-
riodic link losses and so on. Periodic transmis-
sion errors may affect higher protocol, causing
hardly explained errors. Anyway, the big share
of modern low power data acquisition devices
uses LoRa communication protocol, or device
swarm may be controlled by an extended

21



IIporpamHi cucremu 3axucty iHpopmanii

MAVLIink, so the simulator somehow should
be aware of “last mile” protocols. Full-featured
TCP/IP requires more powerful computing
units and energy and usually requires full-fea-
tured operation system (for example, embed-
ded Linux): the most devices, which are
equipped with motors or actuators have
enough energy sources to support more com-
putational resources, so they support TCP/IP.
Less power-enabled devices or just simpler de-
vices provide limited TCP/IP stacks, but appli-
cation-level software is built to be fit into the
transport restrictions. Still the heavy commu-
nication load on a device may be the source of
malfunctioning.

The modern practice shows, that the
big number of solutions include TCP/IP based
backbone network; and it contains devices of
many types. TCP/IP is used at least at the set
of gates between backbone network and data
acquisition devices. The network may include
the other gate types, e.g. mobile network gates,
Wi-Fi family gates; the number of end-points,
which may be TCP/IP clients having local
LoRa clients, MAVLink-based clients or other
off-the-shelf protocols. We use this network
structure type as a general case for our research
Let’s discuss a bit more details.

TCP/IP. Looking more precisely into
TCP/IP we consider 4 layers — if compared to
7-level OSI network model TCP/IP looks sim-
pler. Each layer presentation in a simulated
network should be considered with respect to
simulation goals — in our case for anomaly
analysis and detection. The lowest level, #1, —
physical layer — is usually well enough simu-
lated by a simple data transmission with re-
spect to real time but introducing programma-
ble probability for packet loss - to simulate
hardware errors or jamming in wireless net-
works. The next — internet layer, #2 — poten-
tially should take into account external attacks
to routing internal data, or protocol errors,
which lead to packet loss and infrastructure
problems in network hierarchy. Here the simu-
lation of packet routing control is possible, as
an example, via SNMP, so the standard proto-
col features are used; still the simulation sys-
tem should support additional protocols such
as SNMP and possibly more modern protocols,
including vendor-specific protocols. The third
— transport layer, #3 — reflects internal TCP/IP
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algorithms, that handle streamed protocol fea-
tures, and here there are much less influence
point than for previous internet layer, due to
the nature of the layer. The #4 and final — the
application layer — is the most complex and the
most interesting for simulation, as it may rep-
resent all the device communication systems.
Usually, the application layer is closely tied to
application software, which forms the “local”
or “last mile” network via LoRa or other pro-
tocol and may be represented as a data genera-
tor, which creates a data stream similar to real
life data. Simulation may use some stored data
tables to feed them to the network, or just gen-
erate the properly marked data here. Marked
data means that some data may include the sig-
naling values, forming some data sequence,
where the data loss may be clearly visible,
comparing to more expensive procedures
needed for checking data loss for real sensor
data. As these data should be stored on server
within proper data sequence, Changes in val-
ues or in sequence of send data help us to de-
tect the anomalies and check the possible
source of malfunctioning. This technique looks
like using floating point signaling NaN values,
which cannot be generated during normal
floating-point operations, but may be gener-
ated as a result of error in computations. Any-
way, the discussion of the application layer re-
quires a lot a trade-off, as running real-life ap-
plication, closely tied to the layer may be ex-
tremely time-consuming activity for the simu-
lation engine.

LoRa. It is mainly used at “last mile” or
as a network part between the backbone and the
“last mile”, usually supporting data routes in the
case of large scale “last mile”, when this “mile”
covers the dozens of square kilometers [7]. This
level may constantly loose the data due to poor
network connectivity, signal shielding, non-sta-
ble network due to device movement across land
or in sky [8]. Complex LoRa network suffers
from various kind of data losses, so the finally
handled data on servers have empty records, void
data, data non-synchronized in time and another
various problems, specific to ad-hoc networks.
This requires lowering the requirements for sus-
tainable data transmission and lowering the limit
where we treat the network as good working de-
spite of some data loss. Scenarios alike [9],
where traffic jamming may be caused intention-
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ally by external actors, we treat as less danger-
ous, but still the anomaly detection system
should report such kind accidents to the network
owner. Note, that the LoRa infrastructure simu-
lation may be emulated with a kind of data gen-
erator, which is able to pro-duce both correct and
erroneous streams to check the transport between
LoRa host, running a gate from LoRa network to
TCP/IP layer, to the server storage. So, this ap-
plication is separated from main simulation and
separates “last mile” network from backbone for
analysis simplicity.

MAYVLink. The protocol with outstand-
ing popularity in UAV, which should be viewed
as kind of standard for modern system, but im-
posing many limitations to the system [10]. If
compared to LoRa services, this protocol is a
device control protocol and is used to achieve
another goal — to control active devices with ac-
tuators. Due to protocol specifics, we have high
risk for signal jamming, so anomaly detection
should report issues fast, as the device may be
lost or work improperly. Instead of producing
additional data streams, MAVLink devices
health can be controlled by extended connection
diagnostics. Connection anomaly reports
should be sent to the servers to reflect the device
behavior. The network of MAVLink-controlled
devices provides less diagnostic data, so anom-
alies should be detected based on this diagnos-
tics of device connectivity or developed on-de-
vice reporting system. Here protocol spoofing is
possible, which should be reflected in the anom-
aly analysis for tasks were protocol data are not
protected some way. Also, MAVLink has the
property, that it can be implemented over the
any protocol, logical or physical, starting from
RS-232-like pure physical links and finishing
on high-level TCP/IP. So, when we talk about
MAVLink as a “last mile” solution, this is
mainly for compatibility reasons with other
“last mile” protocols at application layer, but
the level of anomalies detection may be or at
MAVLink level, or at underlying protocol layer
(TCP/IP).

Requirement summary. It should be
noted, that the reviewed “zoo” of protocols and
requirements involve quite a complex set of
methods, detecting the anomalies due to differ-
ent issues common to backbone, “last mile’” and
a communication mesh between backbone and
“leaf” devices. For example, issues for wired

connections, fast wireless connections and
lower speed wireless connection have different
details. For wired connections we may lower
the anomaly representation down to “on-
line/off-line” status. One of the authors experi-
enced large packet loss issues due to bad elec-
trical contacts in Ethernet cables, that was very
similar to router problems, but this kind of error
representation looks very rare in wired net-
works. So, from the first glance we need a sim-
ulation system with main goal to provide wide
variety of communication issues cases for anal-
ysis. The question of necessary level of details
for protocol events will be discussed further.
Despite of discussed protocol cases, the net-
work observations should be made separately
for 1) backbone and 2) “last mile”. For the eas-
iest case we may use “flat” network representa-
tion, where “last mile” is also implemented over
TCP/IP — this is real situation for robotic de-
vices for MAVLink for now. On the other hand,
backbone is a commutation structure, which
only transport data from devices somewhere up
to servers with negligible errors level.

3. Network analysis
approaches

Before discussing the simulation soft-
ware, we should check modern approaches for
network behavior/anomaly/functioning analy-
sis. The goal of our work includes the reflection
of useful and real-life scenarios, and current on-
the-field situation is that the real-life scenarios
highly differentiate from the planned scenarios
discussed in research papers even during the lat-
est time. If we go back in time to the beginning
of modern ad-hoc networks, we will see Ti-
nyOS/Tossim sensor operation system [11] and
corresponding simulation software, and hun-
dreds of related research articles, where differ-
ent scenarios and metrics where considered. So
now it’s hard to find some theoretic question,
related to sensor/wireless network performance,
robustness, maintenance and different metrics
calculation, which was unattended by research-
ers. Still the real and useful devices, e.g. agri-
cultural and surveillance drones, transport
drones, differ very much from the expectations
due to technological advances. We even cannot
say words “expert expectations”, because the
market niches for drones are formed very fast
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and market is highly segmented for specialized
drones targeted for “narrow” niches in market,
due to technological improvements and price
changes. Now drone market can redefine eco-
nomic sectors, such as Chinese agricultural
markets changes for automation with drones
help. So, the robotic/drone industry develop-
ment outreaches expert expectations practically
in all areas. The core question which rises here
is the data volume, which we need to gather in
order to get valuable results for analysis. As it
was stated before, TCP/IP protocol has four lev-
els, and all four levels can provide valuable
data: physical layer provides jamming statistics,
transport layer provides data about algorithmic
problems of protocol functioning, and these re-
sults are meaningful if robotic devices have
problems with network functioning. We do not
account the application on the drone, generating
its own events. TCP/IP application layer is the
most complex layer, because it potentially pro-
vides the big number of metrics, and the real
analysis needs at least temporal information —
the events sequence with appropriate time
stamps, which are valuable for analysis. Appli-
cation layer can pro-vide metrics related to sys-
tem software, the most useful are denial in re-
source allocation, operation system alerts and
hardware failures.

The important issue is filtering of
events. Useless logging of events prevents the
effective use of analysis system where the op-
erator sees the same messages over months and
really intellectual system should decrease this
number down to zero.

Industrial application tends to fast and
practical application of drones, so if we drone
works incorrectly is should be changed to an-
other one, similar to any industrial appliance.
It’s much simpler to throw away the device
than to spend time to repair it, considering as-
sociated transporting cost to repair facility, so
this effectively prevents accurate analysis of
failures. So, one of the primary goals of analy-
sis is the prediction of failures, which is strictly
tied to robot types and construction, and need
to be reviewed on filed data.

3.1 Analysis methods

Here should be discussed the use of su-
pervised methods vs unsupervised for analysis
of failures and anomalies. The supervised
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methods require some knowledge about the
area, where a drone group operates. For a basic
example we can compare open field some-
where in country (agricultural works) versus
works inside town or some area of dense build-
ings, where wall blocks signal or reflects them.
Depending on signal frequency, the physical
processes of signal shielding on different fre-
quences vary, so the analysis based on signal
fading — may fail for changed frequency bands.
Such obstacles require some kind of temporal
logic, for example in case of signal blocking
the robot may pass the data to servers once per
some time, and this should be accounted into
the model. For open country field we can use
RSSI information (mean power of received
signal) to evaluate distance between transmit-
ter and receiver, but this does not work for
dense building. But from our experience the
harder problem with supervised learning is the
additional cost necessary for building the
model. Even if we have assumption about how
we can analyze metrics and even applying
some general neural net-work model — it is
necessary to improve the model, as it can con-
stantly give biased results which are not so val-
uable for day-by-day work. After some tuning
time, these models can be used for particular
drone swarm configurations, but the final sys-
tem should be used friendly, giving short diag-
nostic messages but not long logs.

Anyway, the learning methods are suc-
cessfully applied [12][13] for drone algorith-
mics, mostly for less or more swarm function-
ing, which can be formalized and not so related
to random external processes — for example,
building routes, finding some patterns in con-
trol application to optimize traffic, transport
efficiency optimization and so on. Still we
need to provide quite widely applied analysis,
which may be narrowed somewhere to the list
of events, which may represent event classes
more clearly.

3.2 Unsupervised learning

Unsupervised learning as another op-
tion do not require pre-built database with de-
fined cases and information how to classify
them. Instead, we need accurately provide in-
formation gathered from the simulation and
check if the selected unsupervised method is
able to catch some pattern or select anomalies.
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For the first hypothesis we decided to
address the method we have previously used
for different type of data, described in [14]. We
proved, that a large data array, that definitely
have relations in some groups — for example,
database errors for node #12 are related to
packet lost at the gate #5. Clusterization meth-
ods, used in [14], can work with such depend-
encies and can select such groups. The OP-
TICS method, used earlier, is improved con-
stantly over time, for example [15], and can be
used for clustering of the data gathered in
TCP/IP network.

As the TCP/IP network events are de-
veloped in time, it is necessary to provide some
linking of events for analysis either for super-
vised or unsupervised methods. In common
sense for any event for supervised system, we
should have a set of properties P={pi,p2,...,pn},
which represents the state of the system — it is
2D-image for image recognition system, or an
internal state of the communication system. For
communication system each pi may be the traf-
fic volume over the node interface, number of
use TCP/IP buffers on the device, number of er-
ror interface after last check, time-to-live of the
packet and some other property set we see use-
ful for our investigation. Also, we have a clas-
sification definition C={ci,c2,...,cn} for each
event, where ¢; is at least a pair {eir:}, where e;
is the classificatory for the set P;, for example
“interface denial at port X, and the 7; is the
probability of this event, as the resulting classi-
fication c; is not the only solution, another clas-
sification exists. For example, packet loss at
some interface may be caused by traffic over-
load, fail of router interface or simple hardware
wiring fail. In order to resolve this loss issues,
we have proposed in [14] the use of cascade of
clustering-based classifiers. If the first classifi-
cation provides a set Ci, defining the possible
solution, there is the set of classifiers { Ci; },
where i refers to the classifiers for the problem,
and j refers to the number of classifier results,
which was got near the current system time.
Here we need to observe time stamps of the sys-
tem messages, for example event time stamps
gathered withing +/- 100ms interval on the net-
work. The second level unsupervised method
can cluster the sets { Ci; }, giving even more
useful info, but the potential of this method
should be proven later on real data.

Another point is the time-linking of the
events. Logically linked events should be
linked in time, as some event with P; (and C;)
will produce some event P; on the neighbor
node, as the outcoming packet at one node will
be incoming at some other mode. As P; is in-
troduced at time #;, and P; at time ¢, where is no
reason to link the linked in time events to some
discrete times ¢, t. Instead, we introduce the
time difference dti; = t; — ti, so that the time link
is the time difference or log of time difference.
On the top of event properties P; and P we
form a joined event with properties {pi., pi1,
eevs DiNy D)0, Pji1, -5 Din, dtij}, which makes the
events Pi, P; linked in time, so the clusteriza-
tion algorithm will have a set of
{{pik},{pik},dti;} events, where dti; changes
from some minimum time interval to maxi-
mum values, depending on communication
type. At the clusterization process, the event
collection will treat rarely values of dti; as
anomalies, selecting sets {pi«}+{pjr}, where
possibly we have the decryption, what is
wrong with the communication process. This
time-linking method allows to move depend-
encies from temporal relationship to dataset,
applicable for unsupervised methods. Time-
linking is not a good way to link event on
neighbor communication net-work elements,
but also occasionally may link events on ele-
ments, located quite far from one another. This
should be made during investigation of event
details, when we make hypothesis on the root
causes of the events in the network.

So, in order to define the basic require-
ments for simulation engine, we made an as-
sumption what kind of data we need from sim-
ulation system. Our data include 1) selected
fields from packets with data (at least sequence
number from TCP); 2) packet headers; 3) in-
terface identification; 4) temporal data dt;;; 5)
software state. Depending on this we are se-
lecting the proper simulation engine.

4. Simulation software

During last two decades we had no dra-
matic improvements in common net-work simu-
lation software, related to TCP/IP software. The
most valuable choices for out research are NS-3
network simulator and OMNeT++, which are
widely used and have extreme number of appli-
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cations. Both are discrete event simulators. NS-3
have the long story, well known predecessor NS-
2 and integrates TCP/IP stack implementation
derived from Linux/FreeBSD, so accurately sim-
ulates the network functions, and supports inte-
gration with analysis software, e.g. Wireshark.
On the other hand, it has very rudimentary ani-
mation packages, that makes NS-3 not very
pleasant for presentations. This issue looks rais-
ing, as if we compare NS-3 implementation with
a species of simulation software, developed for
UAYV device models, the comprehensive list can
be found in [16]. Many simulators listed in [16]
provide 3D visualization interface, including vir-
tual reality engines for wearable goggles or just
interfaces to modern visualization engine such as
Unity. OMNeT++ provides usual simulation
support, but includes Inte-grated Developer En-
vironment (IDE), based on Eclipse (IDE), which
includes visual editor for network configura-
tions, text editor with syntax highlight, rich inter-
face for defining object hierarchies and rich log-
ging abilities, including charts and graphs. Sev-
eral examples are shown further in text. Simula-
tion practically resembles process of usual soft-
ware development in Eclipse, which is familiar
to many programmers.

Additionally, we tried to use Cisco
Packet Tracer for our simulation at the be-gin-
ning of our study. The Cisco Packet Tracer is
simplified at interface part, if compared to OM-
NeT++, and resembles rather some kind of
SCADA system, as allows to control devices in
real time, where device state is renderer over
some map, giving a good visualization. After
some time, we dropped this system for OM-
NeT++ use, as we experienced the Packet
Tracer system to be more valuable for education
processes and consuming too much resources
for day-by-day use as simulation engine.

As a conclusion over systems, such as
NS-3, OMNeT++, Cisco Packet Tracer, other
was enlisted in [16] as a good examples of dig-
ital twin concepts applications and quality vis-
ualization in 3D, we should state that there are
no so many choices for network simulation, so
OMNet++ was selected for our studies.

4.1 Targeting simulation to

OMNeT++

One of the big OMNeT-++ advantages
is that it can provide detailed simulation at

26

TCP/IP level, as we need to learn many aspects
of TCP/IP transport. It’s well aligned with lat-
est DJI/Autel drones, which have complex
video capturing devices on the board, com-
puter vision software, including collision
avoidance with the use of stereo-camera, wire-
less technology, which streams HD video over
big distance. Finally, SDK allows to have com-
plex software on board, so complex software,
utilizing many drone options can be imple-
mented. Simplified application software may
be used in model and integrated into OM-
NeT++. We state that the orientation for the
complex drone use, as Autel/DJI is, is not re-
dundant. For the price of several thousands of
dollars, these drones provide a rich set of hard-
ware, which can be tried for providing differ-
ent real-time video processing algorithms. Alt-
hough the swarm of such drones looks ahead
of the time, our study makes closer the imple-
mentation of intellectual robot/drones swarms.

We have implemented a basic model for
drone use over a GrADyS-SIM simulation
package [17], as this package was already based
on OMNet++ and targeted for UAV use. One of
the advantages of OMNeT++ based system is
the visualization of swarm functioning, which
makes the simulation close to SCADA system.
Fig. 1 shows the visualization.

groundStation SN
(i) auwngdt) N \t
. ) -n-;.[ )

Fig. 1. Swarm simulation visualization

Fig. 1. shows the advanced Qt library-
based interface, derived from GrADyS-SIM,
which displays map, UAVs, its routes, ground
stations and additional sensors over the map.
Such kind of visualization consumes well
enough computation resources, but it can be
switched off. The log text, visible under the
visualization, traces the packets. The log in-
cludes the packet contents, time mark, source
and destination interfaces. Some robots may
provide retranslation, and here the map is very
valuable at big scale, as the user sees geograph-
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ical placement of drone over the map, allowing
to form desired network configuration during
simulation. Additional modules allow to gen-
erate “issues” during the modeling, so the fig.
2 shows the example of the log with an error.

The log data are processed to form in-
put data set for the classifier. We have not used
direct error messages as in fig. 2: we see it in
simulation log during simulation, but during
the real run of swarm system, the error diag-
nostic not always is messaged to the base sta-
tion or server. Instead, we are extracting basic
statistics  information from the packet
transport: interface identifiers and time stamp,
also if applicable critical application about
packet sequences or data in packets. These data
packets are transformed to n-dimensional vec-
tors, and passed to the classifier. OPTICS clas-
sifier is able to distinguish packet with “incor-
rect time” and select them as anomalies. In re-
ality this scenario sample looks very simple
but working one for our simulation system.

Fig. 2. Simulation error during packet
transmission

Despite the simplicity of the sample,
we are able to implement more complex cases.
The case with frame drops looks obvious, but
the method can hold more complex cases, for
example drones inside radio-silence zones,
packet prioritizing, changing robot software
behavior depending on current state of the net-
work transport. In the embedded devices
world, it is known that TCP/IP has internal set-
ting, which allows to handle packets in more
sophisticated way if compared to default “big
system” settings, at least for packets handling
during long transport denials. Another case is
regularizing TCP traffic in time, limiting
flooding packet from particular drone. These
questions are the topics for further research, as
the proposed system, which consists of packet
gathering for analysis and learning engine, can
process networking information in real-time,
as method, provided in [14] and [15], allows to

provide feedback to devices in real-time, regu-
larizing traffic in cases if, for example, the net-
work transport cannot handle the all traffic.
Huge traffic from some nodes can flood re-
translator units, as wireless channel bandwidth
1s not as wide as cable channels have, so the
precise analysis of distinct segments in the net-
work via smaller classificators can detect up-
coming transport problems practically in real-
time, providing feedback for nodes and saving
valuable information from being lost.

Conclusion

During our investigations we have
looked for a good framework for analyzing po-
tential problems in network transport simula-
tion. We think we have moved towards our
goal:

1) we have found the modern network
simulation system with rich facilities, simulat-
ing a swarm of drones with enough level of de-
tails suitable for modern networks, including
“last mile” such as MAVLink;

2) we are able to collect necessary data
in this model and provide complex scenarios of
robot interoperation;

3) we tried an unsupervised learning
classifier, which is able to detect anomalies in
providing data.

Our next goals are to extend working
scenarios, make the model more complex and
provide additional research for anomaly detec-
tion methods.
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