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AL-JTAHJIIA®T MPOT'PAMHOI IH)KEHEPII

IITyyHuii IHTENEKT CTa€ HEBiJ €MHOIO0 YaCTHHOIO Cy4acHOI IMPOTpaMHOi iHXKeHepii, PO3MINPIOIOYN MOXKIIH-
BOCTI aBTOMAaTH3allil, oNTUMi3amii # MIATPUMKH TEXHIYHUX pPilIEeHb MPOTATOM YCHOTO >KHUTTEBOT'O LUKITY
IIpOTrpaMHOro 3a0e3edeHHs. Y CTaTTi 3alpOIOHOBAHO METOI0JIOT1I0 BU3HAYECHHS IHCTPYM EHTaPIf0 MTYYHO-
rO IHTENeKTY AJIsl BUPIMIEHHs 3a/1a4 MporpamMHoi imkeHepii. ba3oro i€l MeToomorii € cucteMHa CTpyKTypH-
3amis Ha OCHOBI ramyseii 3HaHb (Knowledge Area) HOBOI Bepcii MixkHapoaHoro mocioanka SWEBOK V4 Ta
CYKYITHOCTi TIEBHUX THIIIB TpoleciB abo mistmbHOCTI (Topics), 3 IKUX CKIaJarThes Taly3i 3HaHb. [ cTpy-
KTypu3allii BUOpaHO TOJOBHI obmnacti (mricte obnactei ans po3podnenHs [13) Ta momoMixHI opraHizamiiHi
chepu (uricte obnactel, M0 3a0e3neuyoTh IHKeHepio Ta KepyBaHHs po3pookoto [13). PosruisnyTo 3acro-
CyBaHHS B NPOTPaMHIM iHKEHepii Takux Mofesedl i aJrOpUTMIB MITYYHOTO IHTENEKTY SK MAalldHHE Ha-
BuaHHs (ML), rmubunne naBuansas (DL), senuki moBHI Momeni (LLM), o6pobxa nmpupomanoi moBu (NLP),
reneparuBHuil 11 (Generative Al), rpadoBi anropuTMu, METaeBPUCTUKU Ta ONTHUMI3alliiiHi ajJrOpUTMH,
€KCIepTI CUCTEMH Ta aHaJlITHKa NpoIleciB. Y pe3ysbTaTi HoOyA0BaHO 3araibHy OHTOJOTII0 Al-manmmadTy
nporpamHoi imkeHepii. JleTanbHo po3risiHyTo Kapty 3acrocyBanHs LI B nporpamuiil iHxkeHepii, sika Bigo-
Opakae BiINOBIgHICTH MiX Tamy3smu 3Hanb SWEBOK, npouecamu, HII-TexHOJOTisIMA Ta IHCTPYMEHTaMH.
3anpornoHoBaHa KapTorpadis JeMOHCTPY€E TPH BayKJIMBI NMPUHLIUIHK iHTerpanii Al B mporpamHy iHXeHepito:
TEXHOJIOTIYHUH PiBEHb; MPOLIECHUI Ta IHCTpYMEHTaNbHUN piBHI. Takuil miaxiJx 103BOJISIE CHCTEMAaTU3yBaTH
BukopuctanHs LI, yHUKHYTH hparMeHTapHOTO BIPOBAIKCHHS TEXHOJIOTH, @ TAKOK OLIHIOBATH PIBEHb iH-
TeJeKTyasizamii npoueciB po3podku. OKpeMo B CTATTI PO3IISTHYTO MOJIENb 3pUIOCTI ISl BIIPOBA/KCHHS
IITY9YHOTO 1HTEJEKTY B Taly3i mporpamuoi imkenepii (Al-Driven Software Engineering CMM), sixa cTBOpe-
Ha TSI JOTTOMOTH TiATIPUEMCTBAM Ta OPTaHi3allisiM OIIHUTH i BJOCKOHAIHMTH CBOi 3ycriurs 3 interparii LT
Ta TPOrpaMHOi iHmkeHepii. Pe3ympraTi MOCHiIKeHHS MOXYTh OyTH BUKOPHCTaHI JJISl IEPETBOPEHHS I[HOTO
cuMb0i03y 3 imei Ha pobouy mapaaurmy, 30KpemMa, 3 ypaxyBaHHSM HaIiiHOCTI, MOSCHIOBAHOCTI Ta €TUYHHX
acrnekTiB Bukopuctanuas 1.

Kitouosi crmoBa: mryunuit inTenekr, SWEBOK, Mozeni i anropuTMu, MOIENb 3piIocTi, mporpamMHe 3a6e3-
TIeYEHHSI, JTFOANHO-MAIINHHA B3aEMO/ISL.

O.V. Nesterenko, V.V. Fedorov, P. P. Yatsuk

AI LANDSCAPE OF SOFTWARE ENGINEERING

Artificial intelligence is becoming an integral part of modern software engineering, expanding the possibili-
ties of automation, optimization and support of technical solutions throughout the software life cycle. The
article proposes a methodology for defining artificial intelligence tools for solving software engineering
problems. The basis of this methodology is a system structuring based on the knowledge arecas of the new
version of the international manual SWEBOK V4 and a set of certain types of processes or activities (Top-
ics), which consist of knowledge areas. The main areas (six areas for software development) and auxiliary
organizational areas (six areas that provide engineering and management of software development) were se-
lected for structuring. The application of such artificial intelligence models and algorithms in software engi-
neering as machine learning (ML), deep learning (DL), large language models (LLM), natural language pro-
cessing (NLP), Generative Al, graph algorithms, metaheuristics and optimization algorithms, expert systems
and process analytics is considered. As a result, a general ontology of the Al landscape of software engi-
neering is built. A map of the application of Al in software engineering is considered in detail, which re-
flects the correspondence between SWEBOK knowledge areas, processes, Al technologies and tools. The
proposed cartography demonstrates three important principles of integrating Al into software engineering:
technological level; process level and instrumental level. This approach allows you to systematize the use of
Al, avoid fragmented implementation of technologies, and also assess the level of intellectualization of de-
velopment processes. Separately, the article discusses the AI-Driven Software Engineering Maturity Model,
which was created to help enterprises and organizations assess and improve their efforts to integrate Al and
SE. The results of the study can be used to transform this symbiosis from an idea into a working paradigm,
in particular, taking into account the reliability, explainability and ethical aspects of using Al

Keywords: artificial intelligence, SWEBOK, models and algorithms, maturity model, software, human-
machine interaction.
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Beryn

Bukopucrtanusa y pizHuX cdepax mis-
JIBHOCTI 3ac001B Ha OCHOBI TEXHOJIOTIN IITYY-
Horo intenekry (III) crpimko 3pocrae. He
OMHUHYJIM HOB1 MIIXOAW W BUPIIICHHS 3a1a4
nporpamuoi imxkenepii (I1I). LI crae He-
BiJl’€MHOI0O YaCTHHOIO CYYacHOi MpOTrpamHOl
1HXKeHepii, PO3IIUPIOIOYN MOKIUBOCTI aBTO-
MaTH3amii, onTuMizamii # MATPUMKH TEXHid-
HUX pillIeHb OPOTSATOM YChOI'O XKHUTTEBOTO LU~
K1y nporpamHoro 3abesnedenns (I13). 3acto-
CYBaHHS TaKMX TEXHOJIOT'IH, K MalllMHHE Ha-
ByanHsa (ML), rmu6unne HaBuanus (DL), Be-
nuki moBHI mMozeni (LLM) ta oO6poOka mpu-
poanoi Mo (NLP) Bxke 3MiHWIIO TpaauiiiHi
niaxonu a0 po3podku I13. Pesynbrarom cra-
JI0O BHW3HAYCHHS TIEPCIEKTUBHUX HAIPSIMKIB
3actocyBaHHa Il nns mokpamieHHs SKOCTI
MIPOTPAMHOTO 3a0€3MEeUYeHHS K OT yIpaBIliH-
HS KUTTEBUM LUKIOM po3poOku I13, nporuo-
3yBaHHs TOMIIOK/Ie(EKTIB Ta OLIHKHA 3Y-
CWJIb, IHTEJNEKTyaji3allis MPOrpaMHOl 1HXKe-
Hepii B ynpaBiiHHI KOJIOM, 00poOKa MpHupo/I-
HO{ MOBU B 1H)K€Hepii BUMOT, a TaKOK MOLIYK
TaHUX 3 PETO3UTOPIiB MporpamMHoro 3abesre-
yeHHs [1]. Halimommpenime BUKOpPHCTaHHS
I oxomutoe Taki ¢a3zu I11, sk BUMoru, npoe-
KTyBaHHS, po3po0Ka, TECTyBaHHs, BUITYCK Ta
oOciyroByBaHHs [2].

3acTOCYBaHHS TEXHOJIOTIM IITYYHOTO
IHTENIeKTY JAJIs1 BUpIIIEHHS Mpo0JieM Imporpa-
MHOI 1HXEHEpil He € BUKIIOYHO HOBOKO TCH-
JICHITIEI0, a pajlie pe3yiabTaToM Oararopiu-
HUX 3YCHJIb CITUIBHOTH MPOTPAMHOI 1H)XKEHEpii
3 pO3pOOKHM aBTOMATH30BAHUX Ta IHTEJECKTYya-
JBHUX 1HCTPYMEHTIB Ta (pEHMBOPKIB IS 3a-
Oe3reyeHHs eEeKTHUBHOTO JIOCBIy pO3POOKH
I13 [3]. ¥V mporpamHiii iHxkeHepii BiOyBa€eTh-
sl 3MiHa MapajgurM, i caMe CUCTEeMHU IITYYHO-
ro IHTEJIEKTY BIAIrparoTh Jeaii BaXIIHBIITY
pOJb Y MiABUINEHHI MNPOAYKTUBHOCTI ITHX
nporeciB. OCHOBHE THWTaHHA, SK€ TOBUHHI
BUPINIYBATH SIK TOCTiTHUIBKA cribHOTa 111,
TaK 1 MPOTPaMHOI 1H)KEHEpii MoJIATae y Tomy,
K CHHEPTeTUYHO IHTErpyBaTH HOBUH «00YH-
CIIOBAJIbHUN 1HTENEKT» Ta JIOJACHKHUM 1HTe-
JIeKT [4].

Bapro 3a3HauuTH, 10 Yepe3 CBOKO
«YOPHY CKPHUHBKY» IIi NEpCHEeKTHBHI MOJENi
Ta TexuoJiorii Ha ocHoB1 IIII Bce mie mameki
BiJl MPAKTUYHOTO BIPOBAKEHHS B MpPOTpam-

Hill imxenepii. 3okpema, L1 Buximkae 6arato
3aHETOKOEHD 1100 HOTo BiANOBIIAIHLHOTO
BUKOpUCTaHHA. Pe3ynbraTi 0araTbox aOCITi-
JDKEHb CBITYaTh HE JIMIIE MPO 3pOCTarody iH-
terpamito LI B pi3Hi ramy3i T0ICHKOT HisUTb-
HOCTI, a i BKa3yl0Th, y MEpIIy 4Yepry, Ha 30i-
JBIICHHS yBard 0 €THYHHUX Ta MPABOBHX ac-
nektiB Bukopuctanus I [5]. BimcyTHictb
MOSICHEHb y pilleHHsX, mo npononye 11,
CTBOpPIOE HeOakaHl PU3MKU I IXHBOTO 3a-
CTOCYBAaHHS B KPUTHYHO BaKJIMBHX 3aBJaH-
Hax III, Takux, Hampuknajg, SIK BUABJICHHSA
BpAa3JIMBOCTEH, JIe MPO30PICTh YXBaJCHHS Pi-
IIEHb Ma€ TMepuopsiAHe 3HaudeHHs [6]. Y
3B’A3KY 13 IIUM ICHY€ MOTpeda 3po3yMiTH Ta
pO3pOOUTH MPUHIUIIKA TOTO, IO Tepeadadae
BimoBiganekHa po3pobka [13 Ha mpakTuii, a
TaKOX PETEIBHO OIIIHUTH PE3yJIbTAaTHBHICTH
BIIPOBA/KEHHsI 1HCTpYMeHTIB Ta MetoniB LI
B MpOTpaMHy iHxkeHepito [7].

Xo4a YuMano JOCTIIKEHb IiIKpec-
JIOIOTh Baromy poJjib aBTOMartu3alii Ha 0asi
I y mokpaiieHHi yxBajieHHs PillIEHb, ONTH-
Mizalii poOOYMX MPOLECiB Ta CKOPOUYCHHI Ya-
Cy po3po0KH, OJIHAK 3BEPTAETHCS yBara Ha Te,
10 caMe TPaJAMLIiHHI MEeTO0JIoril BCe IIe 3a-
0e3IeuyoTh CTPYKTYpPY, BIAMOBIAHICTH Ta
HafiiHICTh. TOMYy BBa)xaeTbes, MO MaliOyTHE
3a T1IOpUAHOI0 MOJEIUIIO, SIKa MOEHYE TPaIu-
WA OIIXOOW 3 aBTOMATH3ali€l0 Ha OCHOBI
T [8].

Omxe, enoxa Software Engineering
2.0, moB’si3aHa 3 PO3BUTKOM MIKPOEIEKTPO-
HiKH, TOmUpeHHSM [HTepHEeTy Ta BIpOBa-
JDKEHHSIM METOJIOJIOTiM KOMaHAHOI poOoTH
BiIxoauTh y Munyine. Iurerpauis I B mpo-
IpaMHY 1H)XKEHEpil0 BIJIKPUBA€E IMEPCIEKTUBU
HoBO1 epu Software Engineering 3.0, mo mae
BEJIMYE3HUI MOTEHI[al s  MiJBUILEHHS
edextuBHOCTI Ta skocti [13. Texnomorii LI
HECYTh MEPEOCMHUCIICHHS TPAJULIHHUX MpakK-
THK PO3POOKH MPOTrpamMHOTO 3abe3redeHHs,
PEBOJIOLIOHI3YIOTh MPOTPaMHY 1HXKEHEpIlo,
BIIPOBA/DKYIOUM 1HTEJEKTYalbHy aBTOMATH-
3amiro y xkurreBuit uk 113 [9].

Xoua 3a OCTaHHI POKHU BiIOYyBCs 3HAU-
HUW TpOrpec y MEepeTHHI MPOrpaMHOi 1HXKe-
Hepii Ta ITYYHOTO iHTEIEKTY, 00 MepeTBo-
puTH 11eil cuM0i03 3 i7ei Ha poOody mapajur-
My HEOOXiJHi 3HAYHI JOCIITHULBKI 3yCHILI,
30KpeMa IOoAO0 HAaIIAHOCTI, TMOSICHIOBAHOCTI
Ta €TUYHUX acHeKTiB BUKopuctanus 111
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MeToauka BU3HAYECHHSA
Al-iHcTpyMeHTapito

Posrnsnatoun mnuTaHHA BU3HAYCHHS
Al-iHCTpyMeHTapil0 Uil  3aCTOCYBaHHS B
MporpaMHil 1HXEHePii, JOIIIFHO BUXOJAUTH 3
toro, mo [l sk imKeHepHa AMCUUIUTIHA — L
CYKYIHICTh MPUHAOMIB BHKOHAHHS isNTBHOC-
Ti, TIOB’S3aHOI 3 BHWT'OTOBJICHHSIM IIPOTpPaM-
Hux npoaykTiB 1 cucrem (IITIC) mnsa pizHHX
BUJIB IIJTHOBUX OO0 €KTIB 13 3aCTOCYBAHHSIM
pI3HUX METOJIB, 3aCO0IB Ta IHCTPYMEHTIB 5K
CKJIQJIOBUX TMPOTPAMHOI iHKeHepii. 3 iHxke-
HepHOi Touku 30py B Il po3B’si3yroThes 3a-
nadi po3pooku I13 ta Buroromnenns III1C,
MOJaHl SK TEXHOJIOTIYHI mporecu Gopmy-
BaHHS BUMOT, IPOEKTYBAHHS 1 CYIPOBOIY
OPOAYKTY, a TAaKOX IMEPeBIpKU omeparliii Oa-
30BOTO TIPOIECY MIOJ0 IMPABHUIBHOCTI BUKO-
HaHHS PI3HUX (PYHKLIIOHATBHUX 3a]a4 Ta BH-
KOHAHHS pOOIT 32 POEKTOM.

OcHOBHI HEOOX1IHI KOMIIETEHTHOCTI B
npodeciifHii TPaKkTUIi TPOTrpaMHOI  iHXKe-
Hepil K cdepi AisapHOCTI 3 po3podku 113 Oa-
3YIOThCSI HA MDKHAPOJAHUX PEKOMEHIAIIH-HIX
JIOKyMEHTax 3 MporpamMHoi iHxeHepii. OcHo-
BHUM 3 HHUX € sapo 3HaHb III — moci6-Huk
SWEBOK (Software Engineering Body of
Knowledge). lle Habip TeopeTMUHUX KOH-
nenuid i GopManbHUX BH3HAYEHb METOJIB 1
3ac001B po3poOKH Ta KepyBaHHS Mporpam-
HUMM IIPOEKTaMHM, SIKI MOXYTh 3aCTOCOBYBa-
TUCS B 1HXeHepli nporpamyBaHHs. [lounHa-
1049M 3 MpoOHOT Bepcii, omy6OiikoBaHoi 2001
poky, Bepcii 2004 poky Ta HIMPOKOrO BUKO-
pucranns Bepcii 2014 poxky (SWEBOK V3)
el MOCiIOHMK B MeKax CIIJIBHOTH pO3pOOHU-
KiB IIPOrpaMHOro 3a0e3NeueHHs BiJirpae Ba-
JIUBY pOJIb SIK (pIarMaHCHKUN OCHOBOIIOJIO-
KHUHA Ta CTPYKTYpHHUH JOKYMEHT JAJs CTBO-
PEHHS TPOTPAMHHUX MPOIYKTIB.

MeTo10 pOo3poOKH OHOBIIEHHS IIHOT'O
nocionuka 2025 poxy (SWEBOK V4) € no-
KpallleHHs HOro akTyalbHOCTI, YUTaOEIbHOC-
T1, Y3TOJ’)KEHOCTI Ta 3py4YHOCTI BUKOPHUCTAH-
HS, (OopMyBaHHS €IMHOI KOHLENTYaJIbHOI
OCHOBH IS OpraHizailii, ynpaBJliHHs Ta BJIO-
CKOHaJIeHHs mpoueciB cTBopeHHs [13. 3mict
HOBOiI Bepcii OO MOCIOHWKA 3pIC yXKe 10
18 ramyseit 3nanb (Knowledge Area), koxxHa
3 SKMX BIJMOBIJAE CYKYIMHOCTI EBHUX THUIIB
npoteciB abo gissbHOCTI (Topics).

6

[onsTiiiHMiA amapar ramy3eld 3HaHb
(ob6macreit) SWEBOK MoxHa yMOBHO TOJi-
JUTU HA TOJNOBHI (IICTh oOyiacTeid A po3-
pobonenns I[13), momomMixkHi oOpraHi3amiitHi
obracti (icTe obmacrel, mo 3a0e3MeuyTh
1HXKeHepilo Ta KepyBaHHs po3podkoro [13) Ta
0a30Bi raxys3i 3HaHb.

l'onosHi ramysi — ne Bumoru no I13
(Software Requirements), Apxitektypa I13
(Software Architecture), IlpoextyBannsa I13
(Software Design), KoucrpyroBanus I13
(Software Construction), TectyBanus I13
(Software Testing) Ta Cymnposix II3
(Software Maintenance). omomixkHi — IIe
Omnepanii nporpamHoi 1HxeHepi (Software
Engineering Operations), KepyBanust koHi-
rypamiero  I13  (Software Configuration
Management), [Ipouiec mporpamHoi iH>KeHe-
pii (Software Engineering Process), Moxeni
ta Metonu imxeHepii II3  (Software
Engineering Models and Methods), Ympas-
JiHHS TporpamMHoI0 iHxkeHepiewo (Software
Engineering Management) Tta Skicte [I3
(Software Quality).

Bpaxosyroun, mo SWEBOK Biairpae
KIIIOYOBY pPOJb Y (pOopMyBaHHI CHCTEMHOIO
HiJX0Qy A0 BUPOOHHUITBA MPOTPAMHUX MPO-
IYKTiB, 3a0e3Meuyloyd CTPYKTYpOBaHY MO-
Jle7b 3HaHb, SKa MIATPUMYE OpraHi3aliio,
yIpaBIiHHA Ta BAOCKOHaNeHHs npouecis I1I,
BBAXKAETHCS 3a JOLIJIbHE CHUpATHCS Ha 3a-
npornoHoBany B SWEBOK cTpykrypu3aiiro
JUISl BU3HAYEHHS 1HCTPYMEHTApPil0 MITYYHOTO
IHTEJIEKTY, II0 3HAXOAWUTh 3aCTOCYBaHHS B
nporpaMHii iHxeHepii. Takuil miaxia g103BO-
asie moB’si3atu Al-TexHomnorii 3 KOHKpETHH-
Mu cepamu gismpHOCTI B I, cuctemHo Bu-
3HAYUTH, 1€ caMme i ki Al-iHCTpyMeHTH MoO-
KyTh OyTH BUKOPHCTaH.

TakuM 4YMHOM METOJMKA BU3HAYCHHS
Al-iHcTpyMeHTapito moussrae 'y peanizamii
KUJIBKOX KpPOKIB:

a) imeHtudikamis ramy3i 3HaHb 3a
SWEBOK,

0) aHami3 KIOYOBUX MPOIECIB HA OC-
HOBI TOIIIKIB,

B) BH3HAYCHHS 3aJa4d aBTOMAaTH3aIlii
3a gomomororo 111,

r) BiOip BiAmoBiHUX Al-TexHOJIOTiI
(Mozenei 1 aIropuTMiB),

1) BU3HAYCHHS KOHKPETHHX I1HCTpPY-
MEHTIB.
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Buxopucranuss SWEBOK sk mero-
JIOJIOTTYHO1L OCHOBU BU3HAUYEHHS Al-
IHCTpYMEHTapil0 Mae HU3KY IepeBar, sK OT
3a0e3neyeHHs] MOBHOTH aHali3y 3aBIsSKH
OXOIUICHHIO BCIX AacIleKTiB MpOrpamMHoOi iH-
XKeHepii, CHCTEeMHICTh 4epe3 YiTKy Kiacudi-
Kallito 3actocyBaHb Al, MOpiBHIOBaHICTh Ue-
pe3  MOXIIMBICTh OIlIHIOBAaHHS PI3HHUX 1H-
CTPYMEHTIB, HapemiTi, Y3TO/DKEHICTh 13
MDKHAPOJHUMH CTaHIapTaMH.

Al moaeJti i anropurmMu

Cepen Mozenel MITyYHOTO 1HTEICKTY
OCHOBHHMM BB2)Ka€ThCSl MAallMHHE HAaBYaHHS
(Machine Learning — ML), 110 Bxe TpUBaJIHii
Yac PO3BHBAETHCS ¥ YCHIIIHO 3acTOCO-
BYETHCSl B PI3HUX ramys3sx. B ocranni poku
BUKOPUCTAHHS METO/IB MAallMHHOTO HaBYaH-
HS CTaJO0 OJHUM 3 OCHOBHHX 1 JJIs BHpI-
mieHHs1 0arathboX 3aBJaHb MPOTPAMHOI 1HXKE-
Hepii (ML4SE). TunmoBumu cepejr HUX € Tpo-
THO3yBaHHA JAe(EeKTiB, aHami3 SKOCTI KOy,
OLIIHIOBAaHHS PHU3UKIB MPOEKTY, ONTUMIi3allis
nporeciB po3poOku. [lporo Oyio AOCATHYTO
3aBJIIKM BUKOPHMCTaHHIO HalCydacHIIIUX MO-
neneit ML, siki, K paBUJIO, € CKJIAIHIIIUMHU
Ta HecTaHgaptHUMHM. OpHak iX  BHKO-
pUCTaHHS TPU3BOAWUTH 0 OTPHUMAHHS MEHII
3’ICOBAHUX pillIeHb, L0 3HUXKYE OBIpY IMpO-
(ecioHaiB Taxy3i A0 BUKOPHCTAHHS DillICHb
MLASE. OgauM 3 TOTEHIIHHUX HaIpsIMKiB
JUTSL 3HWKCHHSI HETATUBY BiJICYTHBOI MOSICHU-
BOCTI € IPOINOHYBaHHSA 3 SICOBAHUX METOJIIB
mTyqHoro iHTenekTy (explainable Al — XAI).
Ha neit migxin (XAI4SE) Ha choroani 3Hau-
HOI0 MIpOI0 3BEPTAETHCS yBara y CIUIBHOTI
nporpamHoi iHxkenepii [10].

[Tomansmmii pO3BUTOK MAalIMHHOTO HAaB-
YaHHS, TMOB’S3aHUN 13 HABYAHHSAM 3 MIJIKPIIl-
nenasiM  (Reinforcement Learning — RL) Ta
rmuOMHEMM HaByaHHsM (Deep Learning — DL),
a TaKOXX TTIMOMHHUM HABYAHHSM 3 IMIIKPITJICH-
HsaM (DRL) Ha cyuacHoMy etami Biairpae Bax-
JUBY POJIb y CTBOPEHHI MPOCYHYTHUX 3acO0iB
HII. Ili Monemni yCHiliHO BUKOPUCTOBYIOThCS M
JUTSl aBTOMATH3allii CKJIQJHUX 3aBJaHb Mporpa-
MHOI 1HXeHepii, TaKhX SK TeCTyBaHHsS irop,
BUPILIEHHS 3ajjay IUIaHYBaHHS pOOIT, a TaKOXK
JUIsl HaBYaHHS €(eKTUBHOI Ta €KOHOMIYHO BH-
T1THOT TIOBEIIHKK B PI3HUX CEPEIOBHINAX CIIe-
1iaJTi30BaHUX MPOrpaMHUX areHTiB [11].

3acTocyBaHHS BHIIE3a3HAYEHUX MOJIe-
Jel 3a0e3Meunsio PO3BUTOK HampsiMy 00poo-
ku mnpupogHoi moBu (Natural Language
Processing — NLP), mo Big4yTHO CIIpOCTHIIO
npakTuky Il B aBTOMartm3amii kimacudikarii
BHMOT, aHaji31 HACTPOiB KOPUCTYBayiB Ta yIi-
paBIiHHI MPOEKTAMH, 30KpeMa W MIOJ0 Cy-
NpoBioy NHporpamHoro 3abesmedyenHs [12].
TunoBuMH 3aJadamMu, IO BUPINIYIOTHCS Ha
ocHoBi NLP € aHami3 TEKCTOBUX BHMOT, I'e-
Hepallis JOKyMEHTAIli1, OITYK HEeBiAMOBIIHO-
cTell y crnenmdikarisax, aHami3 TEXHIYHOT J0-
KyMEHTAIli] TOILO.

be3ymMoOBHO, Ha CHOTO/HI HAWMOMYJISp-
HIITUM € BIPOBAKEHHS 1THCTPYMEHTIB IITY4-
HOTO IHTEJIEKTYy Ha OCHOBI BEJIMKHX MOBHHX
moxenen (Large Language Models — LLM).
PesynbraTi mokasyiors, mo gociignuku 11
TaK0X BU3HAIOThH nepeBary BHecky LLM, ox-
HaK JIMIIEe KOJIH IIi MOJIEJIi 3aCTOCOBYETHCS JI0
HEBEJIMKKMX, BY3bKOCIICIIaJII30BAaHUX Ta TEpe-
BIpIOBAaHUX 3aBJaHb, & HE JI0 CKJIAJHUX, IO
HE MalOTh 3aIJTAHOBAHOTO 3aBEPILEHHS 1 MO-
KYTh PpO3BUBATHCA KIUIbKOMa Croco0aMu
(open-ended tasks). LLM BUKOpHUCTOBYETHCS
SIK JTOJIATKOBUU 1HCTPYMEHT A0 TPAJAMIIIHHHX
METOJIB MPOrpaMHOI 1HXEHEPIl 010 TaKUX
3aB/JIaHb 3 BUCOKHUMH CTaBKaMH, SIKi IMOTpe-
OYIOTb CITPaBXHIX JIFOJCHKUX 3YCHJIb Ta €MO-
1iKHOoI BigganocTi [13].

Takox HEOOX1OHO 3a3HAYUTH, IO IS
mogaenei LI, B Tomy uncii 1 LLM, romoBHoOIO
norpeboro € nani. EdexkrtuBHicTh HuX Mone-
Jeil 3alIeXuTh B MakcUMi3alii JKepea BU-
COKOsKICHMX JaHuX. OOHaK aaHi, 0COOJIUBO
BHUCOKOi SIKOCTi, 4acCTO MaroThb KOMEpIiiHY
a00 KOH(}IACHIIIHY MIHHICTh, IO POOUTH X
MEHII JAOCTYIMHHMH JUIS 3aCTOCYBaHHS 3aco-
6is LIl B mporpaMHuX npoekTax, ocoOIMBO B
npoekTax cTBopeHHs [13 3 BIIKpUTUM KOJOM.
Lls peanbHICTh CTBOPIOE 3HAYHY MEPEIIKOAY
UL po3pOOKH Ta BIPOBAPKEHHS IHCTPYMEH-
TiB Ha ocHOB1 LI B ciineroTi 11 [14].

Cepiio3HMMHM  3aJayaMM  [POTrpPamHOi
1HXKeHepli € MepeBIpKU Koay. Y LbOMY 3a
CBOEIO CYTTIO JIFOJJMHOLEHTPUYHOMY IpOIIeci
BaXUIMBO  3pO3YMITH, SIK  1H)KEHepam-
nporpaMmictaM —OpI€EHTYBaTHCS y  BIIpPOBa-
mxenHi I y crinbHi 3 HUM po0odi mporiecH,
aJKe JISITBHICTH 13 IEPEeBIpKH KOAY € Oararo-
BHUMIPHOIO, OXOIUTIOIOYM KOTHITHBHI, €MOIIiii-
HIi Ta TOBEAIHKOBI BHMIipU. BrpoBamkeHHS
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nepeBipok 3a gonomororo LLM BrmBae Ha
nesiki 3 nux arpuOytiB. Hanpuknan, y po6oTi
3 LLM mnotpeba B eMOIiHINA perymsmii Ta
MeXaHi3Max MOJOJIaHHS CTa€ MEHIIOI0, OJTHAK
KOTHITUBHE HaBaHTa)XECHHS 1HOII BHIIE, 30K-
pema, mija yac poOOTH 31 3BOPOTHUM 3B'SI3KOM,
sreHepoBanuM LLM, uepe3 ioro HaamipHy
neTanizamiro. BogHoyac CipuifHSTTS 3BOPOT-
Horo 3B's13Ky Bit LLM oOMexeHe HeIoBipoOro
Ta BIJCYTHICTIO MOSICHIOBAJIHHOTO KOHTEKCTY
B mepeBipui [15].

[IepcrieKTMBHUM HaIpPsIMKOM € 3aCTO-
CyBaHHsS B TIpOrpaMHid iHxeHepii Oaratoa-
TeHTHUX aBTOHOMHHUX cuctem (Multi-agent
autonomous systems — MAS), ski kpaie
CIPABIISIOTHCS 13 3aBJAHHIMH, 11O OXOILTIO-
I0Th KiJIbKa cdep, HIK OKpeMi aBTOHOMHI
areatu. CyuacHi gocmimkenas MAS B II1
3ocepemkeni Ha iHTerparii LLM B supo aB-
TOHOMHUX arcHTIB JJIsi CTBOpPEHHsS Oararoa-
reHTHUX cucteM. OJHAK BIPOBAKEHHS Ta-
KHUX CHCTEM CTBOPIOE 0e3nid mpobiem, cepe
AKX OJHIEI0 3 OCHOBHHX € CTpaTeriyHHi
pO3MOJIiN 3aBaHh MiXK JroApbMu Ta MAS Ha-
TiAHUM yrHOM [16].

Omxe, LLM po3mupioTh JOCTiTHU-
1K1 MoxmBOCTI B rany3i [l 3aBnsku mpuc-
KOpPEHOMY T'eHEepyBaHHIO 1€l Ta aBTOMaTH-
30BaHUM IIpoliecam, poOIsuM Jesiki Tpaau-
LIHI TpakTUKUA 3acTapiiuMu. OJIHAK JIFO/IH-
HOIICHTPUYHA TIEPCIIEKTHBA 3aJIUIIAETHCS Ba-
AJIMBOIO. 3a0e3MedyeHHs! JI0ACHKOr0 Harjsay
Ta iHTeprpeTanii HeoOXiaHe IS MiATPUMKH
HayKOBOi TOYHOCTI, CIPUSIHHA €TUYHIA Bij-
MOBIJAILHOCTI Ta CTUMYJIIOBaHHS MPOTPECY B
i ramysi [17].

B mporpamuiii iHXeHepil SIK CYTTE€BHMA
YUHHUK PO3TJISJAETHCS BIUIMB TMOTOYHOTO
CTaHy KOMaHIHM PO3POOHUKIB HA MPOIIECH PO-
3poOKH TporpamMHOro 3ade3nedyeHHs. BusHa-
YAETHCS, 10 YIPaABIiHHA MPOEKTaMHU Mae Oa-
3yBaTUCsl HE JIMIIE HAa HOro mapaMmerpax Ta
MOJIeNl TIpeAMETHOI 00J1acTi sIK OCHOBH 0a3u
3HaHb Ui MIATPUMKHU YIPABIIHCHKUX pi-
IIEHb, & i HA OCOOMCTICHUX XapaKTePUCTUKAX
MPOrpaMiCTiB  BIAMOBIAHO 10 METOMOJIOTIT
IpYIOBOi TUHAMIKK Ta KoMyHikamin [18]. V
HOBHUX YMOBaX BK€ MPOCIIKYEThCS KOMaH/I-
Ha poOoTa moauHa-MamuyHa (Human-machine
teaming - HMT), ToOTo B3aeMomist JironeH i
MaIlllMHU SK 4ICHIB KoMaHmu. Lled miaxina
Mosxke Oytu kopucHum y III4SE, ane nutanus
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BBy HMT Ha edekTuBHICTh KOMaHAU
OTPUMANIH 1€ Majo yBard y CHUIBHOTI Mpo-
rpaMHoOi iHkeHepii [19].

Emepmxentni BnactuBocti LLM npus-
HOCSITh HOBM3HY Ta KPEAaTHUBHICTH Yy 3aCTOCY-
BaHHS B yCbOMY CIEKTpi IisSUTBHOCTI Iporpa-
MHOi 1HXKEHepii, BKJIIOYAIOYM KOJyBaHHS,
MPOEKTYBaHHS, BUMOTH, BUIIPABIICHHS, peda-
KTOPUHT, TOKpAIIEHHS MPOIYyKTUBHOCTI, JI0-
KyMEHTAIII0 Ta aHAmTUKY. OHaK 111 K eMep-
JOKEHTHI BJIACTUBOCTI CTBOPIOIOTH 1 3HAYHI
TexHiuHi npobnemu. [loTpiOHI Meromm, sKi
MOXXYTh HAQJIMHO BUSBIISATH HEMPABHIbHI Pi-
nieHHs, nputamandi LLM, Taki sk ramrorm-
Harii. ToMy KITO4OBY pojib y po3poOIll Ta
BIIPOB/DKEHHI HAJIMHUX, €PEKTHBHUX Ta pe-
3ynapTaTuBHUX MeToniB Il Ha ocHoBi LLM
MaloTh BiJlirpaBaTy TiOpUIHI MeToaU (Tpaju-
miriaa [11 mmroc LLM) [20].

Hocsraenns B cdepi LLM npuBenu
JI0 IIIAPOKOTO MOIMKPEHHs renepatuBHoro I
(Generative Al), abo 4aT-00TiB BETUKHX MO-
BHUX MoJIeNell. B ramy3i mporpaMHOi iHXeHe-
pii Bukopuctanus rerepatuBHoro LI Takox
MOke OyTH KOPHCHHM IHCTPYMEHTOM, aJ[Ke
3a HOTo JIOTIOMOTOI0 MOKIJIMBO HMiATPUMYBATH
BCi ¢a3u po3poOku mporpamHoro 3abesre-
YEHHs, BHPINIYIOYM TakKi THIOBI 3a1adi sK
aHaJli3 BUMOT, TeHepallisi MporpaMHOro KoAy,
CTBOpPEHHSI TECTIB, aBTOMAaTHUYHE CTBOPEHHS
npoToTHmniB, rerepanist APl ta noxymenTarii
[21]. 3aBASIKM BUKOPHCTAaHHIO T€HEPATUBHUX
MoOJIeJIeH, TaKUX SIK TIONePEeIHbO HATPEHOBAHI
tpanchopmepu (GPT), cucrema 3matHa po-
3yMITH CKJIQJIHI 3allUTH KOPHCTYBauiB, MiAT-
PUMYBAaTH KOHTEKCTHY 3B’SI3HICTh Y pO3MOBax
1 aBBTOHOMHO BUKOHYBATH 3aBJIaHHs 3 MiHIMa-
JbHUM BTpy4YaHHsM oauHu [22]. OpgHak,
MOXYTh BUHHKHYTH W Di3HI MpOOJIEMH, 30K-
peMa o0 MPaBIMWBOCTI BiAMOBiACH, HANIPH-
knan, 3renepoBanux ChatGPT. Ile motpiOye
JIOTaTKOBH1 3aCO01B JIJIs1 BUSBIICHHS] HEKOPEK-
THOCTEH y BiAMOBIAX [23].

O1iHIOI0YM IHCTPYMEHTH T€HEpaTHUBHO-
ro IIII Ha OCHOBI TakWX KPHUTEPIiB, K 3pyd-
HICTh BUKOPUCTaHHA, €(PEKTHBHICTh Ta IHTET-
pamis B iCHYHO4YI po0OOYl MPOIECH, TOCIHi-
JOKCHHS IT1IKPECITIOIOTh BaXJIUBICTh CITIBIIpa-
i moauau ta 1. TTpunyckaeThes, mo xoua
rereparuBHuil LI Moxxe cyTTeBO MiATpUMY-
BaTU 3aBAaHHS PO3POOKH MPOrpaMHOTO 3a-
0e3MneueHHs, 3IUIIAI0ThCS BAXKIMBUMH JIIO]I-
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CHKUI HArJIsi/l Ta KPUTHYHA OIIHKA Pe3yJbTa-
TiB, cTBopenux 1111 [24].

Jns edexTBHOrO pO3B’sI3aHHS pea-
JHHUX 33/1a4 MPOTPaMyBaHHS TEPCIIEKTHBHU-
MU METOJIaMH € 3aCTOCYBaHHS 3a JOIOMOTOI0
HITYYHOTO 1HTEJEKTY rpaoBHX aJrOpUTMIB
Ta CTPYKTYp JaHUX. TUNOBUMH 3a/1a4yaMH, 1110
BUPILIYIOTbCA, € aHaJI3 CTPYKTYpH Iporpam-
HUX CUCTEM, JOCIHIHKEHHS 3aJIeKHOCTEH MIX
KOMIIOHEHTaMH, aHasi3 KOH(Irypari,
impact-analysis 3MiH. Y KOHCTpyIOBaHH1 ede-
KTUBHHX 1 ONTUMI30BaHUX PILIEHb I KOHK-
petHOi nipobnemu [ Bax/IMBUM € akIIEHT Ha
MPAKTUYHY IMIJIEMEHTALI0 aJIrOPUTMIB, IO
0COOJIMBO aKTyaJbHO JUISI CHCTEM 13 BEJIMKU-
Mu obcsramu aanux (Big Data, ¢inancosi
ab0 MeNYH1 CUCTEMH).

Takox e(eKkTUBHICTh y BIOCKOHAJIECHHI
Takux 3aBAasb I, ik ynpaBiaiHHS NpoeKTaMuy,
MIPOTHO3YBAaHHS PO3TAllyBaHHS (YHKLIA Ta
Iiit 3 Moaudikaiii mporpaMHoOro 3ade3neydeH-
HS IEMOHCTPYIOTh METAa€BPUCTUKH Ta ONTHMI-
3aliiH] aJrOPUTMH, MiIBULIYIOYH TOYHICTH Ta
edeKTUBHICTh y muX 3aBAaHHsAX [12]. Takox
TUTIOBUMU 3a/ladaMH MOXKYTh OyTH ONTHMIi3a-
sl apXiTEeKTyp, ONTUMI3allisi TeCTOBUX HaboO-
piB, ONITUMI3aIlisl ITITAHYBaHHS PO3POOKH.

He 3anumarotecs mo3a yBaroro i 3acTo-
cysauHs Il B Takux 1HCTpyMEHTax, SK
Process Mining, ekcriepTi CUCTEMH Ta aHaTi-
THKa TporieciB. TUMOBI 3a1adi — aHami3 mpo-
neciB po3podbku I13, omiHOBaHHS 3pLIOCTI
nporieciB, BaockoHanenuss SDLC, ympasnin-
HA 3MiHaMH, 30kpema B Takux SWEBOK-
obmacTsax sk 0a30BHUH MpoIec NpPOrpaMHOL
1HXKeHepii, YNpaBIiHHA MPOEKTAMH, YIpPaB-
JHHS KOH(ITYpaLi€ro TOIIO.

ExcnieptHi MeToau, siKi IEBHOIO MipOIO
JAI0Th 3MOTY BUPINIYBaTH MOCTaBJIEH] 3ajadi,
JOUUTBHI JJIsl BUPIIICHHST OaraToKpUTepiaib-
HUX 33714, 1110 3a3BHYail BUKIMKAIOTh 3HAYHI
KOTHITHBHI HaBaHTakeHHA. OOHIEIO 3 TaKHX,
30KpeMa, € 3a/aya paH)KyBaHHsA BUMoOT. BBa-
KAETHCS, IO JUTSl YXBAJICHHS PIIlICHb y TAKOMY
CEpENIOBHINI B CY4acCHHX YMOBaX HH(pOBi3a-
1[I TEPCICKTUBHUM € 3a0€3MeUeHHSI MMiITPUM-
KA pillleHb Ha OCHOBI BHYEPIHOIrO MOJaHHSA
iH(pOopMaIiiiHOi MOJIeTi MpeaMeTHOI 00JI1acTi Ta
OTpAITIOBAHHA 3a JIOTIOMOTOI0 iH(OpMaIiiHIX
TEXHOJIOTIH KUIbKICHUX OIIIHOK aJbTePHATHUB.
Takox BaKJIMBOIO MOXJIMBICTIO Cy4acHHUX Te-
XHOJIOTiN € 3a0e3MmeyeHHs Bi3yaii3allii mpoiie-

CiB, MOB’SI3aHUX 3 yXBaJICHHSAM pilieHb [25].
i 3amaui sikHalikpaie po3B’sS3yIOThCS 13 3a-
crocyBanHsaM 3aco0iB L1I1.

OTxe, IITYyYHUH 1HTEJEKT OibIle HE €
¢dbyTypuctuuHOO KOHIemniien. Choromni 1e
MHOXKMHA IIIOJICHHUX 1HCTPYMEHTIB Yy HaOopi
3aco0iB cy4yacHuX po3poOHukiB [13. Ilouwm-
natoun Bix GitHub Copilot, OpenAl Codex
JI0 aBTOMAaTHU30BaHMX (HpEeHMBOPKIB IIi 1H-
CTPYMEHTH TIPU3HAYCHI JUIS TiABUIICHHS
MPOAYKTUBHOCTI PO3pOOHUKA, TapaHTyBaHHS
HaMBHILOT IKOCTI MPOrpaMHOTo 3a0e3MeueHHs
Ta CKOPOUYCHHS Yacy BUBEACHHS MPOIYKTY Ha
puHOK. TemaTHuHi JOCTIKEHHS BIIOMHUX Te-
XHOJIOTIYHMX KOMIIaHIH JEMOHCTPYIOTh CYyT-
TEB1 MOKpAIeHHs €(peKTUBHOCTI Ta HaJiiHO-
CT1 B pe3y/bTaTi BUKOPUCTAHHS IHCTPYMEHTIB
Ha 6a3i LI, uro migBuUIIyE BIEBHEHICTh Y PO-
3po0IIi 1HTENEKTyaIbHIX, MAacIITA0OBAaHUX Ta
aJalTHBHUX MPOTpaMHUX CUCTEM [26].

Takum uymHOM, 3arajbHy OHTOJIOTIO
Al-nannmadTty nporpamMHoi iHXeHepii MokHa
NpEeCTaBUTH pHC. 1.

Kaprorpadist 3acrocyBanns Al
B IIPOrpaMHiii iHKeHepil

SWEBOK opranizoBye 3HaHHS TMpo-
IpaMHOI 1HXKEHepil y BUIVIAII rairy3eil 3HaHb
(Knowledge Areas), ko>kHa 3 SIKMX BiJIIIOBI1JIa€
NIEBHOMY THUIy TpoueciB abo IisUIbHOCTI.
Cnmparouuch Ha IO CTPYKTYpYy, MOXHA 3a-
CTOCYBATH KapTorpadiyHui miaxii.

Ha ocnosi ctpyktypu SWEBOK wmo-
*Ha chopMyBaTH KapTy 3acrocyBaHHs Al B
MporpamMHil 1HXKeHepii, sika BigoOpakae Bij-
MOBITHICTh MK Tay3MHU 3HaHb, IPOIECAMH,
Al-texHomnorisMu, iHCTpyMeHTamH. Takwuii
X1 JO3BOJISIE CUCTEMATU3yBaTH BHKOPHC-
taHHs Al, yHUKHYTH (pparMeHTapHOro BIpO-
BA/DKEHHSI TEXHOJIOTIH, a TaKOX OI[iHIOBATH
piBEHb 1HTENEKTYyati3alli mporeciB po3poOKH.

CuCTeMHO KapTy 3acTOCYBaHHS IITY-
YHOTO IHTEJIEKTY B TPOTpaMHii iHXeHepil
JIOIUTPHO OYTyBaTH Ha OCHOBI CTPYKTYpH Ta-
ny3elt 3HaHb, BU3HaueHnx y SWEBOK Guide
K 0araTopiBHEBY MOJIEJIb, 110 CKJIATAETHCS 3
TaKkuX piBHIB K cpepH AiIsIIBHOCTI, TUIH 3a-
nad, TexHosiorii Al Ta mpakTU4HI iHCTPYMEH-
TH (Tabm. 1).
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Kapra 3actocyBanns Al B mporpamMHiii iHKeHepii

Tabmuus 1.

Ne | OGmacTs 3HaHB Mporpa- OcHoBHI 3a1a4i Al-texHomorii [puknany iHCTPYMEHTIB
3/1 MHOI iHKeHepil
1. ImxeHepis BUMOT Amnai3 BUMOT, BUSB- NLP, xnacudikamiss | ChatGPT-mozi6Hi cuc-
JICHHS] HEOMHO3HAYHOC- | TeKcTy, knowledge | Temu, BUMOTOBI aHasi3a-
Tel, TpacyBaHHSI graphs TOPH
2. | ApxiTeKTypa i MpoeKTy- | ApXITeKTypHi pimieHHs, | Pexomennamiitni Al-apxiTekTypHi momiu-
BauHs 113 MO/IETFOBAaHHS, BHOIp CUCTEMHU, TCHEPATU- | HUKH
MaTepHiB BHI Moieni
3. | Koncrpyrosanns I13 [IporpamyBanns, peda- | Benuki MOBHI MO- GitHub Copilot
KTOPHHT, TeHeparlist ko- | nemi, deep learning
oy
4. | TecryBanns 113 I'enepanis tectis, BusiB- | ML-xnacudikamis, | SonarQube
JICHHSI IeEeKTIB reHepaTHBHI MO
5. | Cymposin I13 Jlokamizaris nedexris, Defect prediction, Al bug prediction
MOJICPHI3aIlisl CHCTEM code analysis systems
6. | YnpaBuiHHS KOH}ITY- KOHTPOJIb BEpCiH, aHami3 penozutopi- | Git
paiti€to merge-KOH(IIKTH iB, rpadoBi Mozemi
7. | bazoswuii mpouec 11 OIIIHIOBaHHA Ta BJIOCKO- | process mining, Al-process analytics
HaJICHHS IPOIIECIB ML-ananxiTuka
8. | Meroau inxeHepii eBPUCTHYHI, ()OPMaJIbHI, | METAaCBPUCTHUKH, Al-onrtumizariiiizi cuc-
OPOTOTHITHI METOIH symbolic Al TEMHU
9. | YmpaBniHHS IpoTrpam- MIPOTHO3YBaHHS CTPOKiB, | predictive analytics, | Jira
HOIO i1H)KEHepi€ro Ta pU3MK-aHAaIi3 ML-nporao3yBaHHs
POEKTAMH

VY miit kapti Al BUKOHY€E YOTHPH KITIO-
4OBi (PYHKLIi: aCUCTEHT PO3poOHHKa (JOMO-
Marae CTBOPIOBATH KOJ, MOJIEINi Ta JTOKyMEH-
TaIlif0), aHAJIITUK CUCTEMH (aHATI3y€e JaHi mpo
MPOEKT 1 KOJIOBY 0asy), MPOTHOCTUYHUN MO-
Oynb (MporHo3ye NeeKTH, PU3MKH Ta CTPO-
KH), a TaKOXX OpKEeCTpaTrop mporeciB (iHTeT-
pye iHcTtpymentH DevOps 1 ontumizye
workflow). 3anmpornoHnoBana KapTa J€MOHCT-
py€ TpU BaXIMBI HNpUHIMNHU iHTerpamii Al B
MporpamMHy 1HXKEHEpit0: TEXHOJOTIYHUU pi-
BeHb — TUNHN Al-aaropuTmiB; mpornecHuit pi-
BEHb — Taly3l 3HaHb MPOTPAMHOI 1HXXEHEpIi;
IHCTpYMEHTaJIbHUM piBeHb — KOHKPETHI IMpO-
rpamHi 3acobu. lle mo3Bonse popmyBaTy 1i-
micHy mojens Al-opieHTOBaHOI IporpamHoi
imxkenepii (Al-Driven Software Engineering).

Mogaeas 3pisiocti AI-Driven Softare
Engineering

[Tapanurma nporpaMHoi 1H>KeHepii 3a-
MPOBAaIMIa MUCIICHHS Ha OCHOBI MOJENi 3pi-
JIOCTI, SIKA HAJIA€ KOMITaHIsIM JIOPOXKHIO KapTy
JUIS TIOKpaIIeHHs] iXHbOI MPOAYKTUBHOCTI 3
o0paHMX TOYOK 30pY, BIAOMHUX SIK KIIFOUOBI

MmoxnuBocTi.  Capability Maturity Model
Integration (CMMI) — 11e KOMIUIEKCHA MOJIENTb
MPOYKTHUBHOCTI Ta 3PUIOCTI, IO TPEICTABIISIE
Halip Mojeneit (MeTo107I0T1ii) BIOCKOHAJICHHS
MPOLIECIB B OpraHizaIisiX PI3HUX PO3MIpIB 1
BuaiB misutbHOCTi. CMMI MicTuth HaOip pe-
KOMEHJAIlN y BUIJISAI MPaKTHK, peatizailis
SIKMX JO3BOJISIE IOOCATTH Iijel, HeOOXITHUX
JUTSE TIOBHOT peatizarii cdep AisUTbHOCTI.

Ha ocHoBi miei meromosnorii [HcTHTY-
TOM TporpamHoi  imkeHepii  (Software
Engineering Institute — SEI) 3ampornonoBano
BHKOPHUCTOBYBAaTH MOJECIb 3PIIOCTI MOIIH-
Bocteil moneir (People CMM). Lle incTpy-
MEHT, SIKHI JI0IoMarae yCrilrHO BUPINIYBAaTH
KPUTHYHI IpoOJIeMHu 3 JI0AbMHU B OpraHizaii,
sKa, 30KpeMa, Tpaifoe Haj po3pookoro [13. P-
CMM BUKOPHCTOBYE CUCTEMY IMPOLIECIB HA-
3BHYAIHO YCIIIIHOT MO 3pUTIOCTiI MOXKIIHU-
BOCTEH /Jisi MPOrpaMHOTO 3a0e3MeueHHs SK
OCHOBY JUISI MOZICITI HAHKpaIIuX MPaKTHUK IS
YIOPaBIiHHS Ta PO3BUTKY POOOUOI CUIIM Opra-
Hizamii. basosuii miaxig moxeni P-CMM — e
YCBIJOMJICHHSI I[IHHOCTI KOXKHOTO TpaIliBHUKA
SIK 0COOMCTOCTI Ta HEOOXITHOCTI HMOro moma-
JBIIOTO PO3BUTKY.
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Ha ocHOBI mux KOHIEMIIH JOCIITHU-
KM 1 (axiBIi MPONOHYIOTh MOJENb 3PiI0CTi
JUISE BIIPOBAKCHHSI MITYYHOTO I1HTENEKTY B
ramy3i mnporpamHoi imxkeHepii (Al-Driven
Software Engineering CMM), mo6 momomor-
T OpTaHi3alisiM OI[IHUTH Ta BIOCKOHAJIUTH
cBoi 3ycwmis 3 imrerpauii T Ta III. Ipyn-
TYIOUYHCh Ha €KOCHCTEMI 0araThox 3allikaBlie-
HUX CTOpiH, IO BKIJIIOYA€ aKaJeMidyHi KoJa,
JIOCITITHUKIB, TPABIIB rajay3i Ta ypsaoBi yc-
TAHOBH, I MOJICTIb BU3HAYAE KITFOUOBI €TAIH
BripoBapkeHHs LI Ta ymMoBH, HEOOXiMHI st
nporpecy B Ll cdepi.

[lepeocMucmior0un po3puB MiXK 1HHO-
BalliIMU Ta MPAKTHUKOIO Yepe3 L0 CTPYKTYpo-
BaHy MPHU3MY, MOJIEb MPOMOHYE MPAKTUYHI
BUCHOBKU JIsl Y3TOJKEHHSI PE3yJIbTaTIB JI0C-
JKEHB 3 IIPOMHUCIIOBOIO TOTOBHICTIO Ta MPH-
CKOpEHHS €(eKTUBHOTO BIPOBAHKCHHS ILTY-
YHOTO 1HTENIEKTY B CEpEOBHINAX POTPaMHOL
imkeHepii [27]. Monens 00’e1Hy€e HayKOBI Ta
MPAKTUYHI BUCHOBKU 1 CTBOPIOE PEKOMEH/Ia-
1ii a7 po3poOHMKIB MPOrpaMHOTO 3abe3rie-
YeHHS Ta OMKCYE CTPYKTYpY Ii€i Momeni 3pi-
JIOCT1 Ui OIIIHKK Ta TMOKPAIIEHHS BHKOPHC-
TaHHS po3poOku 13 3actocyBaHHaM LI, 30k-
pema LLM [28].

Mogenp 3pinocti AI-DSE CMM ne-
penbayae m’ATh piBHIB 3pinocTi (Tadi. 2). Ta-
KUM YHHOM IIsl MOJIEJIb HE JIUIIE OMHCYE CTY-
IiHb IHTErpamii TeXHOJOTii MTY4YHOTO iHTe-
JIEKTY B MPOLIECH PO3POOKH MPOrPaMHOTO 3a-
Oe3reyeHHs, a . J03BOJISE OLIHUTH, HACKLIb-
K1 opranizanisi BukopuctoBye I mms miar-
PUMKH XKUTTEBOTO UKy [13, Ta BU3HAYUTH
HANpSIMKU TOJATbIIOro po3BUTKY. KoHnen-
TyaJIbHO MOJIENIb CIHPAETHCS HAa CTPYKTYPY
rajy3eil 3HaHb, Bu3HaueHHUX y SWEBOK
Guide, a TakoX Ha MIAXOOM IO OLIHIOBAHHSA
3piuIOCTi TporeciB, moaioH1 70 CMMI.

VY3araabHEHO CTPYKTYpy MoOnemi 3pi-
aocti Al-Driven Software Engineering Mox-
Ha MPEJICTAaBUTHU pUC. 2.

OuinroBanns  3pigocti  Al-Driven
Software Engineering Moxe NMpoOBOAMTHUCS 32
TaKUMU KPUTEPISIMU Ta apaMeTpaMHu:

1) iHCTpyMeHTaIbHA 1HTErpamis — pi-
BEHb BUKOpPHCTaHHS Al-IHCTpyMEHTIB;

2) mporiecHa iHTerpalis — CTyIiHb BU-
kopuctanusa Al y SDLC;

3) maHi Ta aHaJiTHKa — JOCTYIHICTh
ICTOPUYHHX JTaHUX MPOEKTIB,;
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4) aBTomMaTH3alisi — pIBEHb aBTOMa-
THU3aLi1 NPOLECiB PO3POOKH;

5) opranizaiiiiHa TOTOBHICTh — KOM-
METEHTHOCTI MepCOHaTy, HasIBHICTh CTpaTerii
BIIpOBaKEHHS Al

[lpakTyHe 3HAYeHHS BUKOPUCTAHHS
mozmeni  3pimocti  Al-Driven  Software
Engineering monsirae y Tomy, 110 BOHa JI0-
3BOJIIE€ OIIHIOBATH piBEHb 1HTENEKTyati3arlii
MPOLIECIB PO3POOKH, IIAHYBaTH CTPATETiIo
BIIPOBa/KEHHs Al, MOpiBHIOBAaTH pi3HI opra-
Hi3aIlii BUPOOHUIITBA, a TAKOXK BU3HAYATH Ha-
OpSIMKH €()EeKTUBHOTO PO3BUTKY HPOTPaMHOT
1HXKeHepii.

BucHoBkn

Jlisa BU3HaueHHs Ta Kiacudikamii 1H-
CTPYMEHTIB IITYYHOT'O iHTEJEKTY B MpOrpam-
HIH 1HXeHepli MO)K€ BHUKOPHCTOBYBATHCS SIK
KOHILIENITyalbHa ~ paMKa  CTPYKTypH3allis
3HaHb, 3amponoHoBaHa y SWEBOK. Bona
J03BOJIsI€ TIOOYTyBaTH CUCTEMHY MOJENb 1H-
terpamii Al B yci cepu nmisuibHOCTI, 110 o-
PMYIOTh JKMTTEBHM LUKI MPOTPaMHOrO 3a-
Oe3rneueHHs.

[IpoBeaeHO OrIsa MOKIUBOCTEH 1 00-
MEXEHb 3aCTOCYBAaHHS OCHOBHHX MOJEIEH
HITYYHOTO 1HTENEKTY, TAKUX K MaIIMHHE Ha-
ByaHHs (ML), HaBYaHHS 3 MiIKPITUICHHIM
(RL) Ta rmuOounne HaBuyanHs (DL), 00poOka
npupoanoi moBu (NLP), Benuki MOBHI Mojie-
ai (LLM), renepatuBnuii LI (Generative Al)
Ta iH.

Ha 1i#i ocHOBI BH3HAa4YeHO KapTorpa-
¢iro 3acTocyBanHsi Al B mporpamHiii iHXeHe-
pii Ta moOyaoBaHO 3araibHy OHTOJNOTII0 Al-
JaHamadTy MporpamMHoOi iHXeHepii. 3ampo-
MOHOBaHa KapTtorpadisi IEMOHCTPY€E TPU Ba-
XKJIMBI pUHIMIK iHTerpanii Al B mporpamuy
IH)KEHEPit0: TEXHOJOTIYHUN PIBEHB, MPOIIEC-
HUH piBeHb Ta IHCTPYMEHTAJIbHUIA piBeHb. Lle
no3Bossie chopmyBaTu 1UIicHY Mozenb Al-
OpIEHTOBAHOT MPOTPAMHOI iHXKEHEii.

Po3risHyTO CTpYKTYpy MOAemi 3pijo-
cti Al-Driven Softare Engineering ta 1i mpak-
THYHI [IepeBard 3aCTOCYBAaHHSA, IO JI03BOJIS-
I0Th OIIIHUTH, HACKUIBKM OpraHi3alisi BHUKO-
pucroBye I ast miATPUMKH KUTTEBOTO LU-
xiy [13.



I Ty4yHnii iHTEJeKT

Tabmuns 2.
PiBu1 mogemni 3pinocti Al-Driven Software Engineering
PiBeHb | XapakTepHuCcTHUKa PiBHA | Tunosi npukiIaau | Pesynprar

1. ITouaTkoBuii Al 3acTocoByeTbes €ri30- Buxopucranns Al- Al BUKOpHCTOBY-
(Ad-hoc Al Use) | nuuHo. ACHCTEHTIB MPOrpaMy- | €ThCS K IHIHUBiAya-

[HCTpYyMEHTH BUKOPHUCTO- BaHHSI, OKpPEMi eKcIe- JHHHUN THCTPYMEHT,

BYIOTbCS OKPEMUMH PO3pPO- | PUMEHTH 3 TeHEpalli€lo | aje He IHTerpoBa-

OHUKaMH.. KOJly, 3actocyBaHHa Al | HuUil y ipouec po3-

BincyTHs 3aranbpHa cTpaTe- | JUIS aHANII3y OKPEMHX po6xku 113

ris BUKOpUCTaHHS Al 3a7a4
2. Inctpymenrans- | Al inTerpyerbes B iHCTpY- | ABTOMaTHuHa reHepa- | Al ctae yacTuHOO
Ha 1HTerparis MEHTaJIbHE CEPEIOBHILE s kony, Al-anani3 | iHCTpyMeHTalIbHOI
(AI-Assisted PO3pOOKH. SIKOCTi KOJy, TE€Heparlisi | EKOCHCTEMHU PO3PO-
Development) 3’ABIIA€THCS MIATPUMKA TECTIB, IHTEJeKTyab- | Oku 113

okpemux nporeciB SDLC. | Huif aHami3 BUMOT

BuxopucroByrorscs Al-

DevOps iIHCTpYMEHTH.
3. [IpouecHa inTe- | Al BUKOPHCTOBY€ETHCS B [TpornosyBanns gedek- | Al crae He-
rpauis (Al- KITFOYOBHX MPOIECaX KUT- | TiB, aHATI3 IPOAYKTUB- | BiJl’€MHOIO YaCTH-
Enabled Processes) | TeBoro nuxiy I13. HOCTI, KOMaHJl, aBTOMa- | HOI MPOIIECIB MPO-

JlaHi IPOEKTIB CUCTEMHO THU30BaHE TECTYBaHHS, rpaMHOI iHXeHepii

aHaJI3yIOThCS. ontumizamis CI/CD

YXBaJIeHHS pillIeHb MiT- MPOIIECIB.

PUMYETHCS aHATITHYHUMHU

MOJIEJIIMU
4. InrenexkryansHa | Al BukopuctoByeThes st | Al-aHani3 pusukiB Bupo6nunrso I13
oprasizallisi BApO- | ONTHMi3alii MPOIeciB po3- | MPOEKTY, ONTUMI3aLlis nepexoauTs Ao data-
onunrea (Al- poOKwH. apXITeKTYpHUX pillleHb, | driven ympaBiaiHHS
Optimized BrnpoBamkeHo aHATITHKY IHTeNeKTya bHa MiAT- MIPOrPaMHOIO 1HKe-
Engineering) MIPOIIECIB 1 process mining. | puMKa yIrpaBIiHHS HEpIEIo

BuxopucrtoByeThcs npo- KOH(]Iiryparmisimu, as-

THO3HA aHAJITUKA B YIIpaB- | TOMaTUYHUUN aHAJI3 Te-

JIIHHI IPOEKTAMHU XHIYHOTr0 00opry
5. ABTOHOMHA Al BUKOHY€ 3HaUHYy YacTH- | ABTOMAaTHYHE CTBOpEH- | Al BUCTymnae akTHB-
IporpaMHa iHke- | Hy IHKEHepHHUX 3aad. HS apXITEKTYpH CUCTEM, | HUM YYaCHUKOM iH-
Hepis Cuctemu 371aTHI afjanTyBa- | T€HEpallis Ta ONTUMI3a- | KEHEPHOI TisITbHOC-
(Autonomous Al- | Tu mporecu po3poOKH. I[isl KOy, aBTOHOMHE Ti, a HE JIMIIE 1H-
Driven BuxopuctoByeThCst caMo- | TecTyBaHHA Ta Bepu(i- | CTpyMEHTOM
Engineering) HaByYaJbHA iHPPACTPyKTy- | Kauisd, self-adaptive

pa software systems

— p— T
PisHi 5 | Autonomous| ABTOHOMHa iHXeHepin

4 | Al-Optimized | OnTumisauia BupobHULTBA

Y

3 | Al-Enabled | InTerpauiny npou,equ =

2 | Al-Assisted MiaTpumka iHxeHepii ] %

e
s S

1 Ad-hoc JIoKanbHi iHCTPYMEHTH | _é;i@ g,

Yac
Puc. 2. Mopens 3pinocti Al-Driven Software Engineering

13




LI Tyynuii iHTeJIeKT

10.

14

References

P. Kokol, The Use of Al in Software Engineer-
ing: A Synthetic Knowledge Synthesis of the
Recent Research Literature, in: Information,
2024, 15, 354, doi: 10.3390/info15060354

H. Aditya Pai, K. R. Sharath, K. Babalad, et all,
Integrating Al into Software Engineering: A
Critical Review and Future Directions, 2025 In-
ternational Conference on Intelligent Control,
Computing and Communications (IC3 2025),
in: Proceedings of the Conference, 2025, pp.
20-25. doi: 10.1109/1C363308.2025.10957449
M. J. Hossain Faruk, H. Pournaghshband, H.
Shahriar, Al-Oriented Software Engineering
(AIOSE): Challenges, Opportunities, and
New Directions, in: Lecture Notes in Net-
works and Systems, 2023, 576 LNNS, pp. 3—
19. doi: 10.1007/978-3-031-20322-0 1

V. Terragni, A. Vella, P. Roop, K. Blincoe,
The Future of Al-Driven Software Engineer-
ing, in: ACM Transactions on Software Engi-
neering and Methodology, 2025, 34, 5, art. no.
120. doi: 10.1145/3715003

O. Nesterenko, P. Yatsuk, Al (not) against Al,
in: Environmental Safety and Natural Re-
sources, 2025, 56, 4, pp. 134-153. doi:
10.32347/2411-4049.2025.4.134-153. [in
Ukrainian]

S. Cao, X. Sun, R. Widyasari, et all, A Sys-
tematic Literature Review on Explainability
for ML/DL-based Software Engineering, in:
ACM Computing Surveys, 2025, 58, 4, art.
no. 95, pp. 1-34, doi: 10.1145/3763230.

R. Ulfsnes, N. B. Moe, J. Emmerhoff, et all,
Responsible Al in Agile Software Engineer-
ing — An Industry Perspective. in: Lecture
Notes in Business Information Processing,
2025, 524, pp. 33-41. doi: 10.1007/978-3-
031-72781-8 4.

Q. U. Ain, M. Hagq, A. A. A. Jilani, K. Sohail,
A comparison between traditional software
engineering  practices and  Al-driven
methodologies, in: Generative Al in Software
Engineering, 2025, pp. 57-92. doi:
10.4018/979-8-3373-0370-3.ch002.

M. Alenezi, M. Akour, Al-Driven Innovations
in Software Engineering: A Review of Cur-
rent Practices and Future Directions, in: Ap-
plied Sciences, 2025, 15, 3, art. no. 1344, doi:
10.3390/app15031344.

A. Mohammadkhani, N. Bommi, M. Dabous-
si, et all, A Systematic Literature Review of
Explainable Al for Software Engineering,
2023, arXiv.2302.06065, doi:
10.48550/arXiv.2302.06065.

11.

12.

13.

14.

15.

16.

17.

18.

P. S. N. Mindom, A. Nikanjam, F. Khomh,
Harnessing pre-trained generalist agents for
software engineering tasks, in: Empirical
Software Engineering, 2024, 30, 1, art. no. 39.
doi: 10.1007/s10664-024-10597-8.

U. K. Durrani, M. Akpinar, M. F. Adak, et all,
A Decade of Progress: A Systematic Literature
Review on the Integration of Al in Software
Engineering Phases and Activities (2013-2023),
in: IEEE ACCESS, 2024, 12, pp. 171185—
171204. doi: 10.1109/ACCESS.2024.3488904.

V. T. Wivestad, A. M. Barbala, Attitudes To-
ward LLM Use Among Software Engineering
Researchers: Results from a Two-Phase Survey
Study, in: Companion proceedings of the 33RD
ACM International conference on the founda-
tions of software engineering (FSE), 2025, pp.
1531-1535. doi: 10.1145/3696630.3731671

Z. H. Lin, W. Ma, T. Lin, et all, Open Source
Al-based SE Tools: Opportunities and Chal-
lenges of Collaborative Software Learning, in:
ACM transactions on software engineering
and methodology, 2025, 34, 5, pp. 1535-
1560. doi: 10.1145/3708529.

A. Alami, N. Ernst, Human and Machine: How
Software Engineers Perceive and Engage with
Al-Assisted Code Reviews Compared to Their
Peers, 2025 IEEE/ACM 18th International con-
ference on cooperative and human aspects of
software engineering (CHASE), in: Proceedings
of the Conference, 2025, pp. 63-74. doi:
10.1109/CHASE66643.2025.00016.

K. Ronanki, Facilitating Trustworthy Human-
Agent Collaboration in LLM-based Multi-
Agent System oriented Software Engineering,
in: Companion proceedings of the 33rd ACM
International conference on the foundations of
software engineering (FSE 2025),
arXiv:2505.0425. doi:
10.48550/arXiv.2505.04251.

B. Trinkenreich, F. Calefato, G. Hanssen, et
all, Get on the Train or be Left on the Station:
Using LLMs for Software Engineering Re-
search, in: Companion proceedings of the
33rd ACM international conference on the
foundations of software engineering (FSE
COMPANION 2025), 2025, pp. 1503-1507.
doi: 10.1145/3696630.3731666.

O. Nesterenko, Y. Selin, The Teams
Information Model for Software Engineering
Management, in: Proceedings of 2021 IEEE
16th International Conference on Computer
Sciences and Information Technologies
(CSIT), 2021, 1, pp. 341-344, doi:
10.1109/CSIT52700.2021.9648737.



LI Tyynuii iHTEJIeKT

19

20.

21.

22.

23.

24.

25.

26.

27.

. L. Rauf, H. Sharp, T. Lopez, M. Wermelinger,
Human-Machine Teaming and Team Effective-
ness in Al tools for Software Engineering, 2025
Conference on Cooperative and Human Aspects
of Software Engineering (CHASE), in: Proceed-
ings of the Conference, 2025, pp. 75-80. doi:
10.1109/CHASE66643.2025.00017/

A. Fan, B. Gokkaya, M. Harman, et all, Large
Language Models for Software Engineering:
Survey and Open Problems, 2023 IEEE/ACM
International conference on software engi-
neering: future of software engineering
(ICSE-FOSE), in: Proceedings of the Confer-
ence, 2023, pp. 31-53. doi: 10.1109/ICSE-
FoSE59343.2023.00008.

A. Striapunin., V. Kharchenko, Using Al tools
in requirements engineering: opportunity
analysis and chatbot for validation, in: Aero-
space Technic and Technology, 2024, 2, pp.
91-101. doi: 10.32620/aktt.2024.2.10. [in
Ukrainian]

D. Nikitin, V. Golian, Methods for integrat-
ing artificial intelligence and knowledge engi-
neering into automaton-based real-time soft-
ware systems, in: Herald of Khmelnytsskyi
National University, 2025, 2, pp. 285-292.
doi: 10.31891/2307-5732-2025-349-42.

M. H. Tanzil, J. Y. Khan, G. Uddin, ChatGPT
Incorrectness Detection in Software Reviews,
in: Proceedings of the IEEE/ACM 46th Inter-
national conference on software engineering
(ICSE 2024), arXiv:2403.16347. doi:
10.1145/3597503.3639194.

M. Fischer, C. Lanquillon, Evaluation of
Generative Al-Assisted Software Design and
Engineering: A User-Centered Approach, in:
Lecture Notes in Computer Science (including
subseries Lecture Notes in Artificial Intelli-
gence and Lecture Notes in Bioinformatics),
2024, 14734 LNAIL, pp. 31-47. doi:
10.1007/978-3-031-60606-9 3.

O. Nesterenko, O. Trofymchuk, Decision
Support for Requirements Prioritization in
Software Engineering, in: CEUR Workshop
Proceedings, 2024, 3806, 50-61. URL:
https://ceur-ws.org/Vol-

3806/S 31 Nesterenko Trofymchuk.pdf.

K. Shantha Kumari, B. Sundaravadivazhagan,
V. Indumathy, D. Maladhy, Detailing Al
techniques and tools for software engineering
acceleration and automation, in: Advances in
Computers, 2026, 141, pp. 183— 209. doi:
10.1016/bs.adcom.2025.07.007.

H. Lhazmir, S. Samhale, K. Louzaoui, K.
Benlhachmi, The Uneven Journey of Al in
Software Testing: A Maturity Model for In-

dustry Adoption, 8th IEEE International
Congress on Information Science and Tech-
nology (CIST 2025), in: Proceedings of the
Conference, 2025, pp. 132-137. doi:
10.1109/CiSt65886.2025.11224099.

28. S. L. France, Navigating software develop-
ment in the ChatGPT and GitHub Copilot era,
in: Business Horizons, 2024, 67, 5, pp. 649—
661. doi: 10.1016/j.bushor.2024.05.009

JlaTa nepIioro HaaXoKEeHHS 10 BUIAHHS:
27.03.2026

Buytpimns peuensis orpumana: 13.04.2026
30BHIIIHSA peleHsis orpuMana: 22.04.2026
JlaTa npuitHATTS cTatTi 10 ApyKy: 05.06.2026
Jara my6mikauii: 29.06.2026

Ilpo aemopis:

Hecmepenxo Onexcandp Bacunvosuu,
JOKTOp TEXHIYHUX HaYK, Ipodecop,
3aBiyBau Kapeapu

Nesterenko Olexandr,

Ph.D. (doctor, technical sciences),
professor, head of department
http://orcid.org/0000-0001-5329-889X .

Dedopos Bonooumup Borooumuposuu,
KaHIuIaT (Pi3MKO-MaTEeMaTHYHUX HAYK,
JIOTCHT

Fedorov Volodymyr,

Ph.D. (physical and mathematical sciences),
associate professor
https://orcid.org/0009-0004-2901-3646.

AHyyk llempo [lemposuu,

KaHIUIAT TEXHIYHUX HAYK, TOIEHT

Yatsuk Petro,

Ph.D. (technical sciences), associate professor
https://orcid.org/ 0009-0002-7124-4849.

Micue po6omu asmopis:

MiXHapOaHUN €BPOTICHCHKUI YHIBEPCUTET,
Kadenpa inpopmamiitHuX TeXHOIOT1i
International European University,
Department of Informational Technologies
Tel.: +380 97 757 27 96

E-mail: oleksandr nesterenko@ieu.edu.ua
https://business.ieu.edu.ua/kafedry/kafedra-
informatsiinykh-tekhnolohii

15



LI Ty4yHnii iHTEJeKT https://pp.isofts.kiev.ua

16

YIK 004.8+004.9 https://doi.org/10.15407/pp2026.02.016

B.I'. I'ycvkosa, B.1. llkonvuixos, b.C. Jlucos, A.A. Xanueos

®OPMYBAHHS PEKOMEHJIALI JJIS1 OB’EKTIB
KPUTUYHOI IHOPACTPYKTYPHU HA OCHOBI IOTOKOBHUX
JTAHUX, MALIMHHOT'O HABUAHHS TA NIJIXO/IIB
IITYYHOI'O IHTEJEKTY

VY craTTi po3risiHyTO npodiaeMy GopMyBaHHS peKOMEHAALiH Uit 00’ €KTIB KpUTHYHOT iHYPACTPYKTYPH B yMO-
BaX 3pOCTaHHs Kibep3arpo3, BEJIMKOro oOCsry MOTOKOBHX JIAHWX Ta HEOOXIJHOCTI ONEPATUBHOIO YXBAJICHHS
pileHb. AKTyaJIbHICTh JOCIIKEHHS 3yMOBJIEHA ITOTPEOOIO MiIBUIICHHS CTIMKOCTI KpUTHYHOT iHQPACTPYKTYpH
IIJISIXOM BUKOPHUCTAHHS 1HTEJIEKTYyaJbHUX CHCTEM IATPUMKH YXBaJEHHS pilleHb. MeToro poboTH € po3pod-
JICHHS IHTEIPOBAHOTO IMiIX0Ly 10 (hOpMyBaHHS PEKOMEH/AI Ha OCHOBI MMOTOKOBUX JaHUX, METO/IB MallWH-
HOT'O HaBYaHH!, 0al€CIBCHKOTO PAHKYBaHHS Ta MOSICHIOBAHOTO INTYYHOTO HTENEKTY. Y MOCHTIKCHHI BUKOPHU-
CTaHO METOIM BHSBJIICHHS aHOMallil, kiacu(ikarii 3arpo3, IporHO3yBaHHS pHU3HKiB, rule-based dimprpamii Ta
XAl-migxonu st mosicHeHHs ¢(hOpMOBaHUX PEKOMEHIAIII. 3alipoTIOHOBaHA apXiTeKTypa 3a0e3neuye 00poOKy
JAaHHUX Y PEKHUMI pearbHOTO Yacy, BPAXOBY€E PH3HKH, TOTITUKHA O€3IeKH Ta KOHTEKCT (PYHKIIOHYBaHHA 00’ €KTa.
ExcnepumenranbHa nepeBipka Ha Habopax JaHHUX MoKa3aiia BUCOKY epekTuBHicTh cuctemu: F1 =0,90, AUROC
= 0,96, 3arpumka 00pobxu He nepesutye 0,8 ¢ mpu HaBanTaxkeHHi 10 10 000 moBimomieHs 3a cekyHmy. Bera-
HOBJICHO, III0 MEXaHi3M aJalTUBHOTO CAMOOHOBJICHHS J03BOJISIE 3MCHIIUTH KUTbKICTh XMOHUX TpUBOT Ha 43 %
Ta IiIBUILUTH PiBEHb TOBIPH OIIEPATOPIB 10 peKOMeHAaIitHOT cuctemu. OTprUMaHi pe3yJIbTaTH MiATBEPAKYIOTh
MEePCIIEKTUBHICTD MPAKTUYHOI'O BUKOPUCTAHHS 3alIPOITIOHOBAHOTO MIJXOAY ISl MIATPUMKH YXBaJEHHS pillleHb
Ha 00’€KTax KpUTUYHOI iHPPaCTPyKTypH.

KirouoBi crioBa: 00’ €KTH KPUTHYHOI iHQPACTPYKTYpH, peKOMEH TaliifHa CHCTeMa, TOTOKOBI JjaHi, MallliHHE Ha-
BYAHHS, TIOSICHIOBAaHUN IITYYHWI IHTEIEKT, OIIIHIOBAHHS PU3WKIB, BUSBJICHHS aHOMAIlill, OaifeciBChKe paHXKy-
BaHHS, MIATPUMKA YXBaJICHHS PillieHb

V.G. Huskova, V.I. Shkolnikov, B.S. Lysov, A.A. Khalygov

FORMATION OF RECOMMENDATIONS FOR CRITICAL
INFRASTRUCTURE OBJECTS BASED ON STREAMING DATA,
MACHINE LEARNING, AND ARTIFICIAL INTELLIGENCE
APPROACHES

The article addresses the problem of generating recommendations for critical infrastructure objects under
conditions of increasing cyber threats, large volumes of streaming data, and the need for rapid decision-making.
The relevance of the study is determined by the necessity to enhance the resilience of critical infrastructure
through the use of intelligent decision support systems. The purpose of the research is to develop an integrated
approach to recommendation generation based on streaming data, machine learning methods, Bayesian ranking,
and explainable artificial intelligence. The study employs methods of anomaly detection, threat classification,
risk forecasting, rule-based filtering, and XAI approaches for explaining generated recommendations. The
proposed architecture provides real-time data processing and takes into account risks, security policies, and the
operational context of the infrastructure object. Experimental validation on datasets demonstrated high system
efficiency: F1 =0.90, AUROC = 0.96, while processing latency did not exceed 0.8 s under a load of up to 10,000
messages per second. It was established that the adaptive self-updating mechanism reduces the number of false
alarms by 43% and increases operators’ trust in the recommendation system. The obtained results confirm the
prospects for the practical application of the proposed approach in supporting decision-making processes at
critical infrastructure facilities.

Keywords: critical infrastructure objects, recommendation system, streaming data, machine learning, explainable
artificial intelligence, risk assessment, anomaly detection, Bayesian ranking, decision support
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Beryn

CyuacHe CycnijibCTBO 3HAYHOIO MipOIO
3aJIeKUTh BiJl CTabIbHOTO Ta 6e3nepediiftHoro
¢dyHKIIOHYBaHHS 00’ €KTIB KpUTUYHOI 1H(]pa-
ctpykrypu (OKI), 1o skux HanexaTb eHepre-
TUYHI CHCTEMH, TPAHCIIOPTHI BY3JIH, BOJOIIO-
CTayaHHs, 3B 30K, OXOPOHA 37I0POB’S Ta iHIII
JKUTTEBO BaKuBi cepu. 3rigHo 3 Jupekru-
Boto €C 2008/114/EC [1], kputuuna iHdppa-
CTPYKTypa — 1€ 00’ €KTH, cUCTeMH a0o iX 4a-
CTHHH, SIKi MaIOTh HAa/I3BHYAITHO Ba)KJIMBE 3HA-
yeHHs Ui 3a0€3[EYEeHHSA >KUTTENISIbHOCTI
HACEJICHHS, OXOPOHH 3/I0pOB’s1, O€3MEeKHU, EKO-
HOMIYHOTO abo couiaabHOrO N100poOyTy. Ha-
[[iOHAJIbHA CHUCTEMa 3aXUCTy KPUTUYHOI iH-
bpacTpykTypu YKpaiHu, BU3HaYeHa y 3aKoHi
VYkpainu «IIpo ocHOBHI 3acaau 3a0e3MeUCHHS
kibepOesnekn Ykpainn» [2], TaKoX BIIHOCUTh
1o KI 06’extu, nopymienHs: (yHKIIOHYBaHHS
SAKUX MO€ MaTH CephO3H1 HACHIIKU [T Aep-
JKaBH, CyCITUIbCTBA 200 TPOMaIsH.

Y CBiTJII HOBUX BHUKIIHKIB, 30Kpema
3pocTaHHA Kibep3arpos, riOpuaHNX aTak Ta Te-
XHOTC€HHHX PU3HKIB, 3pPOCTAE aKTYyalbHICTh
3MiHU miaxoniB o 3axucty Kl. Bimomi keiicu
aTaK Ha €HEPreTHYHy 1HPPaCTPYKTypy YKpa-
inu (manpukian, araka BlackEnergy) minrsep-
JOKYIOTh HEOOXIJIHICTh Mepexoay A0 OiumbIl
aJlaTUBHUX CHCTEM YIPABIIHHA O€3MEeKOI0
[3], [4]. TpaauiiitHi METOIM OIIHIOBAHHS 3a-
rpo3 1 IUIaHYBaHHS 3aXOJiB OE3MEKH IMOCTY-
MOBO BTpa4yaroTh €(EKTUBHICTh Yepe3 EKCIIOo-
HEHIII{HEe 3pOCTaHHS 00CATIB IaHUX, 10 TeHe-
PYIOTBCSI CEHCOpaMHU, TEJIEMETPI€I0 Ta JIOTaMU
nonii. Lle BuUMarae BpoBayKeHHS 1HTETIEKTY-
aJIbHUX CHCTEM aHaJli3y BEJIUKUX MOTOKIB Ja-
HUX y peaJlbHOMY 4Yaci — 30KpeMa, 3 BUKOpPH-
CTaHHSIM TEXHOJIOTIM MAalIMHHOTO HaBYAaHHSA
(ML) Ta moTokoBoi anamituku [5], [6].

OjHi€I0 3 KITIOUOBHX MPOOJIEM Y IIbOMY
KOHTEKCTI € yXBaJIEHHS pILIEHb Y JUHAMIYHUX
yMOBax, Ji¢ OBHOTa iH(opMalii BiACYTHS, a
Yyac Ha peakiio oOMexeHuil. Y Takux yMoBax
0co0JIMBOI Bark Ha0yBarOTh aBTOMATHU30BaHI
PEKOMEHIAIlIHI CHCTEMH, SIKI MOXYTh OJ[HO-
YaCHO BUSIBJISITH aHOMAJTii, OLIHIOBAaTH PU3UKH
Ta IPONOHYBATH ONTUMabHI 1ii [7].

ITocTanoBka 3axaui

3amaya JOCIHKEHHS MOJISITae y Po3po-
OneHHl miAXoay A0 aBTOMAaTU30BaHOTO (hop-
MYBaHHSI pEKOMEH/IaIlii 115 00’ €KTIB KPUTHY-

HOT 1IH(ppacTPyKTypH Ha OCHOBI aHAII3y MOTO-
KOBUX JIAHUX, 110 XapaKTePU3yIOTh MOTOYHHIA
cTaH 00’€KTa, 30BHIIITHE CEPEIOBUIIE, PIBEHB
PU3UKY, TEXHIYHI TapaMeTpH Ta iCTOPIIO More-
peIHIX MOIIH.

HeoOxinHo moOynmyBaTu Taky Mo-
JIeNb, sIKa 3/1aTHAa B PEKUMI PEaIbHOTO 4acy
npuiiMaTH Ha BXiJ OaraTOBUMIpHUN HaOip
IaHUX, BUSBIATH IIOTEHIIHO HeOe3meuHi
CTaHU, OI[IHIOBATH PiBEHb PU3UKY Ta popmy-
BaTH HaOip OOTpYHTOBaHUX Aill JUIs omepa-
Topa abo cCuCTeMH MIATPUMKHU YXBaJleHHS pi-
meHb. BonHouac pekoMeHanii MaloTh Bpa-
XOBYBATHU HE JIMIIE TEXHIYHI MOKa3HUKHU, a i
KOHTEKCT (YHKIIOHYBaHHS 00’€kTa, oOMe-
JKEHHS 4acy pearyBaHHs, MOJITUKU Oe3meKu
Ta e()EeKTUBHICTh TOMEPEHIX YNPaBIiHCH-
KHUX OIil.

Takum yuHOM, TOCTAaHOBKA 3a/1a41 3BO-
JUTHCS 10 BU3HAUCHHS (PYHKIIOHAIBHOT 3aJ1e-
JKHOCTI MIDK BXIJTHUMH XapaKTECPUCTHKAMHU
00’eKTa KpUTHYHOI 1HPPACTPYKTypH Ta MHO-
KUHOIO MOKJIMBUX PEKOMEHIAIIIH, sIKi MalOTh
MIHIMI3YBaTH PU3WKH, IMiIBUNIUTH CTIHKICTh
CUCTEeMH Ta 3a0€3MeUnuTH CBOEYACHE peary-
BaHHS Ha IMOTEHITIITHI 3arpo3Hu.

dopManbHO BXIJHHM BEKTOP MOXKHA
IOJIaTH SK:

X =1{0,E,R,S, H} (1)

ne O — omuc o0’exta; E — xapaxre-
PUCTHKH 30BHIIIHBOTO cepeloBHIa; R — mo-
Ka3HUKU PU3UKY; S — TOTOYHHUU CTaH CHC-
temu; H — icTopis momiit.

Toni 3amaua popMyBaHHS PEKOMEH/1a-
it Moke OyTH MojaHa K mo0y0Ba QPYHKIIIT:

Rec = f(X,C) )

ne Rec — MHOXHMHA PEKOMEHOBAHHUX
niit; X — BXiIHMMA BeKTOp naHux; C — MHO-
JKUHAa KOHTEKCTHHX Ta HOPMATHBHHX OOMe-
KEHb, 30KpeMa MOJITHKU Oe3MeKu, YacoBi 00-
MEXXEHHsI, peCypCH1 Ta OopraHi3aliiiHi yMOBH.
Ha Buxoni cucrema moBUHHa cQopMyBaTH
TaKy peKkoMeHaaIlio abo Habip peKoMeHaIlii,
SKI € peJeBaHTHHUMH [0 TMOTOYHOTO CTaHy
00’€eKTa, BIANOBIJAIOTL BCTAHOBJIIEHUM OOMe-
KEHHSM 1 320€3MeuyIoTh 3HIKEHHSI OYiKyBa-
HOTO PiBHS PU3UKY.
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AHAJI3 OCTAaHHIX TOCTIUKEeHDL

VY cydacHHMX AOCTIKEHHSX Jenani Oi-
TBIIE YBAaru MPUALISETHCS 3aCTOCYBAHHIO Ma-
IIMHHOTO HABYaHHS, PEKOMCHJIAIINHUX CHC-
TEM 1 TOSICHIOBAHOTO IITYYHOTO 1HTENEKTY TSI
MIITPUMKH YXBaJIeHHs pillieHb y cepi kidep-
Oe3nekn 00’€KTIB KPUTHYHOI 1HPpaCTpyK-
Typu. Oco0JIMBO aKTyaJbHUMH LI HIAXOIU €
mis SCADA/ICS-cepenoBui, e HEOOXiTHO
HE JIUIIe BUSIBJISITH aHOMAJTIi, a i orepaTHBHO
¢dbopmyBaTH OOTPYHTOBaHI PEKOMEHIAIT IS
oreparopa.

OpanM 13 0a30BUX HampsiMiB € rule-
based miaxoau, ki BAKOPUCTOBYIOTh €KCIIEP-
THI IPaBUJIA Ta MOJIEJI IOITYCTUMOI TOBEIIHKH
cucteMu. Y po6oTti Yang et al. 3anmponoHoBaHo
rule-based cricTeMy BUSIBIIEHHSI BTOPTHEHb TSI
SCADA-mepexx 13 BukopucTaHHsAM Deep
Packet Inspection, curaaryproro ta model-
based anam3y [1]. Taki cucteMu MarTh BH-
COKY TIPO30piCTh, OJHAK OOMEXEHO aJamnTy-
FOTHCS 10 HOBHX a00 KOMOIHOBAaHHX CIICHAPiiB
aTaxk.

[Momaneimi gocHiKEHHST OB’ sI3aHI 13
3aCTOCYBaHHSM MAalIMHHOTO HaBYAaHHS JUIS
BUSIBIICHHSI BTOPTHEHb Ta aHOMAJTIH Y TIPOMHUC-
JoBHUX cucTeMax kepyBaHHs. Umer et al. moka-
3y10Th, 10 ML-metroau B KI cucremax 3acro-
COBYIOTBCA SIK JUIS aHAJI3y MEPEKEBOTo Tpa-
¢biky, Tak i A7 BUSBICHHS aHOMaiH y di3ud-
HUX mporecax [2]. Bognodac aBTopu miakpec-
JIOIOTH HASBHICTh TPAKTHYHUX BUKIIUKIB,
MOB’SI3aHUX 13 BIPOBAKEHHSIM TaKHX MOJIe-
JIei B onepaniiHuX CepeoBUIIaX.

OkpeMy Tpyry CTaHOBJISITH MIAXOIN
rIMOOKOT0 HABYAHHS JJISl aHAT13y YaCOBUX Psi-
IiB MpOMHUCIIOBHX 00’€KTiB. 30kpemMa, Zhao et
al. po3rnanaTh METOI BUSBIICHHS aHOMAIIN
B Industrial Control Systems Ha ocHOBi BUMi-
pIOBATbHUX JaHUX 13 BUKOpUcTaHHSAM 1D-
CNN, BiLSTM ra onTtumizamii post 4aCTHHOK
[3]. Taki Mozmeni 1EMOHCTPYIOTh BUCOKY ede-
KTHBHICTb, IPOTE YACTO 3AIUIIAIOTHCS CKIIA-
HUMH JJIS1 THTEpIpeTaltii.

BaxnuBUM HampsiMOM € Tako 3acTo-
CYBaHHS PEKOMEHJAIIMHUX CHUCTeM Yy Kibep-
oesmemi. Pawlicka et al. cucremarusyroTh
TUMA PEKOMEHMALIMHUX CUCTEM Ta IX MOX-
JIMBI1 3aCTOCYBAHHS JIJIS MIATPUMKH (haxiBIIiB 13
KibepOe3neKu, 30KkpeMa i 3MeHILIECHHS 1H(O-
pPMalifHOTO TEpPEeBAHTAKECHHS Ta BHOOPY
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npioputeTHUX Aii [4]. Ferreira et al. po3risina-
I0Th PEKOMEHJAIIIHI CUCTEMHU K 1HCTpPYMeE-
HTU TIATPUMKU yXBaJleHHS PillleHb, IO MO-
KyTb 1HTerpyBatucs i3 SIEM/SOAR-cucre-
MaMHU Ta BUKOPUCTOBYBATHUCS MAJISL MPOTHO3Y-
BaHHs aTak 1 HaBITAI[IHHOT MIATPUMKH aHAIi-
THUKIB [5].

Ockinbku KpUTHUYHA 1HPPACTPYKTypa
notpedye He JIUIIe TOYHOCTI, a i TOBipH JI0 pi-
IIeHb, OKPEMY pOJIb BiJIrPalOTh METOAU
explainable Al. Capuano et al. 3a3HauaroTh,
mo XAl-migxoau MiABUIIYIOTH HPO30PICThH
Al-pimens y xibepoe3smerti, 30KkpeMa B 3a/1a4ax
BUSIBJICHHS] BTOPTHEHb, IIK1JIJIUBOTO MPOTpam-
HOrOo 3a0e31e4yeHHs Ta B un(poBiii KpuMiHaTi-
ctuti [6]. Bogaouac NIST dopmanizye kito-
4oBi mpuHIMNH nosicHioBanoro I1: nHaganus
MOSICHEHHS, HOT0 3pO3YMITICTh, TOYHICTH 1
BpaxyBaHHSI MEX 3HaHb cuctemu [7]. HasBHi
MiXOAM TEePEBAXKHO PO3B’SI3YyIOTh OKpEeMi 3a-
Javi — BUSBICHHS aHOMAJIiH, KIacH(iKaIliro
3arpo3, MPOTHO3YBAaHHA pPHU3UKIB abo0 Mosic-
HEHHS pimeHb. BogHOYac akTyanbHOKO 3aiH-
HIa€ThCs MoTpeda B IHTEIPOBAHOMY MiAXOI,
SIKMI TIOETHYE 111 KOMITOHEHTH B €IMHUI PEKO-
MEHAAIMHUNA KOHTYp Al poOOTH 3 MOTOKO-
Bumu nanumu OKI B pexxumi peanbHOro 4acy.

MeTta DocCJaizKeHHs

MeToro IOCHIIKEHHS € PO3pOo0JICHHS
HAYKOBO OOTIPYHTOBAHOTO MiAXOAY 0 hopMy-
BaHHsI pEKOMEH/IAI# 111 00’ €KTIB KPUTHYHO1
1HGPACTPYKTYpH Ha OCHOBI aHaJi3y MOTOKO-
BUX JIaHUX, OI[IHIOBAaHHS PHU3UKIB Ta Bpaxy-
BaHHS KOHTEKCTHUX OOMEXEeHb (YHKIIOHY-
BaHHSA TaKUX 00 €KTIB. Y MeXax JOCIIIKEHHS
nepeabavaeTbest (hopManizyBaTH CTPYKTYpY
BXIJIHUX JIaHUX, KOHTCKCTyaJIbHUX Iapamer-
piB 1 00MEXeHbB, IO BILTUBAIOTH HA MPOIIEC Te-
HEpYBaHHS peKOMEHaIlii; po3poduTu apxite-
KTypy PEKOMEHIAIIHOTO MeXaHi3My, SKHHA
IHTErpy€ BUSBICHHS aHOMAi, Ki1acudikarito
3arpo3, IpOTHO3YBaHHS PU3HKIB 1 paHKyBaHHS
YIOPaBIIHCHKHUX Ail. A TaKOX 3IHCHUTH €KC-
MEPUMEHTAIbHY MEPEBIPKY 3aMPOIIOHOBAHOTO
MiIX0y Ha MyOJIYHHUX 1 CUMYJIbOBAaHUX HA0O0-
pax JaHMX, [0 PENPEe3eHTYIOTh Pi3Hi JOMEHHU
KPUTUYHOT 1HQPACTPYKTYPH, 30KpeMa eHepre-
TUKY, BOJIOTIOCTAYaHHS Ta XIMIYHE BUPOOHUII-
TBO; OIIIHUTH €(PEKTUBHICTh OKPEMUX ITiICHC-
TeM, 30KkpemMa XAl-koMmmoHeHTa, Oal€eciBCh-
Koro panxyBaHHs Ta RL-monyns, B yMoBax
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pPEANbHOTO Yacy; a TaKOK BU3HAYUTH MPAKTH-
YHY MPUIATHICTH 3aIPOTIOHOBAHOI CHCTEMH JT0
BrpoBajukeHHsT B SCADA-cepenoBumax 3
ypaxyBaHHIM BUMOT JI0 IIBHIKO/II1, IPO30PO-
CTi, HAAIMHOCTI Ta MIATPUMKHU BiTHOBJICHHS TTi-
CJISl THITUJICHTIB.

MeTtoaoJiorisa. DopMyBaHHS pEKOMEH-
Jamii st 00’€KTIB KPUTUYHOI 1HPpPACTPyK-
TypHU PO3TIISIAETHCS SIK 3a/71a4ya BUOOPY OINTH-
MaJbHOI JIii 3 MHOKHUHU JIOMYCTUMUX aJIbTep-
HAaTHB Ha OCHOBI MOTOYHOTO CTaHy 00’€KTa,
KOHTEKCTY (DYHKIIIOHYBaHHS, PIBHA PU3HKY Ta
HassBHUX 0OMeXeHb. Ha BiMiHy Bif CyTO OIH-
COBUX ITIIXO/IB, 3aIIPOITOHOBAHA METOIOJIOTis
nepeadavae hopmarizaliiro BXiJHUX MapaMeT-
piB, oOOMeKeHb, THITIIB PEKOMEHAIIIi 1 KpHTe-
pito BUOOpY yIpaBIiHCHKOI Aii. 3aJIe)KHO Bij
(YHKIIOHABHOTO TMPHU3HAYEHHS PEKOMEH[a-
1ii MOAUISIIOTHECS Ha TPU OCHOBHI KJTacH:

Rec = {ReCprey, ReCresp, ReCopt ) 3)

ne Recyye, — NPEBEHTUBHI PEKOMEH-
Jarii, CripsiIMOBaHI Ha 3amo0IraHHs 3arpo3;

Rec,esp — pexomenpamii oneparus-
HOT'O pearyBaHHS, [0 AKTUBYIOTHCS TICIIS BU-
SIBJICHHS THITUACHTY a00 MEPEeBUIICHHS MOPO-
TOBHX 3HAYCHb PU3UKY;

Rec,,: — onrumizaniiHi peKOMeH 1a-
11ii, OpI€EHTOBAHI HA MiBUIICHHS €(EKTUBHO-
cTi (QyHKIIIOHYBaHHS 00’ €KTa.

Jlyis KOXKHOI MOXKITUBOT peKoMeHAaii
7; € Rec BHW3HAYAETHCS IHTErpalibHA OIIHKA
KOPUCHOCTI:

U(r;|X,C) = a - RiskRed(r;) +
tB - TimeEff+(r)ty - 4)
CostEff(r;) +
+6 - Compliance(r;)

e

- RiskRed(r;) — ouikyBaHe
3HWKCHHSI pU3UKY ITICJISI BUKOHAHHS PEKOMEH-
narii;

- TimeEff (r;) — cBO€YacHICTh
peaizarii aif,

- CostEff(r;) — exoHOMiuHa
JOIIUTbHICTH BUKOHAHHS pEKOMEH/1allii,

- Compliance(r;) — BianmoBiz-
HICTh MOJITHKaM O€3NeKH Ta HOPMaTUBHUM
BUMOTaM;

- a,pB,y,0 — BaroBi KoedillieHTH
BaXJIMBOCTI KPUTEPIIB, IS SIKUX BUKOHY€ETHCS
ymMoBa, moa+ B +y+48=1.

OnrtuMmanbHa peKOMEHJallis BH3HAaYa-
€TbCA SIK Ji 3 MAKCUMAJIbHOIO 1HTErPaJIbHOIO
KOPUCHICTIO 32 yMOBU JOTpPHMaHHS oOOMe-
KEHb:

r* = argmaxU(r;| X, C) (5)
3a yMOB:
] r € Aallow
Risk(1;) < Rpax ©6)
Timer(r;) < Thax
Cost(r;) < Bpax
ne
- Agliow — MHOXKHHA JOITyCTH-

MHX IiH BIAITOBIAHO 0 IOJITHK O€3IEKH;

- Ripax — MakCUMalIbHO JIOITyC-
TUMHH PIBEHb 3aJMIIKOBOIO PU3MKY;

- Tnax — TPaHUYHO [OIYCTH-
MUI1 yac pearyBaHHS;

- Bax — MaKCUMasbHO JIOITyC-
TUMIi BUTpATH Ha peaji3allito 1ii.

3anponoHoOBaHa METOJOJIOTIS /103BO-
asie popMmanizyBaT mpouec GopMyBaHHS pe-
KOMCHJIAIIi SK OaraToKpuTepiaabHy 3a7ady
BUOOpY Mii B yMOBaX 0OMeXkeHb. [i BUKOpHC-
TaHHs 3a0e31euye y3roKeHHs PEeKOMEeH1allii
13 IOTOYHUM CTaHOM 00’ €KTa KPUTHYHOI iH-
(dbpacTpyKTypH, piBHEM PHU3HUKY, YACOBUMHU W
PECYpPCHUMHU OOMEXEHHSIMH, a TaKOX BUMO-
ramu 6e3mneku. e ctBoproe ocCHOBY ytsl TOOY-
JIOBU AJaNITUBHOTO PEKOMEHAIITHOTO MeXa-
HI3MY, 3IaTHOTO MIATPUMYBATH YXBaJCHHS Pi-
LICHb Y PEKUMI peasbHOTO Yacy.

3anporoHoBaHa (Gopmaiisallis BU3Ha-
yae 3arajbHy JIOTiKy BHOOpPY peKoMeHparii,
OJIHAK  TpaKTU4YHA  peamizamis  QyHKIi
U(r;|X,C) Tta wmexaHizmy BuOOpy 1*Moxke
3MIMCHIOBATHCS PI3HUMHU MOJICIILHUMH ITiJ1XO-
namu. Y IIbOMY KOHTEKCTI OCHOBHI i IXOJIH JI0
(dhopmyBaHHS PEKOMEHJAIINA PO3IIISIAIOTHCS
K 1HCTPYMEHTH peali3alii 3arpornoHOBaHOT
METO/I0JIOTIi: OJIHI 3 HUX 3a0€3MeuyIoTh mepe-
BIpKY il Ha BIAMOBIIHICTH TMOJITHKAM 0e3-
neKH, 1HI1 — 1001p peKoMeHaaii 3a moaio-
HICTIO CTaHiB 200 BUKOPUCTAHHS JOCBITy aHa-
JOTIYHUX 00’ €KTIB. IX MOETHAHHS JO3BOJISIE
MepPEerTH BiJl 3arajbHOI MAaTEMATHYHOI MOCTa-
HOBKH JI0 TIPAKTUYHOTO PEKOMEHIAIIHHOTO

19



LI Tyynuii iHTeJIeKT

MeXaHI3My s 00’€KTIB KPUTHUYHOI iH(]pa-
CTPYKTYpH.

[licna  ¢opmanizanii 3agaui  Gopmy-
BaHHS pEKOMEHJAllli JOLUIBHO PO3IJISHYTH
OCHOBHI KJIacH MOJIETIeH, sIKi MOXKYTb OyTH BU-
KOPHCTaHI1 JyId peaizamii QyHKIIi:

Rec(t) = f(x(1), ) (7)

Jlo Takmx migxomiB HamexaTh rule-
based cucremu, content-based filtering,
collaborative filtering ta hybrid approaches.
Bonu BiApi3HAIOTHCS JXKEPETOM 3HaHb, CIIOCO-
00M OOpOOKM JaHMX 1 MEXaHI3MOM paHXKYy-
BaHHS MOXKJIMBHX JiH.

Rule-based systems (na ocnogi npasun)
— BHUKOPHUCTOBYIOTH €KCIIEPTHI 3HAHHS Y BU-
IS JIOTIYHUX MTPABHII TUITY «SKIIIO—TOY TSI
¢dopmyBanus pimens [8]. IlepeBaroro € 3po3y-
MUTICTh, OJHAK €()EKTUBHICTb OOMEKYETHCS
CKJIQJIHICTIO OHOBJICHHS TPABUJI Ta aJamnTarlii
710 HOBUX YMOB. Ha piBHI kputepiiB npiopure-
THE TPABUIO OOUPAETHCS 32 MaKCUMyMOM
Baru a00 BIAMOBIIHOCTI HOJITULI OE3IIEKU.

Content-based filtering — dopmye pe-
KOMCHJIAIlIl, aHaJi3yIoud XapaKTEPUCTHKH
00’eKkTa (HampUKIaA, TEXHIUYHI MapamMeTpH
EHEPreTUYHOTO By3Ja, TMpodias pPHU3UKIB
tomio) [9]. Taki cucTeMH MEHII 3aJIC)KHI Bij
30BHIIIHIX JOKEpEN, ajle MOXYTh BTPATUTH
e(EeKTHBHICTh y pa3i HEAOCTATHHOI KiIBKOCTI
TaHUX.

Collaborative filtering — crnimpaeTbes
HA CXOXICTh MDK 00'€KTaMH YM KOPHUCTYBa-
yamu (Hanpukian, inom o6'extu KI 3 moxi6-
Hoto moBeninkow) [10]. ¥V kontekcri KI me
MOKe OyTH BHUKOPHCTAHO ]ISl TeHeparlil cIie-
HapiiB pearyBaHHs, 0a3ylOuuCh Ha JOCBIii
AQHAJIOT1YHUX 00'E€KTIB.

Hybrid approaches — moeaHyOTh Ki-
JIbKA ONMCAHWX BHINE IMAXOMIB IS ITiBHU-
[IEHHSA TOYHOCTI, CTA0IILHOCTI Ta aJallTUBHO-
cti cuctemu [11]. I[o6 06’ eqHaTh mepeBaru
PI3HUX METO/IB, BBOJAUMO arperoBaHy OLIHKY

s(thyb)(w,i) =a-s(i) + B
Pu, i} + (8)
+y - rule(i)
e
s(i) — KOHTEHTHA CXOXKICTb ,

#{u, i} — mporLo3oBaHa KOPHUCHICTH 3
KOJIaOOpaTUBHOTO 1Py,
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rule(i) — OiHapHUW 1HIWKATOP, IO
nis i mpoxoauTh rule-based mepeBipky 0e3-
MIEKH,

o+ B + v =1— BaroBi KoedilieHTH,
AK1 (popMyIOTh OajlaHC MK MOSCHIOBAHICTIO,
MEPCOHANTI3AIIEI0 Ta CyBOPUMU MPABUIIAMHU.

Onrtumizauis (Hanpukian, OaiiecoBa
abo grid-momryk) mobupae (o, B, y) A1 MaKCH-
mizanii oOpanoi metpuku — Precision@k, F1
YU MIHIMI3aIlli O4IKyBaHOTO PU3UKY.

VY cepenoBulli KpUTHYHOI iH(ppacTpyK-
TypH AaHi X;, P, @ TAKOXK MATPUI R MOXYyTb
3MIHIOBATHUCS B 4aci ¢ 1 3aJIe)KaTh BiJl KOHTEK-
cty (cepemosume E(t), crar S(t)). Tomy Bci
BHUKJIQJICH] ()OPMYJIH peaTi3yoTh Y MMOTOKOBIH
dopmi 3 0OMekeHHSIMU Ha Jac peakuii 7' resp
Ta OrokeT B. Rule-based map yacto BUkonye
pOJb «3armo01KHUKA», TOAl K KOHTEHTHUH 1
K0J1a0OpaTUBHUH MIapH 3a0€3MeUy0Th THYUKe
pamKyBaHHs, a riopuana ¢yukuis s(hyb) iH-
Terpye Bce B €IWHUN TOKAa3HUK, Ha OCHOBI
SIKOTO OTIEPaToOp OTPUMYE OCTATOUHI PEKOMEH-
mari.

Buxkopucranusas ML/AI y pekoMeH-
aanisgx. Y cydacHuX 00’€KTaX KpUTHUYHOI 1H-
bpacTpyKTypH HIOCEKYHAN T€HEPYIOThCS Tira-
0aliTH reTepOreHHNX JaHUX — BiJl TeJIeMeTpii
IoT-cencopiB i SCADA-n0riB 10 MEpeKEBHUX
MaKeTIB Ta 30BHIMIHIX (aKTOPIB, K MOTOJHI
yMOBH 4M TapudHe HaBaHTakeHHs. KinacuyHi
AQHATITUYHI METOM BJKE HE BCTUTAIOTh 00pO0-
JSATH 1IeH TOTIK Y pealbHOMY 4Yaci, a py4YHHiA
MOHITOPHHT CTa€ K €eKOHOMIYHO, TaK 1 TEXHi-
yHO HemoxuBUM. CaMe TOMy OCTaHHIM ya-
COM 3HayHa yBara MPHUIUIAETHCS BIPOBa-
JOKCHHIO MalIMHHOTO HaBYAaHHSA W IITYYHOTO
IHTETIEKTY SIK SiApa CUCTEM CHUTYaIliitHO1 00i3-
gaHocTi. ML/Al-miaxix n0o3Bojsg€ aBTOMATH-
9HO 1 31 30DKHUMHU YaCOBHMH OOMEKCHHSIMHU
BUSIBIISITU aHOMAJIi y MOBEAIHII 00JaHAHHS,
KiIacu(ikyBaTH THIIM 3arpo3, MPOTHO3YBaTH
PO3BUTOK TOJINA Ta (GopMyBaTH MPIOPUTETHI
nii st oneparopa. 3aBasiku npomy OKI nepe-
XOJIATh BiJ PEaKTHBHOI JI0 MPOAKTHUBHOI MO-
JeNi 3aXUCTYy: CHCTEMa HE JIMIIE CHUTHATI3Y€e
Mpo THIUACHT, a W 3a3[ajeriib OIIHIOE HOTO
HMOBIpHICTb, HPOMOHYIOYH E€KOHOMIYHO 00-
ITPYHTOBaHI KPOKM Il MiHIMI3aIil PHU3UKY
[12]. Takum unnom, ML/AI inTerpyerbes sk
KPUTHUYHO BaXKJIMBUHM IIap MK CHPUM IOTO-
KOM JIaHMX 1 KIHIIEBUMHU YTIPaBIIiHCBKUMH pi-
IIEHHSAMH, 3a0e31euyoun 6e3nepepBHy, aaarn-



I Ty4yHnii iHTEJeKT

TUBHY Ta MOSICHIOBaHY HIATPUMKY OIepaTo-
pam KpUTUYHOI IHPPACTPYKTYpH.

Mepexesuii loT- SCADA- 3oBHiLWHI
Tpadik CEHCOPK noru chakTopu

| I |
v

[MUAI — anania p,auux]

meTonamu LLI
A\ v Y
BuABNEHHA Knacugikauia Mporxo3ay
aHomanii 3arpo3 BaHHA
PekomeHpauii

CwTyauiiiHa 06i3HaHicTb — Oneparo
jHTerpansHa ouiHka cTaHy parop
Puc. 1. Interpamis ML/AI
y TpoIec poOOTH KPUTHIHOI iHQPACTPYKTYpH

Kimacuuni pexomeHpariiHi  Miaxoau
(rule-based, koHTeHTHI Ta KojabopaTHBHI
GIBTPU) 3aTUIIAIOTHCS BAXKJIMBOIO CKJIAJ0-
BOIO CHCTEM YyXBaJIeHHS pIllleHb, OJHAK Cy-
YyacHI yMOBHU MOTPeOYIOTh iX JOMOBHEHHS Me-
TOJaMH MAIIMHHOTO HAaBYaHHS Ta IITYYHOTO
iHTenekry. 3aBasku ML/AI nocaraeTscs aBTo-
MaTUYHE BUSBIICHHS aHOMAaJiH, Kiacudikaris
3arpo3 i MpOTrHO3yBaHHS PU3UKIB Y PEATEHOMY
Yaci, o 1ICTOTHO MiABHUIIY€E PIBEHb CUTYaIlii-
HOT 0013HAHOCTI Ta JI03BOJISIE IEPEXOIUTH BiJT
PEaKTUBHOI 10 MPOAKTHUBHOI MOJENI YIpaB-
JIIHHS.

3aranbuuii onuc 3agayi. Cucrema cu-
TyaIiiHoi 0013HaHOCTI 7151 00’ €KTa KPUTUIHOT
iHppactpyktypu (OKI) 6e3nepepBHO crocTe-
pirae moTik MyJIbTHIOMEHHHUX JaHHX

X(t) = [xl (t)' X2(t), e Xg (t)] T (9)
tER=0

nie X;j(t) — CeHCOpHi IIOKa3HUKH, JIOTH,
MEpEeXeBi JIYMIBHUKH, 30BHIIIHI (aKTOpH
(morona, TapudHe HaBaHTaXXEHHs TOII0). Me-
TOIO € HABUUTH (DYHKIIIIO

fi(X(t—-1:1t),C)—> (10)

{anomanis, knac 3acposu,
NPOCHO3 CMAHY, PeKMeHOayis}
JIe T — BIKHO aHami3y,
C — KOHTEKCT / oOMexeHHS (NOJTITHKH
Oe3mneKu, O KET Yacy peaxilii).

[I{o6 omeparop KpUTHIHOI 1HPACTPY-
KTypH MIT' pearyBaTd Ha 1IHUMACHTH 32 JIiYeHi
CEKyH/IH, CUCTEMa Ma€ BUKOHYBAaTH 0/1pa3y Ki-

JbKa 3aBAaHb: MOOAYUTH BIAXUIICHHS, 3PO3Y-
MITH IXHIO IPUPOAY, CIIPOTHO3YBATH MOXJINBI
HACJIIJIKK ¥ Ofpa3y 3amporoOHyBaTH HAMKpaILy
niro. 3anporioHoBaHa iHTerpoBana ML-apxi-
TEKTypa Mpaltoe K €JUHUI MOTIK-00pOOHUK
JAHUX Ta TOEAHYE KIJTbKa CIEIlali30BaHUX
MoJieiel y €IMHUN TOTOKOBHM KOHBEED, 1100
MEePETBOPIOBATH HEOOPOOJIEHI CEHCOpHI JaH1
Ha KOHKPETHI peKOMeHJalii JUis oneparopa.
CrpuMiHTOBUIl TIpemporiecop TroTye JaHi,
LSTM-aBTOKOIEp MUTTEBO BUSBIISIE aHOMAJTIT,
kiIacudikarop BH3HAYa€ THUIN 3arpo3d, a
LSTM-niporHo3 oIiHIO€ MaHOYTHIH PHU3HK
[13]. Monynp yXBajJeHHs pillIEHHS 3BaXKY€E i
CUTHAJIM 1 Yyepe3 pPiBEeHb MpaBUJl OE3MEKH, BH-
Ja€ 1o, sSika MaKCUMIi3y€e HaAIHHICTh 1 JOTpH-
MY€ThCS periaMeHTy. Take o€ JHaHHS J03BO-
JIsI€ OTHOYACHO pearyBaTH Ha IMOTOYHI aHOMa-
711, TOSACHIOBATH 1XHIO MPHUPOAY ¥ MPOTHO3Y-
BaTH MOJATBIINI PO3BUTOK MOIMH.

Imopeaiienis s,

’ -
w [ . o Mudale] ) :
SRl | TR & el cvan S uos s derpo -7 s gt s
r i | Epomesn pEeE e e
TR Tty (Eyein eptimizition]
BT ke mbais Pracislonits

LETH e
B

[ [ p—
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Puc. 2. Apxitektypa inTerposanoro ML-
KOHBeepa A GOpMyBaHHS PEKOMEHIAITiI
Ha OCHOBI IOTOKOBHUX JaHUX

Crepury CTpUMIHTOBUE HpeEnporiecop
Oe3repepBHO MPUKWMAE CEHCOPHI J1aHi, BUKO-
Hye€ iXHIO HOpMaJTi3alilo Ta po30uBae Ha KOB-
3H1 BikHa (hikcoBaHoi goBxunu. lam LSTM-
ABTOKOJIEp MOPIBHIOE OTPUMaHE BiKHO 3 BJac-
HOI0 PEKOHCTPYKIII€IO: SIKIIO MOMHUJIKA Tiepe-
BUIIYE Harepes 3aJaHuii 1mopir, GopMyeThCs
0iT «aHoMaJis». Po3ropHyTHii BEKTOp O3HAK
TOTO CaMoro BiKHA MepenaeThes y knacudika-
Top — 1e Moxke Oytu SVM abo mepeBo pi-
IICHbB, SIKE TIPUCBOKOE TOIT KOHKPETHUI Ki1ac
3arpo3u (HampUKIA, «IEeperpiBy, «kidepa-
Taka» Tomo). [lapanensHo iHmmMiE LSTM-Mo-
IyJ1b TIPOTHO3Y€E €BOJIOIII0 KIFOUOBHX MOKAa3-
HUKIB 1 OLIIHIOE MaOyTHIN pU3HK y HOPMOBa-
Hiit mkam Bixg 0 mo 1.

Ha ocHOBi TphOX CHUTHAJIIB — O3HAKH
aHoMmaJIii, IMOBIPHOCTI HAJIEKHOCTI JO KOX-
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HOTO KJacy Ta MPOTHO30BAHOTO PHU3HKY —
Decision Module o6urcitoe miacymMxoBuii 6ain
KO’KHOT HOTeHI1#HOo] ai1. bai Bu3HavaeThes ii-
HIMHOK KOMOIHAI[ICIO: YaCTKa BIIEBHEHOCTI B
HOPMAaJILHOCTI CUTYyallli 3BaXy€eThcs Koeditie-
HTOM 0, IPaBAOINOAIOHICTE KOHKPETHOI 3a-
rpo3u — KoeQilieHToM P, a O4iKyBaHUH pu-
3UK — KoeQiLieHTOM Y. 3HaueHHs o, 3 Ta y mi-
TOMPArOTHCS 3a paxyHOK onTumisaiii baiieca,
mo6 mMakcumi3yBatu Precision@3 Ha icTopuu-
HOMY Ha0O0pi1 IHIUACHTIB. /i 3 HAUBUIIMM ITi-
JICYMKOBHM 0ajioM HOTparuisie 10 piBHS mpa-
BWJI O€3MEeKH, IKUH BiJIKHMIa€ BapiaHTH, 110 TI0-
PYILIYIOTH PEerIaMeHT abo O KeT. Y pe3yiib-
TaTi oreparop oTpuMye GiHaIbHy peKOMEH Ia-
IO, MIJKPIMIEHY MOSCHEHHAM YCIX TPbOX
KOMIIOHEHTIB OIIHKH.

IIpoOsiema noBipu 10 peKoMeHaaNiii.
Jlnst KpuTUYHOT 1HPPACTPYKTYpH peKOMeEH 1a-
1ii ML-cucrem mMaroTh OyTH Mpo3opuUMu: 0e3
MOSICHEHb OTepaTopu abo IrHOPYIOTh MOpaH,
ab0 BUKOHYIOTHb iX «BCHIMY», IO 3arpoXKye
6esmenti i cynepeunts HopMaMm (EU Al Act,
NIS2), mo mosxe OyTH JOCATHEHO 3a paxyHOK
3acrocyBanHs XAl meroniB. XAl meroau abo
METOJIM TOSICHIOBAHOTO IITYYHOTO IHTEIEKTY
— 1€ MiAXO0/IH, K1 JO3BOJISIFOTH 3pO3YMITH, SIK
camMe MOJeJIb IITYYHOTO IHTEIEeKTY yXBalllo€
pimeHHs. BOHM NOSCHIOIOTH BIUIMB O3HAK Ha
pe3yNbTaT, JO3BOJIAIOTh MOOAYUTH JIOTIKY PO-
00TH MoJelNi Ta OOTPYHTYBATH PEKOMEHAIII].
Mera XAl — 3a0e3ne4nTH MpO30pPiCTh, J0-
BipY Ta KOHTPOJIb Ipu BuKkopuctanHi ML/Al 'y
KpUTHYHUX cdepax, 30KkpemMa B iHPpacTpyK-
Typi, MeUIIMHI, iHAHCAX TOILIO, JIe ONIEPATOP
Ma€e po3yMiTH, YOMY CHCTEMa MPOIMOHYE caMme
TaKe pilIeHHS.

Haitmommpenimi XAl-iHcTpymMeHTH —
SHAP/LIME, cyporatHi nepeBa, TeIJIOBi
attention-kapTu Ta MPUYMHHI rpadu — rMoxa-
3yI0Th, SIKI O3HAKH Ta MOJIi MpHUBENU A0 Pi-
meHHs. [IpakTnaHnii KOMIpOMIC: TOUHICTB 3a-
Oesreuye CKJIagHa MOJENb, a OKpeMuii XAl-
map Jae 3po3yMmiie mnoscHeHHs; rule-based
GUTBTp oAae KOPCTKI OOMEKEHHS Oe3MeKH.
OCHOBHI BUKJIMKH — OOMEXEHUI TOCTYI J0
JaHUX, TUHaAMIKa CEpeloBUINA Ta HEOOXia-
HICTb NEPEBIPSTH, 110 MOSCHEHHS CIpaBi Bi-
no0OpaxaroTh MPUYNHH, a He Kopesiii. bes ta-
KOTO piBHS IPO30POCTi HABITH TOYHI aJIrOpu-
TMH 11030aBJICHI TTOBHOI JOBIPH.
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— Post-hoc rnoBanesi —
ML mogens b o
- » Permutation importance  30ERHMA BINE
+ Partial dependence plots  Binue oak a
= SHAF global CepEaHEoMY
XAl-wap s N
1 Post-hoc nokaneHi /_-—\
= LIME Nokane nikids Mogen
» SHAP IMiIHH AN iHWOre Knacy
= Counterfactuals knacy W
Onepatop
l Surrogate & Instinctic models
TR TN = Decision trees CyporatHi gepesa 1a
OMEpETERS = Rule listz Mogeni

Puc. 3. Tunosi XAl metonu

IIpakTHYHMHA NPUHIUN. Y NPAKTHY-
HOMY BIPOBA/KEHHI CHUCTEM PEKOMEHJIAllii
JUIsL 00’ €KTIB KPUTHYHOI 1HPPACTPYKTYpH 3a-
CTOCOBYETbCS MOETAHUN MiAX1J, KU MO€eN-
HY€ CKIIaJIHy MOJENIb MAaIlMHHOTO HaBYaHHS,
Iap TMOSACHIOBAHOTO IITYYHOTO IHTENIEKTY
(XAI) ta rule-based ¢inpTp 6e3nexu. Croua-
TKy ML-mMozens ¢opmye pillleHHS Ha OCHOBI
MOTOKOBUX JaHUX, naii XAl-map renepye no-
SICHEHHS 1[0JI0 TOT0, YOMY caMe 0yi0 o0paHo
T1 uM 1H11 11i. Ha 3aBepiiansHOMy eTami rule-
binpTp mepeBipsie i Ail HA BiAMOBIAHICTh HO-
pPMaTUBHUM OOMEKEHHSIM Ta IMOJITHKaM Oe3-
HEeKHU. 3a pe3ysIbTaTOM omepaTop 6ayuTh TOM-
k miit Ta ixHi ¢ j» yXBQIIOE piIIEHHS] MEHIII HIXK

38 Tresp = 30c.

AJITOPUTM POoGOTH peKOMeHAAIliiHOT
CHCTeMH 1Js1 00'€KTiB KpUTHYHOI iHdpa-
cTPpyKTYpH. HaBeneHuil HMWXKYE alroputM
OTHCY€E TIOBHUU POOOUYUH IIUKI CHCTEMH MIT-
PYMKH pillIeHb )11 00’ €KTIB KPUTUIHOI 1H(pa-
CTpyKTypu. BiH mounHaeTbes 31 300py ¥ CHH-
XpOHi3amii pi3HOPITHUX MMOTOKOBUX Ta iCTOPH-
YHHUX JIaHUX, NPOXOJIUTh Yepe3 eTalu Ouu-
IICHHS, OIIIHKH PU3HUKY, Kiacu(ikaii 3arpo3 i
(dopMyBaHHS KaHIUIATHUX i, a 3aBeply-
€TbCs OalleCIBCHKUM paH)KyBaHHSM, MTOSICHEH-
HSM peKoMeHjalii Ta 300poM 3BOPOTHOIO
3B’SI3KY /JI CAMOOHOBIIEHHSI MOJIEJEH.

Input:

D _stream, H // real-time and historical data
P // security policies

C // operational context

Output:
a_best // final recommendation
E best // explanation
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1.D < collect_and_sync(D_stream, H)//
Collect and synchronize data

2. D < preprocess(D) // Remove duplicates,
outliers, missing values; normalize data

3. W < create_windows(D) // Form sliding
windows for analysis

4. anomaly < detect_anomaly(W) // Estimate
deviation from normal behavior

5. risk < forecast_risk(W) // Predict future risk
level

6. threat < classify_threat(W) // Define threat
type

7. A < generate_actions(P, C, threat) //
Generate allowed candidate actions

8. for each action a in A do

score[a] < rank_bayesian(a, anomaly, risk,
threat)

// Rank actions by risk, anomaly, and threat
level

if violates _constraints(a, P, C) then
remove a from A

end if

end for

9. a_best < argmax(score[a]) // Select the best
action

10. E_best < explain(a_best) // Generate XAI
explanation

11. send _to_operator(a_best, E_best) // Present
recommendation to operator

12. feedback < collect_feedback() // Save
operator response and actual result

13. update models(feedback) // Improve models
using feedback
return a_best, E_best

3anponoHOBaHUN aNTOPUTM (opMye
ITICHUM, MOAYJIBHUN MIAXIJ JO yXBaJCHHS
piteHs A 00’ €KTiB KPUTHYHOI iHPpacTpy-
kTypu. Bin moemgnye cywdacni ML-meromu,
XAl-nosicuenns Tta rule-¢dinprparnito ams 3a-
Oe3mnedYeHHs] TOYHOCTI, MPO30POCTi U BiAMO-
BIIHOCTI BUMOTaM Oe3MeKu. 3aBAsSKH 3BOPO-
THOMY 3B’SI3Ky Ta aJalTHBHOMY JIOHAaB-
YaHHIO CHCTeMa IMOCTIHHO BIOCKOHAIIO-
€ThCS, 110 POOUTH 1i MPUIATHOIO IS pealihb-
HOTO IIPOMHKCJIOBOTO 3aCTOCYBAHHS B yMOBAaX
JTUHAMIYHHUX 3arpo3.

Pe3yibTaTH eKClIePUMEHTIB

Jlnst mepeBipku e€(EeKTUBHOCTI 3ampo-
TIOHOBAHO1 cucTeMH (DOPMYBaHHS PEKOMEH 1a-
1iit Oys0 MPOBEACHO Cepiro MIIECTIPSIMOBAHUX
eKCTICpUMEHTIB, SKI OXOIUTIOIOTH Pi3HI acrie-
KTH 11 po00TH — BiJ] KiIacudikaiitHOi TOYHO-
CTl JI0 TPOITYCKHOI 3IaTHOCTI B TIOTOKOBOMY
pexxumi. OCHOBHA yBara MpHIUIIIacs peaic-
TAYHOCTI CIICHapiiB, ToMy OyJio oOpaHO TpHu
PI3HOTHIIHI JaTaceTH, M0 OXOILUTIOIOTH BOHUI
CEKTOp, XIMIiYHE BHPOOHHMIITBO Ta E€HEPIeTH-
yHy Mepexy. Kpim Toro, 1J1s OI[iHKHM CTIHKOCTI
JI0 PIAKICHUX 1HIIUJEHTIB PO3pO0JICHO TeHepa-
TOp CHHTETUYHHX BiZIMOB. KokeH naTacer mae
YiTKI ITO3HAYKHU IHIUIEHTIB a00 MOJIUBICTH
TeHepyBaTH BiIMOBH, IO J03BOJISIE aJICKBATHO
OIIIHUTH TOYHICThH JETEKIIii, AKICTh MPOTHO3Y
Ta MBUAKICTh peaKilii peKOMEeHIAIiifHOoI cuc-
TEMH.

SWaT-H (Secure Water Treatment —
Hybrid) - e peanbHuii TeleMETPUYHUN TpEK
13 BogooumncHoi yctanoBku SWaT-2015 Cin-
raimypcbkoro ysisepcurety [16]. [ani oxomn-
mor0Th 11 gHIB Ge3nepepBHOrO BUPOOHUYOTO
IIUKIJIY 3 4aCTOTOIO | C 1 MICTATh BPYUHY I103-
HaveHi kibep-ataku Ha piBHI PLC. Y cymi 61u-
3bK0 946 THC. PSIIKIB 320€3M1€UyI0Th IPYHTOB-
HUN OeHYMAapK IS AETEKIIIi aHOMaJTii 1 Tepe-
BIpKM peakUiiHUX [ill y BOJOMIATOTOBIII.
SWaT-H: npuctpiii FIT101 — Butparomip,
LIT101 — piBaemip, P10l — cran Hacoca,
AIT201 — Temniepatypa; attack flag=1 mo3-
Havae PLC-ataky.

TEP-S (Tennessee Eastman Process —
Synthetic) - T'enepoBanuii Python-cumysito-
poM XiMIYHOTO BHpOOHHUIITBA Tennessee
Eastman. Habip moennye 72 ron «HOpMalb-
HOT» poOoTH Ta e 72 rox 13 15 Tumamu 300iB,
3amucaHuX KoxkHi 3 ¢ mo 52 cencopax [17].
[Tpubnuzno 86 TUC. PAAKIB HA KOKEH CEHCOP
JAIOTh JIOCIITHUKY TOBHUM KOHTPOJIb HaJ
CIICHApiSIMU BiJIMOB 1 JI03BOJISIIOTH TECTYBATU
ITOPUTMHU T pi3HI pesxumu podotu. TEP-S:
XMEAS — BumiptoBani 3minni, XMV — ke-
pyBanbHi, IDV — 30BHImHI 30ypeHHS;
fault code nmoznauyae onuH 13 15 TumiB 300iB
Tennessee Eastman.

PWR-Grid - TIoTik 13 CHHTETUYHO-pea-
JIbHOI €HeProCcUucTeMH, 3Moiep0Bannil PNNL
GridSTAGE ta gonosuenuii SCADA-noramu
MinictepctBa enepretuku CIIA. [lani mok-
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puBatoTh 30 1HIB 13 kpokoM 15 ¢ (= 170 Tuc.
3amuciB) 1 30arayeHi TOTOJAHHMH TIOKa3HH-
kamu NOAA, 1110 BiIKpUBAE MOXKJIUBICTH CIi-
JBHOTO aHaJli3y TEXHOJOTIYHUX 1 30BHIIIHIX
(bakTopiB pU3MKY y Mepexi kuBieHHs [18].
PWR-Grid: y 3anuci noegnano SCADA-tene-
METpito (HapyTH, CTPYMH, CTaH BUMHKay4a) Ta
noBkuIbHI (hakropu NOAA; anomaly=1 cra-
BHUTHCS, Koiu crieHapiit Fault-Injector BMmukae
BiJIMOBY.

I'eHepaTop CHHTETHYHHUX iHLM/IEH-
TiB. [1]00 ominuTH cTilikicTh rule-based 1 XAl-
mapy A0 PIAKICHUX, ajie KPUTHYHHX TOJIH,
«4gucTi» motoku 3 maraceris SWaT-H, TEP-S
1 PWR-Grid 10omoBHIOIOTECS IITYYHO 3reHEPO-
BaHHMMH IHIIMJACHTAMU. [HXKEKTOp Mpalloe sK
OKpEeMHH MIKpOCEpBIC, IO MiJMUCY€EThCS Ha
Kafka-tonix raw_stream i my6inikye monudi-
KOBaHWH MOTIK Y faulty stream.

3a 3amoBuyBaHHsAM Fault-Injector mpa-
mioe 3 QikcoBanuM seed = 42, mob excnepu-
MEHTH MO>kHa 0yJI0 TOuHO BiATBOpUTH. HOBHiIA
IHIIMJICHT TeHEepY€eThCsl MPUOIU3HO pa3 Ha 48
roj 1 Tpusae Big 1 10 6 rof (piBHOMIpHUH po3-
noin TpuBanocti). Jlo Habopy akTUBHUX MO-
Il BXOJSATh YOTUPH TUIIU: CTPUOOK TeMIiepa-
TypH, aJiHHS HANIPYTH, 3aTPUMKa TeJleMeTpii
ta DD0S na OPC-cepBep; 3a motpedbu ix mo-
’KHA BUMKHYTH a00 JOJAaTH 1HIIII.

Tabmuus 1.

[TapameTpu reHepaTopa CHHTETUYHUX 1HIU-
nenriB (Fault-Injector)

IMapa- 3nauvennsi 3a | Ilpu3HaveHHsn
MeTp 3aMOBYYBaH-
HAM
seed 42 rapaHTOBaHa BiJ-
TBOPIOBAHICTh
CIICHapiiB
density _ho 48 h cepeHiil iHTep-
urs BaJI MiX 1HIIH]ICH-
Tamu
duration_r 1-6 h TPUBANICTH iHIH-
ange NEeHTY (piBHOMIp-
HUW PO3TOIIN)
types_ena | [temp spike, | yBiMKHEHI mofii
bled voltage drop,
lag,
opc_ddos]
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Cuenapii exciepumenTis. /111 nepesi-
PKU peKOMEHIallIiHO1 cUcTeMHU 0YJI0 BUKOPH-
cta”o Fault-Injector v0.2, sixuit nogae 10 «4u-
CTUX» TIOTOKIB JIAaHUX TUIIOBI CIIeHaPi1 1HITUIe-
HTIB, 30KpeMa Ieperpis, MaJiHHs HANPYTH, 3a-
TpUMKY TesneMeTpii Ta DDoS-araky Ha npomu-
cioBUil mpoTokois. ExcrepumeHTanbHE OLi-
HIOBAHHS OXOIUTIOE YOTHPU CLEHapii, mio J1o-
3BOJIAIOTH TE€PEBIPUTH TOYHICTH MOJEINeH,
IPOJYKTHUBHICTD Y TIOTOKOBOMY PEXHMi, BHE-
COK OKPEMHUX MOJYJIB Ta e€()eKTUBHICTh CaMO-
OHOBJICHHSI CHCTEMH Ha OCHOBI 3BOPOTHOTO
3B’ SI3KY.
Tabmurs 2.

Onuc excriepuMeHTalIbHUX CLIEHApiiB
OLIIHIOBAHHS PEKOMEHAIIIHOT cucTeMH

Cuenapiii 1. | [lepeBipsieTbest  SIKiCTH  PO-
E-offline — Tou- | 6otu cucremu Ha Habopi
HicTh 0e3 00Me- | SWaT-H 6e3 ypaxyBanHus 3a-
KCHb 3aTPUMKH | TPHMKH. OmUiHIOIOTHCS
Precision@3, Recall@3, F1
ta AUROC.

Cuenapiii 2. | [lepeBipsieTbest 30aTHICTD CH-
E-stream — ipo- | cteMu 0OpoOISTH MOTOKOBI
nyktuBHICTE y | maHi PWR-Grid micns mona-
peasibHOMY 4aci | BaHHS iHIMAEHTIB. OIliHIO-
IOTBCSI 3aTPUMKa 0OpOOKH Ta
BIJICOTOK BTpadeHHX IOBiIO-
MJICHB.

Cuenapiit 3. | Ha nabopi TEP-S nopiBHro-
E-ablation — | eTbcst MOBHA cHcTeMa 3 Bapia-
poib okpemux | HTamu 0e3 XAl-mapy Ta 6e3
MOJYJIiB Bayesian-panxyBannas. Omwi-
HIOETHCS BIUTUB I[UX MOJIYJiB
Ha TOYHICTb, 4Yac BIJHOB-
JICHHSI Ta TOSICHIOBAHICTb.

Cuenapiii 4. | [lopiBHIotOTECS  rule-based
E-online A/B — | norika Ta moBHa cuctema 3 Q-
BIUIUB camo0- | learning. OuiHIOOTHCS XHOHI
HOBJICHHS TPUBOTH, €KOHOMIsl BUTpAT i
pPIBEHb CXBAJICHHS pPEKOMECH-
Jalliit orepaTopoM.

OTtpuMaHi pe3ynbTaTu 3 YOTUPHOX CIIe-
HapiiB JO3BOJISIOTH BCEOIYHO OIIHUTH SIKIiCTh,
MPOAYKTUBHICTH Ta MOSICHIOBAHICTh CUCTEMH B
yMOBaXx, HaOJIMKEHUX /10 peaIbHOTO BUPOOHU-
TBA.

Pe3yabTaTu 3acTocyBanns. [1[o6 orri-
HUTH €(PEKTHUBHICTH 3alPONOHOBAHOTO PEKO-
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MEH/IalifHOTrO JIBUTYHA, OyJIO MMPOBEAECHO YO-
TUPU EKCIEpUMEHTalbHI CIieHapli, OMHCaHi
Bumle. BoHM OXOIUTIOIOTH Pi3HI acmekTu po-
0oTu cuctemu: 0azoBy KiacuQikaliifHy TOY-
HICTb, MPOMYCKHY 3/aTHICTb y IMOTOKOBOMY
PEXHMI, BHECOK OKPEMHUX MOJTYJIIB Ta KOPUCTh
CaMOOHOBJICHHS B OHJalH-1uKIi. Take Oara-
TOBUMIpPHE TECTyBaHHS Ha TPbOX CIIeLiaji3o-
BaHUX JlaTaceTax Jja€ 3MOr'y OJIHOYacHO Iepe-
BIDHUTH alTOPUTMIYHY SIKICTh, TEXHOJIOTiYHI
00Me)XeHHS 1 MPUKIIaIHY MIHHICTH JIS oniepa-
TOpiB KPUTUYHOI iHPpaACTPYKTypH.

Ta0mnuus 3.

Pe3ynpraTi eKcriepuMeHTaIbHUX CIIeHapiiB
OLIIHIOBAHHS SIKOCTI, POTYKTUBHOCTI Ta I10-
SICHIOBAaHOCT] CHCTEMH

Cuenapiit Kirouosi meT- Pesynbrar
pUKH
E-offline Precision@3 / 0.92/0.88/
(SWaT-H) Recall@3 / F1 0.90
AUROC 0.962 £ 0.004
E-stream | 95-i1 nepueHTHIb 0.78 ¢
(PWR-Grid, | e2e-3aTpuMKu
10 k msg/s)
Dropped Msgs 0.12 %
E-ablation APrecision / -
(TEP-S) AMTTR (BigHO-
CHO TTOBHOI)
6e3 XAl +0.0 %/
—0.1 xB(no-
ACHIOBAHICMb
=0)
oes3 Bayesian- | =7 % [ +3.4
ranker XB
E-online False Alarms | | —43 % (8.1
A/B % IpPOTHU
(SWaT-H 14.2 %)
UKITIYHUN )
Cost Savings 11.5 % exono-
Mii eKcInTya-
TaliHUX BU-
Tpar
Operator 79 % (B)
Approval npotu 62 %
(A)

VYci cuenapii migTBepAUIIHN KUTTE31AT-
HICTh miAXody: cuctema nocsirae F1=0,90 i
AUROC=0,96 na peanbHux atakax SWaT, Bu-
Tpumye HaBaHTakeHHs 10 000 moBigoMieHb/C
13 3aTpumMkoro < 0,8 ¢, a caMoHaBYaNBHUI pe-
UM 3MeHIlye XHOH1 TpuBoru Ha 43 % 1 mia-
BUIILY€E JJOBIpY onepatopis 10 79 %. AGnauiii-
HUW aHaJi3 TMoKa3aB, 1mo Bayesian-paHxyBa-
JbHUK KPUTUYHO BIUIMBAE HA SIKICTh PIIIEHB,
Toi Ak XAl-map npakTHYHO HE 3MiHIOE TOY-
HICTb, ajie 3a0e3rneuye HeoOXiIHY TIPO30PICTh.
OTxe, 3alTpONOHOBAHUIN IBUTYH HE JIHMIIE Tie-
peBepiye TpanuiiiHi rule-based migxomu 3a
TOYHICTIO, a ¥ BIJMOBi/Ia€ TIPOMHCIOBUM BHU-
Moram ILOJO MMIBUAKOIII Ta MOSCHIOBAHOCTI,
110 pOOUTH HOTO MEPCTIIEKTUBHUM IS IPAKTHU-
YHOI'O PO3rOpPTaHHA Ha 00’€KTaX KPUTUYHOI

1HPPACTPYKTYPH.

Oorosopenns

3anpornoHOBaHUN  PEKOMEHAAIIHHUN
MEXaHi3M MPOJEMOHCTPYBAB MOETHAHHS BH-
COKO1 TOYHOCTI, IIBUJIKOIIT Ta MPO30POCTI, IO
€ BQXJIMBUM JJISl CUCTEM MIATPUMKHU yXBa-
JICHHSI pillieHb Ha 00’€KTax KpUTHYHOI 1H(ppa-
cTpykTypu. OIHUM 13 KJIFOUOBUX AaCIEKTIB €
3a0e3neueHHs O6amaHCy MIX MPOAYKTHUBHICTIO
CHUCTEMH Ta TOSCHIOBAHICTIO C(HOPMOBAHUX
pexkoMeHaii. Bukopucrtanus 6aiieciBCbKOTO
paHXyBaHHS il T03BOJMIO 3MEHIIUTH KiJlb-
KICTh XMOHHUX pILIEHb 1 MOKPAILUTH SIKICTh BU-
O0opy pekomeHpaamiid. 30Kpema, BHIyYEHHs
[FOTO MOAYJIS MPU3BOAMIIO IO 3HUKEHHS TOY-
HoCTi Ha 7 % Ta 30UTBIICHHS CEPETHBOTO Yacy
BIJIHOBJICHHS Ha 3,4 XB, IO MiIATBEPKYE J0-
LIJTBHICTh 3aCTOCYBaHHSI CTATUCTHYHO OOTIpY-
HTOBAHHUX METOJIB PAH)KyBaHHS.

Y MOTOKOBOMY peXHMi cucTeMa 3a0€e3-
neunsa oOpoOKy NaHuX 13 HaBaHTaxkeHHsAM 10
000 moBiTOMIICHB 3a CEKYHIy Ta 95-M mepiie-
HTHIeM 3aTpuMku 0,78 ¢, 10 BiANOBiIa€ BH-
moraMm TunoBux SCADA-cepenosu. Jlocsr-
HEHHS TaKHUX MOKA3HHUKIB CTAJIO MOYKJIUBHUM 3a-
BJIIKM BUKOpPUCTaHHIO KoMmMmnakTHuX LSTM-
MOJYJIiB 1 TOTOKOBOI 00p0oOKHu nanux. BogHo-
yac MacImTadyBaHHS CHUCTEMH Jisi 0aratbox
00’€KTIB MOTpeOy€e AOJATKOBOTO PECYpPCHOTO
IJIaHyBaHHA. MeXaHi3M aIaliTUBHOTO CaMoo-
HOBJICHHSI HA OCHOBI HAaBYaHHS 3 IMIAKPITUICH-
HSAM JIO3BOJIMB 3MEHIIUTH KUIBKICTH XHOHHUX
TpuBor Ha 43 % Ta MiJBUIIMTU PiBEHb CXBa-
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JIEHHSI peKoMeHAallii onepaTtopamu a0 79 %.
[le cBimuuTH TIPO TE, 110 HABITH OOMEKEHE BH-
KOPHCTaHHS aJaNTHBHOTO HaBUAHHS y BUPOO-
HUYOMY LUKJIi MOKE CYTTEBO ITiIBUIIIUTH ede-
KTUBHICTh CHCTEMHU 0€3 BTpaTH KOHTPOIIO 3
OOKY JIFO/THHH.

BucnoBkn

VY craTTi 3amporOHOBAaHO IHTETPOBA-
HUW miaxia g0 (GopMyBaHHS pEKOMEHIAIii
11 00’ €KTiB KPUTHYHOT IHPPACTPYKTYpPH, 110
MOEAHY€E BHSBJICHHS aHOMallii, Kiacudika-
11110 3arPO3, IPOTHO3YBAaHHS PU3UKIB 1 paHXKY-
BaHHs JI{ 13 BUKOPUCTAHHSIM HOSCHIOBAHOI'O
IITYYHOTO IHTEJNEKTY Ta MpaBWJl O€3MEeKH.
ExcniepuMeHTanpHl pe3ysbTaTh 3aCBIAYUIN
Bucoky TouHicTh (F1 =0,90; AUROC = 0,96),
cTabuIbHY POOOTY B MOTOKOBOMY PEXHMI (10
10 000 moBigOMIIEHB/C MIPH 3aTPUMILI MEHIIIE
0,8 ¢) Ta epeKTUBHICTh ATANTHUBHOTO HAaB-
YaHHS, 110 J03BOJWJIO 3MEHIIUTH KiJIbKICTh
XuOHUX TpuBOT Ha 43 % 1 CKOPOTUTH EKCILTY-
aTauiifai Butpatu Ha 11,5 %. Bukopucranus
0aileciBChKOTO paH)KyBaHHSI 1JIBUILYE SKICTh
YXBaJICHHs PillI€Hb, a 3aJyYeHHS MEXaHi3MiB
MOSICHIOBAHOCT1 3a0e3mnedye mpo30picTh 0e3
BTpaTH TOYHOCTI.

[Tomanbmmii pO3BUTOK MIIXOTy MEpe/I-
0ayae pO3IMIMPEHHS JHKEPEIT JaHUX 33 paXyHOK
KiOep-TeneMeTpii Ta HECTPYKTYpOBaHOI iH}O-
pmarii, BOpOBa/PKCHHS T'€HEPATUBHUX CUMY-
JATOPIB CKJIAJHUX aTaK 1 CTBOPEHHS MOJIerIe-
HUX BepCiii CUCTEMH JUIS pO3rOpTaHHS Ha Iie-
pudepiitHux By3nax. IlepcieKTUBHUM € TaKOX
PO3BHUTOK IHTEPAKTHBHUX iHTep(deiciB mosc-
HIOBAHOCTI 3 MOXJIMBICTIO HaJaIITyBaHHS Ia-
pameTpiB pU3MKY, (hopMasIbHA BajiaLlis Mosic-
HEHb, a TAKOXX IIJIOTHE TECTYBAaHHS B peallb-
HUX yMOBax. Peanizaliist 3a3Ha4eHUX HANIPSIMIB
CIpHUATUME MIABUIICHHIO MacIITabOBaHOCTI,
JOBIPH JI0 CUCTEMH Ta ii MPaKTHYHOMY BIIPO-
BaJ)KEHHIO.
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YK 004.272 https://doi.org/10.15407/pp2026.02.028
J1O. Jlinamos, C.JI. Xpunko

AJJAIITUBHA MOJIEJb Y3IOJXKEHOCTI TA MAPAJIEJIBHOI
OBPOBKH B PO3SIIOAIVIEHUX BA3AX TAHUX

VY cTaTTi 3aIponoHOBaHO Ta AOCIIHKEHO HOBY MOJIEIb IAITUBHOTO KEPYBaHHS y3T0HKEHICTIO Ta MapaleinbHO0
00poOKOIO B pO3MOIiICHHX 0a3ax JaHHX ISl BUCOKOHABaHTAXKEHHUX 1H(POPMAIIHHIX cucTeM. MeTolo po3poOKu
MOJIeN € MoAoNaHHs (pyHIaMEHTaIbHOTO NPOTUPIYYs MIXK HEOOXIHICTIO 3a0e3IeYEeHHs BUCOKOTO PiBHS Y3ro-
JDKEHOCTI JaHUX (110 TOCSATAETHCS IIUISIXOM 301IbIIEHHS TTapaMeTpiB KBOPYMY Ta CHHXPOHI3aLlil MiJK peTuTikaMmu)
Ta BUMOTaMH JI0 HU3bKOI 3aTPUMKH 1 BUCOKOI MPOITyCKHOT 37IaTHOCTI CHCTEMHU B YMOBaX iHTEHCUBHOTO Hapaiie-
JILHOT'O HaBaHTAXXCHH. 3allpOIIOHOBAaHA MOJIENIb JOpMallizy€e AMHAMIYHUI MEXaHI3M aJanTarlii mapameTpis po-
3M0JIIJIEHOT CHCTEMH, 30KpeMa PiBHIB y3TO/DKEHOCTI Ta CTYIIEHS Iapajesi3My, Ha OCHOBI Oe3lepepBHOrO aHa-
T3y cTa”y cucteMu. Mozems pearizye 3aMKHEHHI alallTHBHAN IUKJI, TOOYI0BaHa Ha OCHOBI MiKpPOCEPBICHOTO
MiIXOMy i3 BUKOPUCTaHHAM KOHTeHHepHu3allii, mo 3ade3rnedye MacmTaboBaHICTh Ta THYUYKICTh HaJlAIITyYBaHHS.
ExcniepuMeHTaIbHI pe3yIbTaTh IEMOHCTPYOTb, 0 MOJEIb 3a0e3Iedy€e 3HIKSHHS CepeIHbOT 3aTPUMKH 00pO-
6xu 3anutiB Ha 20-40%, a TakoX MIABHUIICHHS MPOMycKHOI 31aTHOCTI HA 15-30% 3a paXxyHOK aJanTHBHOTO
KepyBaHHS ITapaJeNIbHICTIO, BOAHOYAC JOCATAETHCS CTAaOLIi3aIlisl piBHS Y3rOPKEHOCT] TaHUX, IO MPOSIBIETHCS
Y 3MEHIICHHI YaCTOTH KOH(IIIKTIB y pa3i IMHAMIYHHUX 3MiH HaBaHTa)keHH:. [IpakTudne 3HaYeHHS poOOTH MMOJIS-
rae y MOXIIMBOCTI 3aCTOCYBaHHSI 3aIIPOIIOHOBAHOI MOAEINI JUIsl ONITHMI3allii MPOAYKTUBHOCTI Ta HaJIHHOCTI Cy-
YacHHUX IHPOpMalIHHUX CHCTeM, 30KpeMa y chepax (iHaHCOBHUX TEXHOJIOTIH, eNeKTPOHHOT KoMepllii, [HTepHeTy
peueii Ta XMapHHUX CEpBiCiB.

KnrouoBi cioBa: po3nojineHi 0a3u gaHKX, aJanTHBHA y3TO/DKEHICTD, IapaienbHa 00poOKa, KOHTEHHepH3allis,
BHCOKOHABaHTa)KEHI CHCTEMH, ONITUMI3aLlisl TPOyKTUBHOCTI

D.Yu. Lipatov, S.L. Khrypko

AN ADAPTIVE CONSISTENCY AND PARALLELISM MODEL
IN DISTRIBUTED DATABASES

This paper proposes and investigates a novel model for adaptive management of consistency and parallel
processing in distributed databases for high-load information systems. The goal of the model is to overcome the
fundamental trade-off between ensuring a high level of data consistency (achieved through increased quorum
parameters and synchronization among replicas) and the requirements for low latency and high system
throughput under intensive parallel workloads.

The proposed model formalizes a dynamic mechanism for adapting key parameters of a distributed system, in
particular consistency levels and the degree of parallelism, based on continuous monitoring and analysis of the
system state. The model implements a closed-loop adaptive control cycle and is designed using a microservices
architecture with containerization, which ensures scalability and flexibility of configuration.

Experimental results demonstrate that the model reduces the average request processing latency by 20—40% and
increases throughput by 15-30% through adaptive parallelism control, while maintaining a stable level of data
consistency, reflected in a reduced conflict rate under dynamically changing workloads.

The proposed approach has practical significance for optimizing the performance and reliability of modern
information systems, particularly in domains such as financial technologies, e-commerce, the Internet of Things,
and cloud services.

Keywords: distributed databases, adaptive consistency, parallel processing, containerization, high-load systems,
performance optimization

Beryn
[IBuaKUi PO3BUTOK PO3MOIIIEHUX 0a3 BUKOPUCTOBYIOTbCS B XMapHUX OOUMCIICHHSIX,
JaHUX Ta TEXHOJIOTIM mapajeslbHUX 00vuc- mwiargopmax IHTepHery peuel, (iHaHCOBUX
JIeHb JI03BOJIUB CTBOPUTH BUCOKOHABAHTAXKEH1 MoCIyrax Ta aHANITUII B PEXHMI PEalbHOTO
1H(pOopMaLiliHI CUCTEMH, 3/1aTHI 00pOOJIATH Be- 4acy, € KPUTHYHO Ba)KJINBUMHU € SIK MIPOJYK-
JIMKOMACIITaOHI MOTOKH JTAHUX Y PEXHUMI pea- TUBHICTb, TaK 1 HAAIHHICTH [9].

JBHOTO Yacy [6, 7, 14]. Taki cucteMu mupoKo
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Opnak poO3pOOHUKH CHUCTEM CTHKa-
I0TbCA 3 (PYHIAMEHTAIBHOIO apXiTEKTYPHOIO
IAIIEMOIO: SIK 3a0€3MEeYNTH BHCOKHI pPiBEHb
y3rO/DKEHOCT1 JaHUX, BOJHOYAC 30epirarodu
HU3bKY 3aTPUMKY Ta BHCOKY ITPOMYCKHY 3/1aT-
HIiCTh [2, 3, 11]. IligBUILIEHHS PIBHSA Y3TOMIXKe-
HOCTI TapaHTye MPaBUWIbHICTb IaHUX, aJIe PHU-
3BOAMTH JI0 OUIBIIOT 3aTPUMKH Ta 3HMKEHHS
IIBUJIKOCTI pearyBanHs cuctemu [1, 11]. I Ha-
BIIaKH, - MTOCNIA0JIEHHS 0OMEKEHb y3ro/HKEHO-
CTi IOKpAIy€e MPOIyKTHBHICTh T4 MacIITabo-
BaHICTh CUCTEMH, alie CTBOPIOE PUBUKHU KOH(-
JIKTIB IaHUX Ta TUMYACOBOI HEY3TOIKEHOCTI
[1, 10].

Le#t koMIIpOMic OCOOTMBO OUYEBUIHHMA
y cydacHux posnoaineHux NoSQL-cucremax,
takux gk Dynamo ta Cassandra, siki HaIalOTh
MPIOPUTET JOCTYIHOCTI Ta MacIITaOOBAaHOCTI
3a JJOIOMOT00 MOJIeJIel OCTaTOUHO1 y3ropKe-
HOCTi [4, 5]. X04a TaKki MiIX011 MOKPAIYIOTh
BiIMOBOCTIMKICTh, BOHU BUMAaraTh J0JIaTKO-
BUX MEXaHi3MiB Ui 00poOKH KOHQIIKTIB Ta
3a0e3neYeHHs] TPUHHATHUX PIiBHIB Y3TOKe-
HOCTI.

IcHytoul pimeHHst 3a3BU4Yail  crMpa-
IOTBCSl HA CTaTU4HI KOH(Irypauii CUCTEeMHHUX
napameTpiB Ta piBHI mapasnenbHoi 00pooku. L1i
KOH(pirypamii MOXyTh A00pe MpaioBaTu 3a
MEeBHUX POOOYMX HABAaHTaXXEHb, alleé CTAIOTh
Hee(eKTUBHUMU B AMHAMIYHUX Ta T€TEPOreH-
HUX yMoBax [12, 15]. binbme Toro, mpakTuyHi
JOCIIJKEHHST pO3MOAIEHUX Mporpam 0a3 na-
HUX TMIATBEPDKYIOTh MIHJIUBICTh TOBEHAIHKU
CHCTEMH 32 peaJbHUX pOOOUYNX HaBaHTAKEHb,
T IKPECITIOI0YH HEOOX1THICTh aIalITUBHUX Me-
xaHi3MiB [16].

Tomy icHye oueBHHA TOTpeda B TUHA-
MIYHOMY, KOHTEKCTHO 3aJIe)KHOMY ITiIXO],
KU pO3TIIsAa€e YIPaBIiHHA Y3TOJUKEHICTIO Ta
napajieibHy 0OpoOKy sk 0araToIiIbOBY 3a-
Jady ONTHUMI3allli B peaJlbHOMY 4aci.

Mertoto naHoi pobotu € po3podka pop-
MaJIbHO1 MOJIEeJIl Ta MPAKTUYHOI apXiTeKTypH
JUIL alalTUBHOTO KEPYBAaHHS Y3TO/DKEHICTIO
Ta TapaJieIbHOI0 0OPOOKOI0 B PO3MOIIIEHUX
0a3ax 1aHuX, OPIEHTOBAHOI HA IMHAMIYHE Bpa-
XYBaHHS KOHTEKCTY BUKOHaHHA. HaykoBa Ho-
BH3HA M0JIsiTae y hopmaltizariii KOHTEKCTHO 3a-
JISKHOTO MEXaH13My yXBaJIeHHS pillieHb Ha Oc-
HOBI OaratokputepiaabHOi (YHKIII BapTOCTI,
10 BPaXOBY€ KJIIFOYOB1 METPUKH SKOCTI 00CITy-
roByBaHHA (Q0S) Ta BUKOpPHCTaHHS PeCypciB,

a TakoX y Horo iHTerpaiii B KOHTEHHEPHU30-
BaHy MIKPOCEPBICHY apXiTeKTypy po3mHoJiie-
HO1 CHUCTEMHM.

I'imoTte3a nmocimifkeHHs: AnanThBHA
MOJIC)Th KEpPYBaHHS IapaMeTpaMH PO3IOJIi-
jJeHol 0asu maHuX, gKa JHHAMIYHO 3MIHIOE
piBEHb Y3TOJKEHOCTI Ta CTYIIHb Mapainesi-
3My 3aJIe’)KHO BiJl TOTOYHOTO CTAaHY CHCTEMU
Ta XapaKTEPUCTHUK HaBaHTaXXCHHsS, J03BO-
JUTh CYTT€BO MiJABUIIUTH MPOAYKTUBHICTS,
3MEHUIUTH 3aTPUMKH 0OpPOOKH 3aIUTIB Ta 3a-
0e3MeunTy KOHTPOJIBbOBAHUN pIBEHBb Y3TO0-
JOKEHOCT1 TaHWUX TOPIBHSIHO 31 CTATUYHUMH
MIXOJaMU.

1. Orasia mpo6JaeMu Ta iCHYIOUYMX
nmiaxoxiB

Tpaaumiitai po3noisieHi CHCTEMHU CITH-
paroThCs HA CHIIBHI MOJIEIIi y3TO/DKEHOCTI, pe-
ayi30BaHi 3a JOIMOMOTOK KOHCEHCYCHHX IpO-
TOKOJIIB, IO 3a0e31euye MpaBUIbHICTH I[IHOO
3HKEHHS MpoayKTuBHOCTI [3, 13]. Ha mpotu-
Bary 1pomy, cydacHi NoSQL-cuctemu BHKO-
PHUCTOBYIOTH PO3CIIa0JIeHi MO y3roKEHO-
CT1 JUTSI JOCATHEHHSI Kpalloi MacmTaboBaHOCTI
Ta AOCTyMHOCTI [4, 5].

[TapanensHi ppeiiMBopku 111 06po-
Oku maHux, Taki sk MapReduce ta Apache
Spark, 103BONSAIOTE €PEKTUBHO OOpOOIATH
BEJIMKOMACIITA0H1 J1aHi, PO3MOIUISIOUN 00-
YUCJICHHS MIX KilbKkoMa By3mamu [7, 14].
OnHak 30UIBIICHHS KiJIBKOCTI TapajelbHUX
MOTOKIB HE 3aBXKIW NPUBOIAUTH JO TMOKpa-
IIEHHS MPOAYKTUBHOCTI Uepe3 KOHKYPEHLII0
3a pecypcH Ta HaKJIaJIHI BATPATH HA CUHXPO-
Hizamito [15].

HemomaBHi mociimkeHHs] po3riisiaaig
aJIalTUBHI METOU ONMTUMI3AIlil PO3IMOIIICHUX
CUCTEM 3 ypaxyBaHHSM poOOuYOTro HaBaHTa-
xenHs [12]. Kpim Toro, MexaHi3mMu BHpI-
ImIeHHsT KOH(IKTIB, Taki K Oe3KOHMIIKTHO
perutikoBani Tunu nanux (CRDT), 3a6e3neuy-
I0Th TEOPETUYHY OCHOBY JUIsl YIPABIIHHSA y3-
TO/DKCHICTIO B PO3MOJUICHUX CEepeOBHINAX
[10].

Hes3Baxarouu Ha 11i IOCSITHEHHS, i1CHY-
104l MIIXOJU YacTO PO3MISIIAIOTh Y3TOJKe-
HICTH Ta MapajiesizM OKpeMo, HEe MAlO4H €11~
HOTO aJanTUBHOTO (PEHMBOPKY, SIKUW OH CITi-
JHHO OMTHMI3yBaB OOM/IBA ACIIEKTH.
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Ile minkpeciaroe BaKIMBICTh HE JIMIIE
BHCOKOI NMPOJYKTUBHOCTI CUCTEMH, a i 3a0e3-
TEeYEHHs y3TOJKEHOCT! JaHUX, B1JMOBOCTIM-
KOCTI Ta nepea0aduyBaHOCTI MTOBEIIHKH B yMO-
Bax 3MIHHOTO HaBaHTAXCHHS, IO € KPUTHY-
HUM BUKJIMKOM JJIsl PO3MOJITICHUX CUCTEM, 1€
napamMeTpu oOpoOKH Ta PiBEHb Y3TOIKEHOCTI
MOXKYTh TMHAMIYHO 3MIHIOBATHUCSI.

OTxe, O4EeBHAHOIO € OTpeda y JuHa-
MiYHif, KOHTEKCTHO OOYMOBJICHIN MOJeIi,
sIKa PO3TIISIa€ KEPYBaHHS y3TOIKEHICTIO Ta
napajenbHOI 00pOOKOIO HE SIK CTATUYHO 3a-
JaHy KOH(QIryparliro, a sk 3aja4y 0araTokpu-
TepiadbHOI ONTHMI3aIii B peasbHOMY 4aci.
Taka wmonenp MOBUHHA BpPaxOBYBaTH He
JUIIE MOTOYHUN PiIBEeHb HABaHTAXXKCHHS, a i
CYKYIHICTh MapaMeTpPiB CUCTEMH: MPOTHO30-
BaHy 3aTPUMKYy OOpOOKHM 3amuTiB, JOCTYITHI
00YHCITIOBAJIbHI  PECypcH, 1HTEHCUBHICTH
KOH(JIIKTIB MiX perurikaMu, XapaKTepuc-
TUKU MEpPeXeBOi B3a€MOAIl Ta AOMYCTUMI
KOMITIPOMICH MIX Y3TO/DKCHICTIO JaHuX i
MPOAYKTUBHICTIO IS KOHKPETHOTO CIl€Ha-
pit0 BUKOPHUCTAHHS.

2. ®opMajibHA MOJIeJIb AJANITHBHOIO
KEPYBAHHA y3I0/’KeHICTIO Ta
napaJjiejibHOW 00p0o0OKOI0

3anpornoHoBaHa MOJEIb pealtizye Mif-
X1 aJanTHBHOTO KEpyBaHHS IapaMeTpaMu
po3noiIeHOT 0a3u JaHUX 13 TUHAMIYHUM BH-
O0pOM piBHS y3rO/PKEHOCTI Ta CTyIEeHs mapa-
JeNi3My Ha OCHOBI CIEIiai30BaHOTO MOJYJIS
— Adaptive Consistency and Parallelism
Manager (ACPM).

Jlnist KO’KHOTO 1HTepBaly yacy abo 3a-
muty Q monyns ACPM ¢opmye pineHHs

D=RW,T)

ne R 1 W — napamerpu 115t oniepariiii 4uTaHHs
Ta 3aIluCy BIAMOBIIHO, a T — KUIBKICTh Mapa-
JeNbHUX TOTOKIB 00poOku. Lle pimeHHs Bu-
3Ha4Ya€ peUM (PYHKIIOHYBaHHS CUCTEMH 3a-
JIS)KHO BiJI TIOTOYHOTO CTaHy CEpeJIOBHINA Ta
BHUMOT JI0 SIKOCTI CEpBICY.

VYxBaneHHs1 pimieHHs 0a3yeTbcs Ha
KOHTEKCTHOMY BEKTODI:

C = {Ciat> Cenr» Cconf' Cres Cioaa }
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ne: Cpu; — TIOTOYHUN pIBEHb 3aTPUMKH
(latency), Cipr MPOITYCKHA 3/IaTHICTh
(throughput), Ccony — uacToTa KOHQIIKTIB

a60 Hey3romkeHocTe, C;..g — BUKOPUCTAHHS
obuncmoBasibHUX pecypciB (CPU, mam’sTh),
Cloqd — XapaKTepUCTHKA HaBaHTAXXEHHS (iH-
TEHCHUBHICTb, read/write).

BuOip ontumanbsHOro pineHHs popma-
Ji3yeThCs K 3a7ada MiHimizawii ¢pyHkuii Bap-

TocTi: Cp5e(D) = wyqe'L(D) + Wthr'Th(D)

Weong Confl(D) + wy.sRes(D), ne: L(D) =
a(R, W)+ B(T) ! — npornoszosana 3arpumxa,
Th(D) =T/(L + BuTpaTtn) — mpomycKHa 3/aT-
Hicts, Confl(D) = exp(=k*(R+W)) —
piBeHb KOHQUIIKTIB, Res(D) — BukopucTanus
pecypciB, W; — BaroBi KOe(illi€eHTH, 110 BH-
3HA4YaOTh NPIOPUTETH onTHMizamii. Barosi
Koe(IIlieHTH ananTylOThCs TUHAMIYHO 3aJie-
JKHO BiJl KOHTEKCTY CUCTEMU. 30Kpema, y pasi
BHCOKOTO HABAaHTAKEHHS 3POCTAE BAarOMICTh
(W¢nyr), 32 YMOBH 3pOCTaHHS KOH(TIKTIB — Ba-
TOMICTb Y3TOJUKEHOCTI (Weons), @ Y BHIAJKY
MIEPEBAHTAXKEHHS PECYPCIB 3pOCTAE BATOMICTh
0OMEXKEHHSI BUKOPUCTAHHS PECypCiB (Wyes).
Baru nuHamMivHO KOPUTYIOTHCS 3aJIEKHO BiJ
KOHTEKCTY CHCTEeMH, L0 3a0e3rnedye aJanTu-
BHY noBeiHKY [11, 12]. O6pobka kKoH(]ITIKTIB
MIATPUMYETHCS 32 TOTIOMOTOI0 MEXaHI3MiB Ha
ocHoBi CRDT, mo 3a6e3neuye ocTaToOuHy y3-
TO/UKEHICTh 0e3 TI00albHOT CHUHXPOHI3AII]
[10].

Jlnst 3a0e3mnedeHHs KOPEKTHOCTI po-
00TH cHUCTEMU BBOJUTHCS OOMEKEHHS y3ro-
mkeHocti: R+ W > N, ne N — KUIBKICTb
peIutiK y kiactepi. Y 3arajibHOMY BHUMAIKY
ACPM ouintoe (HyHKIII0 BApTOCTI 11T MHO-
KUHH JOTyCTUMHUX KOH(Irypamiii Ta ooupae
pilIeHHs 3 MiHIMaJIbHUMHU OYiKyBaHUMH BH-
TpaTamMu. AJANITUBHUN PEXKUM y PO3IOALIe-
HUX 0a3zax JaHMX peani3yeTbes K riOpuaHa
CTpaTeris KepyBaHHS, IO IOEIHYE ITepeBaru
PI3HHMX PiBHIB y3r0JKEHOCTI Ta CTYIEHIB Ma-
panenizmy. Takuii miaxia J03BOJISIE OJTHOYA-
CHO JOCSTaTH HU3BKOI 3aTPUMKH OOpOOKH
3aIUTIB, XapaKTEPHOI JJIs CJIabKOi y3romke-
HOCTI, Ta BUCOKOI HaAIIHOCTI TaHUX, IPUTA-
MaHHOT CTPOTUM MOJICJISIM Y3TOJIKeHOCTI. ['i-
OpuIHUIN peXxuM Moke OyTH peanizoBaHUM
SK y TapaJieIbHOMY BapiaHTi, KOJIM omneparii
BUKOHYIOTBCS 3 PI3HUMHU PiBHSAMH Y3TOKE-
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HOCTI 3 TOJAJIbIIO CHHXPOHI3AIIEID pe-
3yJbTaTiB, TaK 1y MOCHIIOBHOMY peXHMI, J1e
nepBUHHA 00pOOKa 3IMCHIOETHCS 3 MiHIMa-
JTHHUMH BUTpPATAMH Yacy, a Mojajblia Bepu-
¢ikaniss ado YTOYHEHHSI — 13 MiJBUILIEHUM
piBHEM  Y3TOJKEHOCTI. 3amporoHOBaHUMN
miaxia 3a0e3neuye aJanTUBHUN OajaHC MiX
KJIIOYOBUMHU XapaKTEPUCTUKAMH CHCTEMHU,
30KpeMa 3aTPUMKOIO, MPOIYCKHOIO 3/1aTHi-
CTIO, PIBHEM Yy3TO/KEHOCTI Ta €()EKTHBHICTIO
BUKOPUCTAaHHSI OOYMCIIOBAIILHUX PECYPCIB.
Jlnst epeKTUBHOTO MPOTHO3YBaHHSA SIKOCTI
00CIyroByBaHHSI CUCTEMU 3a Pi3HUX KOH(I-
rypaniii (R, W, T) Mu BUKOpucTOBYyE€MO MO-
JIeTh Ha OCHOBI perpecii, sika 3icTaBJIsi€ CIo-
cTepexyBaHe poOoye HaBaHTaXEHHS Ta CHC-
TEMHI METPUKH 3 OYiKyBaHUMHU MOPYIICH-
HAMH 3aTPUMKH, MPOMYCKHOI 3JaTHOCTI Ta
y3romkeHocTi. Lle mo3Boisie TPOAaKTHBHO
aJlanTyBaTH MapamMeTpu KepyBaHHS.

3. ApxiTtekTypHa peaJnizauisa mojaeJi

3anpononoBana mozaenb ACPM inte-
rpoBaHa B 0aratopiBHEBY apXiTEKTypy po3-
noaiienoi cuctemu (Puc. 1), mo BkiIrodae
KJIIEHTCHKHI piBE€Hb, CEPBICHHI PIBEHb Ta Pi-
BEHb JaHUX. Takuil miaxia 3ade3nedye Momy-
JIbHICTH, MAacCIITA00BAaHICTE 1 MOXKJIHUBICTH
JUHAMIYHOI afanTalii mapaMeTpiB CUCTEMU
B YMOBax 3MIHHOTO HaBaHTaxeHHs. Ha kiie-
HTCBKOMY piBHi, peanizoBaHomy uepe3 API
Gateway, BigOyBa€eThCs iHIIIAIA 3anmuTIiB Q
Ta X MapuIpyTH3aLis 10 pO3MOAIIEHOr0 Kia-
crepa 6a3u gaHux. Kii€eHTChKUA piBeHB Ta-
KO MO’K€ BKJITIOYATH MEXaH13MU KEIlyBaHHS
Ta TONEpPeaHbOI OOpOOKHM 3amuTiB, IO J10-
3BOJISIE 3MEHIIUTH HABAaHTAXKCHHS HA CHC-
TeMy Ta CKOPOTHTH 4Yac BIAryky. Ha cepsic-
HOMY piBHI KJIIOYOBHUM KOMIIOHEHTOM € Me-
Hemkep ACPM, sikuii peanizye JIOTiKy anan-
TUBHOI'0 KepyBaHHs. BiH B3aemosie 3 Moay-
JIeM MOHITOPHUHTY, 110 30upae iHQopmaliio
PO CTaH CHCTEMHU (3aTpPUMKA, MPOIMYCKHA
31aTHICTh, pPIBEHb KOHQJIKTIB, BUKOPHC-
TaHHA pecypciB), Ta (GopMye KOHTEKCTHHM
Bektop C. Ha ocHoBi 11poro Bekropa ACPM
BHKOHYE OI[IHKY MHOXXWUHHU MOXXJIMBHX KOH-
¢irypanii D=(R,W,T) ta obupae ontuma-
JbHE PIMIEHHS MUISXOM MiHiMi3amil QyHKITT
BapTOCTi. MoJynb yXBaJeHHs pillieHb pea-
Ji30BaHO SK OKPEMUN KOHTEHHEPU30BAHHM

©API Gateway

collects metrics

©Monitoring Module

7/

1 (provides system context

N
©Decision Engine

reports performarce & conflicts |selects optimal consistency & parallglism

h'S
©Consistency Controller

/

executes queries

Distributed DB Cluster
(Shards / Nodes)

Puc. 1. bararopiBuesa apxitekrypa ACPM

CEpBIC, KU MOKE BUKOPUCTOBYBATH SIK €B-
PUCTHYHI MPaBUJIIA, TAK 1 MOEII MAITUHHOTO
HABYaHHS JJIs MPOTHO3YBAaHHS MOBEIIHKH
cUCTeMHU. MOJynb yNpaBIiHHS Y3TO/KEHi-
ctio (Consistency Controller) BignoBigae 3a
3acTOCyBaHHS 00paHOi KOHQIryparii, 30K-
peMa 3MiHy napameTpiB (YUTaHHS 200 3aIHcC)
Ta HAJAIITYBaHHS PIBHIB Y3TO/KEHOCTI IS
omepaniii uutaHHs 1 3anucy. IlapamenbHo
BUKOHYETBHCSI KEpyBaHHS KUIBKICTIO MOTOKIB
00pOOKH 3amuTIB, IO J03BOJISIE ONTHMI3Y-
BAaTH BUKOPHUCTAHHS OOYHMCITIOBAIIBHUX PECy-
pciB. Ha piBHI TaHUX PO3TOPHYTO PO3MOJIi-
neHuii kmacrtep 6asum manux (NoSQL-cuc-
Tema), IKUH MATPUMYE TOPU30OHTAIBHE Mac-
mTa0yBaHHS, pEIUIKaIil0 Ta HalalTOBY-
BaHy Y3TOJ/UKEHICTh. [4, 6] Bysnu kmactepa
(GYHKIIOHYIOTh Y KOHTEHHEPHU30BAHOMY Ce-
penoBHIIi, 1m0 3a0e3Ieuy€e THYYKICTh PO3TO-
pTaHHS Ta MOXJIMBICTH IIBHJIKOTO MacUITa-
OyBanHs. Bzaemois mMixk By3i1aMu BinOyBa-
€THCS Y€pe3 BHYTPIIIHI MPOTOKOIN CHHXPO-
Hi3aii, mo 3a0e3MnevyoTh MIATPUMKY 3a/a-
HOTO PiBHS y3TOJIKEHOCTI.

31
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Ha BinMiHy BiJ TpaauliiiHUX MexaHi3-
MiB aBTOMAacIITaOyBaHHS, HAll MiXiJ BKIIO-
yae OOMEKEHHsI y3TO/KEHOCTI, TapaHTyIOUH,
110 pillIeHHs 100 MaciuTabyBaHHs He MOpY-
ITYFOTh HEOOX1THUN
piBEHb LITICHOCTI JaHUX.

Apxitektypa 6a3yeTbcsi Ha MiKpocep-
BICHOMY MiJXO/1 3 BAKOPUCTaHHIM KOHTEHHe-
piB Docker Ta opkecrpamii. [8, 13] OcHoBHI
kommoHeHTH: Knacrep posnoainenoi b/, Mo-
IyJdb MOHITOPUHTY, MOIynb yXBaJIeHHS pi-
meHb, MoAynb YIpaBIiHHS Y3TOJKEHICTIO,
API-nutto3, I'eneparop HaBaHTa)keHHS / KITi-
€HT.

Ha puc.2 npencraBieHO OCHOBHUM al-
TOPUTM yXBaJleHHS pILIEHHS LI0J0 BUOOpY
KoHiryparii 06poOku 3anuty. [Ipouec iHimi-
IO€THCSl HAJXOJDKEHHSIM BXIIHOTO 3amuTy Q,
HIiCJIi YOTO BHKOHYETHCS OLIIHKA KOHTEKCTY
CUCTEMH, 1110 BKJIFOYA€E aHaJIi3 PIBHS 3aTPUMKH,
MPOMYCKHOI 3AaTHOCTI, YaCTOTU KOH(IIIKTIB,

3aBaHTAXXEHOCTI PECypcCiB Ta THUITy oOIeparii
(untaHHs abo 3amuc). Ha ocHOBI 1ux mapame-
TpiB GOPMYETHCS MHOKMHA JJOIYCTUMHUX KOH-
dirypauiit D=(R,W,T), g skux oGuuciro-
€TbCSI PYHKIIISI BAPTOCTI.

[onmanpmwuii eran nependadae BHOIP
ONTUMaJIbHOI KOH(Irypalil HUISIXOM MiHIMi3a-
i QyHKIii BapTOCTi, MO BimoOpaxae KOMII-
poMicC MiX TPOIYKTHBHICTIO Ta Y3TOJKEHi-
cTio. [2, 3] ¥V pa3i HeoOXiTHOCTI cuCTeMa MOXKe
oOpatu TIOpUIHUA PEXHUM, 332 SKOTO YaCTHHA
orepariii BAKOHYETHCS 3 HIDKYUM PIBHEM Y3-
TOJUKCHOCTI NIl 3MEHIIICHHST 3aTPUMKH, TOJI
SIK KpUTUYHI oriepartii 00poOJISFOTHCS 3 ITi/IBH-
[IEHUMHU BUMOTaMH JI0 [{IJIICHOCTI JaHUX.

Menemxep ACPM dopmye KOHTEKCT-
Hull BekTop C Ha OCHOBI JaHHWX, OTPUMAHUX
BiJI MOJTyJIsl MOHITOPHHTY, SIKHH 30upae iH]o-
pMarliio mpo CTaH CHCTEMH, 30KpeMa 3aTpH-
MKY, MPONYCKHY 3/IaTHICTh, PiBEHb KOHQIIK-
TiB Ta BUKOPUCTAHHS pecypciB. ami 11 Kox-

Adaptive Feedback Loop in Distributed Database System
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HOi 3 MOXJmBHX KoHpirypamiii D=(R,W,T),
1110 BU3HAYAIOTh PIBEHb Y3TO/PKEHOCTI Ta CTY-
MiHb Tapajeni3My, OOYHMCIIOEThCS 3HAUECHHS
OaratokpurepiagbHOi  (QyHKIIT  BapTOCTI
Cost(D). Barosi koegiuienTu w; y pyHKIii Ba-
PTOCTI afanTyoThCsd AMHAMIYHO 3aJI€KHO BiJl
3HadYeHb KOHTEKCTYy C. 30Kkpema, y pasi 3poc-
TaHHS 3aTPUMKH 30UTBIITYETHCS BAarOMiCTh Ia-
pametpa (W,;), 32 YMOBH MiJBUIICHHS Yac-
TOTH KOH(JIIKTIB — BaroMicTh y3roa»KE€HOCT1
(Weonf)» & i 9aC NEPEBAHTAKEHHS 00IHCITIO-
BaJbHUX PECYpCiB — BaroMiCTh BHUKOpHUC-
TaHHS PeCypCiB (Wys). Takuit miaxiz 3ade3me-
qy€ KOHTEKCTHO Opi€HTOBaHE KEPyBaHHS CHC-
TEMOIO B peaJbHOMY Yaci.

Octaroune pimeHHs D yxBamoeTbes
IUISIXOM HOPIBHIHHA 3HaY€Hb (YHKIIi BapTO-
CT1 JUIsl MHOKMHU JOIYCTUMHUX KOH(Irypaiii
13 ypaxyBaHHSAM HaOOpy EBpUCTMYHHMX IIpa-
Bwi1. Hampukian, y pasi nmepeBHIeHHsT TIOPO-
TOBOT'0 3HAYEeHHS 3aTPUMKHU CHCTEMa aBTOMa-
TUYHO 3HIXKYE MapaMeTpu JJIs MiHIMI3alii 3a-
TPUMKH, TOA1 SK IPH BUCOKOMY piBH1 KOH(]JIi-
KTIB IIepeBara HaJJaeTbcsi KOHIryparisam i3 mi-
JBUIICHUM PiBHEM Yy3TODKEHOCTI. Y pasi me-
PEBaHTAXEHHSI CHCTEMH JI0JJaTKOBO 3aCTOCO-
BYETHCS OOMEXEHHS KIIBKOCTI HapaneabHUX
MOTOKIB JIJIs 3a100iranHsl Aerpaaaliii mpoayK-
THUBHOCTI.

Ha Biaminy Big miaxoxiB CPQ-cutem,
HaIlla MOJIeJIb OJHOYACHO ONTHUMI3y€ CTYIiHb
napanenizmy (T) pazom 3 R ta W, mo no3Bo-
nisie OUTBIN MOBHY aJanTalliio A0 JUHAMIYHUX
poOOUYMX HaBaHTaXKEHb. TakoX MM HE JUIlIe
ONTHUMI3Y€EMO TMapaieizM a i nigoupaemo ¢y-
HKITIO POJTYKTHBHOCTI 3@ JJOTIOMOT'O0 perpe-
cii, mo6 nependauntu pezynsratu QoS. Ha Bi-
JIMIHY BiJI aBTOMAacIITaOyBaHHs, HaIl IiIXia
nependavyae onTUMaIbHI KOH(Iryparii 3a 00-
MEXEHb Y3TrOJKEHOCTI, a HE pearye JIMIle Ha
BUKOPHUCTAHHSI PECYPCIB.

4. EkcnepuMeHTAIbHA OLiHKA
eekTUBHOCTI MOgeTi

3anpornonoBana monenb ACPM Oyna
BaJliJoBaHa y BeO OPIEHTOBAHHM 3aCTOCYHOK
JUTS aBTOMATHU3allii mporieciB KoH(Iiryparii, 1mi-
HOYTBOpPEHHS Ta (POpMyBaHHS KOMEPIIHHUX
MPOMO3UIII B CEPEIOBUIINI PO3MOIIICHOI 1H-
dbopmariiiiHoi CUCTEMH 3 BHUCOKMM HaBaHTa-
’KEHHSIM, BUKOHY€ CIIeHapil 0OpoOKH BEIUKOT

KigbkocTi 3amuTiB 70 NoSQL-06a3u maHux.
Jlnis ouiHk# €()eKTUBHOCTI aJalTUBHOTO KEPY-
BaHHS Y3TO/KEHICTIO Ta MapajiebHO0 00p00-
KOI0 OYJIO NMPOBEJECHO CEepil0 eKCIIEPUMEHTIB,
CTIPSIMOBAHUX Ha BUMipPIOBaHHS KIFOUOBUX Me-
TPUK MPOAYKTUBHOCTI Ta MOPIBHIHHA 3 6a30-
BHAMH ITIIXOTaMH.

Y Mexax MmepIoro eKCrepuMeHTy OIli-
HIOBAJIMCS XapaKTEPUCTHKU CHCTEMH 32 YMOBHU
pI3HHUX PiBHIB Y3Tro/pkeHoCTi. J{is koHpirypa-
1ii 31 3HMKEHUM 3aTPUMKH Ta HU3BKOI y3ro-
JDKEHOCTI OyJI0 OTPHMAaHO CEePETHIO 3aTPUMKY
L(low) =70+20 mc y pa3i BUCOKOi IPOITyCKHOT
3matHocTi Q(low) = 1800 omepariii/c, mpore 3i
30inpmeHnM piBHeM KoHQuiikTiB C(low) =
0.08. Jlyis xoHiryparii 3 MiABUIIEHUM PiBHEM
y3Tro/KeHOCTI 3aTpumMKa 3pocia 1o L(high) =
210£90 Mc, a mpommycKHa 31aTHICTh 3HU3UJIACh
1o Q(high) = 950 omepauiii/c, BogHOYaC pi-
BeHb KOHGiKTIB 3MeHmmMBCs 10 C(high) =
0.01. Otpumani pe3ynbTaTH MiATBEPIKYIOTH
HAasBHICTh KJIACMYHOTO KOMITPOMICY MiX 3a-
TPUMKOIO Ta y3TOJIKEHICTIO.

VY npyromy ekcrnepumMmeHTi Oyo nocii-
JDKEHO BILTUB CTYTICHSI Tapaseli3My Ha IpoIy-
KTUBHICTh cHCTEMH. 31 30UIbIIEHHSAM KUJIBKO-
CTi MOTOKIB 00poOku 10 T=32 crocrepiranocs
3pOCTaHHA MPOMYCKHOI 3AaTHOCTI 0 Qmax ~
2000 omeparmiit/c. Ilpore mnomanpiie 30iTb-
MIEHHSI KUIBKOCTI TIOTOKIB TPHU3BOAMIO 0
e(eKTy HaCHUeHHS Ta He3HAYHOTO 3HM)KCHHS
MPOIYKTUBHOCTI Y€pe3 KOHKYPEHIIIIO 32 PeCy-
PCH Ta HAKJIaHI BUTPATU CUHXpOHi3alii. Box-
HOYac cepeans 3aTpuMka 3poctana 3 L = 80 mc
1o L = 140 mc npu MakcMMallbHOMY HaBaHTa-
KEHHI.

VY TpeTboMy eKCHepuMeHTi OyJo mpo-
BEJICHO IMOPIBHSHHS 3alIPOMIOHOBAHOT aanTH-
BHOI Mozeni ACPM 3 6a30BUMU CTpaTerisiMu:
Static-High-Consistency (¢ikcoBaHa BHCOKa
y3rojkenicte), Static-Low-Consistency (¢ik-
COBaHa MiHIMaJgbHA Y3TOMKEHICTh), Static-
Parallelism (¢ikcoBaHa KUTbKICTh IMOTOKIB).
byno 3monensoBano 10 000 3amwmtiB i3 pi3-
HUMH Tpo¢isiMu HaBaHTaxeHHs (read-heavy,
write-heavy, 3Mimani creHapii). Pe3ynpratu
nmokazanu, 1o  crpareris  Static-High-
Consistency 3abe3neuye MiHIMaJIbHUN PiBEHb
KOH(IIIKTIB, aje Mae€ HAWBUIIY 3aTPUMKY Ta
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HaHIKYY MPOMYCKHY 31aTHiCTh. HaToMmicTh
Static-Low-Consistency J1eMOHCTpy€e Haii-
Kpamnry TpOAYKTHBHICTh, ajie€ CYIPOBOIKY-
€THCSI BUCOKOIO YAaCTOTOIO HEY3TO/KEHOCTEH.
dikcoBaHUI apaeni3M He T03BOJIsIE ePeKTH-
BHO aJIaliTyBaTUCS /10 3MiH HaBaHTa)KeHHS. 3a-
npornoHosana mozens ACPM npoaemoHCTpy-
Bajia CEpeHIO 3aTPUMKY Ha piBHI L(adaptive)
~ 110 mc, mo Ha 20—40% MeHIe TopiBHAHO 3i
CTPATETi€0 BUCOKOT Y3TO/PKEHOCTI, BOJHOYAC
MIPOMYCKHA 3/1aTHICTb 3pociia 1o Q(adaptive) =
1600-1900 onepamiit/c. PiBeHb KOHIIIKTIB
3aJIUIIABCSl KOHTPOJIBOBAHKUM 1 HE MEPEBUIILY-
BaB C(adaptive) = 0.02—0.03, mo € KoMIpomi-
CHUM 3HAYEHHSM MiX IBOMA KpaliHIMHU MiAX0-
JaMH.

UYerBepTuil ekcriepuMeHT OyB CIIPSIMO-
BaHMI Ha aHai3 noseninku mozxeni ACPM y
PI3HUX yMOBaxX HaBaHTaXeHHs. byyo BcTaHOB-
JIEHO, IO ITiJ Yac CTa0lILHOTO HaBaHTAKEHHS
cuctema oOupae KoH}Irypamii 3 miABUIICHUM
pIBHEM y3TO/KEHOCTI, 3a0€3Meuyroun Hadiii-
HICTb JaHUX. Y pa3i pi3Koro 3poCTaHHs IHTCH-
CUBHOCTI 3aIlUTIB MOJIC]Ib aBTOMAaTUYHO 3HH-
KY€ MapaMeTpH y3roJKEHOCTI Ta 301IbIIYE Ki-
JBKICTH TTOTOKIB, 110 JJO3BOJISIE YHUKHYTH Pi3-
KOT'O 3pOCTaHHs 3aTPUMKHU. Y pasi nmepeBaHTa-
JKEHHs O0YHCIIIOBAJILHUX PECYpCiB BiOyBa-
€THCSI SMEHIIICHHS PiBHS MMapayemnizMy Jisl cTa-
O1113a11ii CUCTEMHU.

OTpumaHni pe3yabTaTH MiATBEPIHKYIOTh
e(EeKTUBHICTh 3aIPOINOHOBAHOI AJaNTUBHOL
Mozem Ta ii 37aTHICTH AMHAMIYHO OajaHCy-
BaTU MIX MPOJIYKTHBHICTIO, Y3TOKEHICTIO Ta
BUKOPHCTAaHHAM pecypciB. ['padiuni 3anexHo-
CT1 HaBeJIeH1 Ha pUC. 3—5, HA0YHO JIEMOHCTPY-
I0Th HEJIHIMHUNA XapakTep LUX B3a€MO3B’s3-
KiB 1 TATBEP/DKYIOTH TOIUIIBHICTE BUKOPHC-
TaHHS aJIANTUBHOTO TIXOTY.

ATpokcuMallisi  eKCIIEpUMEHTAIbHUX
JAaHUX BUKOHAHA €KCTIOHEHI[IHHOIO MOJEILIIO,
10 JO3BOJIMJIO OTPUMATH aHATITHUHY 3aJIeXK-
HICTh MK 3aTPUMKOIO Ta PIBHEM y3TO/KCHO-
cti. Jlineapu3aitist yepe3 morapudmivyae nepe-
TBOPEHHS MiITBEPJHIA aJ€KBATHICTh EKCIO-
HEHIIIMHOT MoJIei Ta 3a0e3eunsia BUCOKY TO-
9yHiCTh amnpokcuMmarii. Otpumana (QyHKITIS
Moske OyTH BUKOPHUCTaHA B aJlTOPUTMAaxX ajar-
TUBHOTO KE€PYBaHHS MapamMeTpaMu po3Ioisie-
HOI CUCTEMH.

Monenb anpokcumariii:
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L(C) = aeP + ¢

ne: L(C) — 3arpumka, C — y3roJKeHICTb, a,
b, ¢ — mapameTpu perpecii.

B Hamomy BHTIQKy MH OTPHMATU
L(C) = 55,13 * exp(1,54 * C). xoedirieHT ne-
tepminanii R? = 0.97 OtpumaHa 3alexHicTh
MPOITYCKHOI 3JaTHOCTI BiJ MOTOKIB BimoOpa-
’Ka€ TIOBEIIHKY, XapaKTepHY JJIsi pO3MOJIisie-
Hux cuctem: ®aza 1 (1 - 20 noTokiB): Maiixke
€KCTIOHEHIIIIfHe 3pOCTaHHs MPOITYCKHOI 3/1aT-
HOCTI 32 PaxyHOK €()eKTUBHOTO MapaJienizmy.
@aza 2 (20-40 moTokiB). BinOyBaeTbcs ynosi-
JBHEHHSI POCTY 4epe3 KOHKYPEHIIIIO 3a pecy-
pcu Ta 6mokyBaHHs (locks, I/O contention).
®a3a 3 (>40 noTOKIB): HACHYCHHSI Ta YaCTKOBA
Jerpajamisi TPOAYKTHBHOCTI 1€ THUIOBHIA
edext msa cucreM tuiry NoSQL-kmacTepis.

3anexHICTh TOCTIOBHOCTI BiJl KOH(]-
JIKTIB Ma€ CKCIOHEHIIMHWA XapaKTep cra-
JIaHHSA, TaK 32 HU3bKOI Y3r0/PKEHOCT] HaKJIa /1a-
€ThCSI BUCOKHI piBEeHb KOH(JIIIKTIB Ta HeCTa0i-
JTBHICTH JAHHX, & Y pa3i BUCOKOI y3TOKEHOCTI
CIIOCTEPIraeThCsA Te, MO KOHQIIKTH Maike
3HUKAIOTh, aJie IIHOIO 3POCTAHHS 3aTPUMKH.

OTtpumani pe3yabTaTh IEMOHCTPYIOTb,
1110 ONITUMaJIbHA KUIBbKICTh MOTOKIB ICHYE 1 3a-
JISKUTH BiJ cTaHy cucteMu. [Ipu oMy ontu-
MaJIbHE PIIICHHS HE € CTaluM, a 3MIHIOETHCS
3aJIeKHO BiJI IOTOYHOTO CTaHY CHCTEMH, IO
OOTPYHTOBY€ HEOOXITHICTP BHUKOPUCTAHHSA
aJJaNTUBHUX MEXaH13MiB KepyBaHHS.

BucHoBkn

VY cTarTi 3anpomnoHOBAaHO Ta peaizo-
BaHO MOJICNIb aJalTHBHOTO KEPyBaHHS Y3ro-
JOKEHICTIO Ta MapajeibHOK 00pOOKOIO B pO3-
MOJIUICHNX 0a3ax JaHUX, OPIEHTOBAHY HA JU-
HaMiYHE BpaxyBaHHS CTaHy CHCTEMH Ta Xapa-
KTePUCTHK HaBaHTaKeHHs. [IpoBeneHi excrie-
PUMEHTH IiATBEPAUIN OCHOBHY TillOTE3Yy J10C-
JDKEHHS, 3T1OHO 3 AKOI0 KOHTEKCTHO 3alle-
JKHA ajanTailis mapaMmeTpiB y3roJKEeHOCTI Ta
PiBHS MapasesnizMy J03BOJISIE TOCATTH CYTTEBO
Kpamoro 0ajaHCy MiK 3aTPUMKOIO, TTPOITYCK-
HOIO 3/IaTHICTIO, PIBHEM Y3TO/IPKEHOCTI Ta ede-
KTUBHICTIO BUKOPHUCTaHHS PECypCiB TOpIB-
HSIHO 31 CTATHYHHMH IT1JIX0JIaMH.

VY Mexax pobotu ¢opmMalizoBaHO MO-
JIeJTb YXBAJICHHS PillIeHh HA OCHOBI MiHIMI3aIii
OararokputepianbHOi (QYHKIII BapTOCTi, sKa
BpaxoBY€ KIIFOUOBI MapaMeTpH CUCTEMH, 30K-

peMa, 3aTpuMKa, MPOIyCKHA 3JJaTHICTh, PIBEHb
KOH(IIIKTIB 1 3aBaHTaXEHICTh pecypciB. 3a-
npornoHoBany mojiens (ACPM) peanizoBano y
Be0-OpI€HTOBAHMI 3aCTOCYHOK JJIs1 aBTOMATHU-
3aiii nporeciB KOHQIrypaiii, iHOyTBOPEHHS
Ta (popMyBaHHA KOMEPLIMHHUX MPONO3MLINA B
CepeIOBHIII PO3MOALICHO1 1H(OPMAIIHHOT CH-
CTEMH 3 BUCOKHM HaBaHTaXXEHHSIM, IHTETpOBa-
HOT'O B MIKPOCEPBICHY apXiTeKTypy 3 BUKOpPH-
CTaHHSIM KOHTeWHepu3alli, mo 3abe3mneuye
MacmTaboBaHICTh, THYYKICTh PO3TOPTaHHS Ta
MO>KJIUBICTH pOOOTH B YMOBax 3MIHHOT'O HaBa-
HTa)KCHHS.

ExcniepumeHTanbHa OIliHKA IPOJIEMOH-
CTpyBajia eQeKTUBHICTh MIIXOAY: CepeHs 3a-
TpUMKa OOpOOKH 3amuTiB Oyjia 3MEHIIEHa Ha
20—-40% nopiBHSAHO 31 CTpaTerisiIMU 3 PiKcoBa-
HUM BHUCOKHM PiBHEM Y3T0JUKEHOCTI, a POITy-
CKHa 37aTHICTH 3pocia Ha 15-30% 3aBmsiku
a/IalITUBHOMY KepyBaHHIO napajeinizMoMm. Bo-
JTHOYAc 3a0e3MeYeH0 KOHTPOIbOBAHHH PiBEHBb
KOH(IIIKTIB, 10 He TmepeBuinye 2—3%, CBia-
YHUTH MPO JOCATHEHHS 30a1aHCOBAHOTO KOMII-
poMicy MDK TNPOJYKTHBHICTIO Ta HaiiHi-
ctio[ 11].

OTtpumani pe3yabTaTd MiATBEPAKYIOTh
JOTUTHHICT, BUKOPUCTAHHS aJallTUBHHUX TIij-
XOJIIB Y PO3MOIUICHUX cUcTeMax 0OpoOKku Ja-
HUX Ta JIEMOHCTPYIOTh iXHIHA MOTEHITAT JJIs
3aCTOCYBaHHS y BUCOKOHABAaHTAXXEHUX 1H(OP-
MallifHAX CHCTEeMax, 30KpeMa, Y (hiHaHCOBHX
cepBicax, eleKTpoHHii komepuii Ta loT-mar-
dopmax. IlepcnekTBH TOMANBIINX JTOCITI-
JDKEHB TIOJISTaloTh Y PO3poOIli 1HTEIeKTyallb-
HUX METOJIIB aBTOMaTHYHOI'O HaJlallITyBaHHSA
BaroBux KoedimieHTiB ¢yHKUii BapToOCTi, 3a-
CTOCYBAaHHI METOAIB MAIIMHHOTO HaBYaHHS
JUIsl IPOTHO3YBaHHS IOBEIIHKU CUCTEMH, a Ta-
KO PO3IIMPEHHI MOJIEJI Ha TE€TEPOTCHHI PO3-
NOJIUJIEH] CepeoBHIa Ta MYJIbTHXMAapHi iH-
bpacTpyKTypH.
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YJIK 004.4°22:378.1 https://doi.org/10.15407/pp2026.02.037
0. O. Cummnix

APXITEKTYPA ITPOTPAMHOI CHCTEMHU
AHTPONOLEHTPUYHOI JJMUCOETYEPU3ALIIT
HABYAJILHOT'O HABAHTAYKEHHS ¥ 3BO

VY cTaTTi po3rIAOaEThCs apXiTeKTypa MPOrpaMHOi CHCTEMH, IPU3HAYEHOI TS aHTPOIIOIEHTPHUYHOI AUCIIeTYe-
pu3allii HABYAILHOTO HABAHTAXKCHHS y 3aKJIaZax BUIIOI OCBITH TEXHIYHOTO mpodisro. PosrisiHyTa cucrema pe-
ayizoBaHa 3a MPUHIUIIOM MOJYJIbHOrO MOHOuITY Ha miartdopmi NET mij ynpasiiHHIM onepariiHoi cucreMu
Windows Server. CTpykTypa IporpaMHOro KOMILIEKCY BKIIFOUAE YOTHPU OKpeMi (QpyHKIIOHANBHI MOy, 10
BIJINOBINAIOTH 3a 301p Ta 30epiraHHs JaHuX, SAPO ONTHUMI3allii, aJaNTHBHE HABYaHHS Ta IPEICTABICHHS Pe3yJib-
TaTiB KOpHcTyBauy. KoMyHiKallist MK MOIYJISIMU 311HCHIOETBCS Yepe3 BHYTPILIHIO MiJICHCTEMY 00pOOKH ITOIii
Ta 3a JOTIOMOTOI0 ACHHXPOHHUX BUKIIMKIB uepe3 iHTepdericu KoHTeiiHepa iHBepcii 3aJIe)KHOCTEH.

Snpo onTumizauii peanizye riOpuIHUNA €BOMIOLINHNN aNTOPUTM JUCHIETYePHU3allil i3 JBOMA CIIelliani30BaHUMH
TeHeTHYHUMH orneparopami. [lepmmii 3 HUX, XPOHOTHUII-30epiraroUmii oNepaTop CXpeuryBaHHs, OOMPaE TOUKH
PO3pi3y MPONOPLIHHO PI3HUII LUPKATHOTO BHECKY MK OaThKiBCbKUMHU OCOOMHaMHU. HacTynmHHM KpOKOM aH-
TPOMOLIEHTPUYHHI OllepaTop MyTalii 31 3Ba)KEHHMM BUOOPOM CIIOTIB KOHIIGHTPY€E MyTalliiiHUi OI0KeT Ha cilo-
Tax 3 HAHHWKYOIO SKICTIO. Barosi koegilieHTn 6ararokpurepialibHOT HTLOBOT PYHKIIT aAanTyIOThCs MiX ce-
MecTpaMH uepe3 MexaHi3M perpecii 3ajoBosieHocTi. el mpoliec BUKOPUCTOBYE METO/ HaliMEHIINX KBaApaTiB
13 3aCTOCYBaHHSIM 3BOPOTHOI'O 3B'SI3Ky y4acHUKIB. J[Is1 oTprMaHHs OUIBII TOYHHMX PE3yJIbTATIB BUKOPHCTOBY-
€TBCSl METO/] €KCIIOHEHIIITHOTO KOB3HOTO CEPEAHBOr0 0€3 pyYHOro HaJalTyBaHHs rapamerpis. Jlami HaBeneHi
JieTaii pealtizanii nporpaMHOro 3a0e3neueHHs 3 BUKOPUCTaHHM [ILOTO ajrOPUTMY.

[MopiBHSUIBHUIA aHANI3 aNTOPUTMY ITPOBOAMBCS HA TECTOBHX JAHUX 3aKJialy BUILOI ocBiTH 3 BHOipKoro 400 cTy-
IeHTiB, 60 BUKIaaaviB, 42 TucHMIUIIHA. Y pe3ynbraTi 30 He3aaeKHUX 3ayCKIB MIATBEPIKEHO CKOPOUCHHS Yacy
30KHOCTI anroput™y Ha 34% Ta IiIBUIIEHHS SIKOCTI po3Kiany Ha 18.3% y mopiBHsIHHI i3 3arallbHOBUKOPUCTO-
BYyBaHUM F€HETHYHUM aJITOPUTMOM. MexaHi3M perpecii 3a/I0BOJICHOCTI 3a TP LUKJIM aarTamii MiIBUILYE KO-
pelsLiio BaroBux KoeilieHTiB 3 pealbHUMU NpiopuTeTamu yyacHukiB i3 0.61 no 0.89.

Kittouogi crioBa: mporpamMHa apXiTeKTypa, MOIYIBHHI MOHOJIIT, aHTPOIIOIICHTPUYHA TUCTIETICPH3AIIis, €BOIIO-
LIMHUN aJTOPUTM, XPOHOTHIL, T€HETHYHI OllepaTopy, aJallTHBHEe HAaBUaHHS, 3aKJIaJ] BUIIOI OCBITH TEXHIYHOTO
podito

0. O. Sytnik

SOFTWARE SYSTEM ARCHITECTURE FOR
ANTHROPOCENTRIC SCHEDULING OF EDUCATIONAL
WORKLOAD IN HIGHER EDUCATION INSTITUTIONS

The article examines the architecture of a software system designed for anthropocentric dispatching of academic
workload in technical higher education institutions. The system is implemented as a modular monolith on the
NET platform running under Windows Server. The software complex consists of four distinct functional mod-
ules: data collection and storage, the optimization core, adaptive learning, and result presentation to the user.
Inter-module communication is carried out through an internal event processing subsystem and via asynchronous
calls through dependency injection container interfaces.

The optimization core implements a hybrid evolutionary dispatching algorithm with two specialized genetic
operators. The first of them, the chronotype-preserving crossover operator, selects cut points proportional to the
difference in circadian contributions between the parent individuals. The next step is the anthropocentric muta-
tion operator with weighted slot selection, which allocates the mutation budget to the lowest-quality slots. The
weight coefficients of the multi-criteria objective function are adapted between semesters through a satisfaction
regression mechanism. This process uses the least squares method with participant feedback applied. To obtain
more accurate results, the exponential moving average method is used without manual parameter tuning. The
implementation details of the software using this algorithm are provided below.

The algorithm's comparative analysis was conducted on test data from a higher education institution, comprising
400 students, 60 instructors, and 42 disciplines. Across 30 independent runs, a 34% reduction in algorithm con-
vergence time and an 18.3% improvement in schedule quality were confirmed compared to a conventional ge-
netic algorithm. The satisfaction regression mechanism across three adaptation cycles increases the correlation
between the weight coefficients and the actual participant priorities from 0.61 to 0.89.

Keywords: software architecture, modular monolith, anthropocentric scheduling, evolutionary algorithm,
chronotype, genetic operators, adaptive learning, technical higher education institution
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1. Beryn

Cran po3BHUTKY iH(pOpMALIHUX TeX-
HOJIOTiM Ha ChOT'OJIHI 3YMOBJIIO€ aKTYaJbHICTh
3a/1a4i aBTOMaTH30BaHOTO TUIAHYBAaHHS HaBYa-
JBHOTO TPOIECY B 3aKiiajjaX BHILOI OCBITH
(3BO). 3a3Buuyaii BUKOPUCTOBYBaHI ajaropu-
TMHU JUCTIETYepU3allii OpPIEHTOBAHI BUKIFOYHO
Ha TEXHIYHI OOMEXEHHs, HANPHUKIJIAM, YHUK-
HEHHs KOH(UIIKTIB MiJ Yac pO3MOAUICHHS ay-
TUTOPiN Ta BHKJIamadiB. Ajie y TOH ke dac
BOHHU HE BPaxXxOBYIOTh XpOHOO10JIOTIYHI i KOT-
HITHBHI XapaKTepUCTHKH YYaCHHKIB OCBIT-
HBOTO TIporiecy [ 1, 2]. BHacmigok boro po3k-
Jaj, 10 3/1a€ThCS ONTUMAIBHUM 3 OpraHi3a-
IHOT TOUKH 30py, MOXKE CYTTEBO 3HUKYBATH
e(eKTUBHICTh HaBUYaHHS 4Yepe3 HEeBiMOBIM-
HICTh IHIWBIAyaJdbHUM ITUPKATHUM pPHUTMaM
CTYJICHTIB 1 BUKJIQ/IaviB.

AHTpONIONEHTPUYHHUNA MiAXiA, 3ampo-
MOHOBaHUH y [3], pO3MIHMpPIOE IITLOBY (DYHK-
1[I0 ONTUMI3allii 32 paXyHOK YpaxyBaHHS KOM-
MOHEHTIB LUPKATHOI Y3rOKEHOCTI], IICUXOJIO0-
riuHoro KoM(popry Ta KOTHITHBHOI e€()eKTHB-
HOCTI. Pe3ynpTaTu 3HAYHOI KiJIBKOCTI JOCII-
JoKeHb [1, 4] miATBepHKYIOTh, IO BIAMOBII-
HICTh PO3KJIaJy Ta XPOHOTHUIIIB YUYACHUKIB Ha-
BYQJIBHOTO TMPOIIECy IMIiABUIIYE aKaJeMidyHy
YCHIIIHICTh Y cepeinboMy Ha 15% [5, 6], a He-
Y3TOJKCHICTh CIPUYUHSE e(DEeKT COIIabHOTO
mxetrnary [7]. Lle € HeraTuBHUM (haKTOpPOM,
10 TIO3HAYAETHCS Ha MOTHBAIII] Ta SKOCTI 3a-
CBOEHHS MaTepiaiy.

[Ipote y po6oTi [3] onricaHo cyTO Ma-
TEMAaTHYHY MOJEIbh Ta KOHLENTYalbHHUI all-
ropuT™M. Y Hili HE HaBEJEHO JeTalel apxiTe-
KTYpPHU KOMILIEKCY MPOTPaMHUX cHCTeM. Bi-
CYTHICTh YITKOI TeXHIYHOI crenudikamii
YHEMOXJIMBIIIOE BIATBOPEHHS Ta MPAKTUIHE
BIIPOBA/KEHHS 3aIPOMOHOBAHOTO MiIXOIy Y
BiTum3HsaHI ACY HaBYaJIbHUM IMPOIECOM Y
3BO. Jlana cTtaTTs yCyBa€ II0 MPOTaJHUHY,
MPOMOHYIOYH TIOBHUM OMHUC apXiTeKTypH
MNPOTPAaMHOI CUCTEMH aHTPOMOUEHTPUYHOT
nucneruepusanii (IICAJl) 3 ¢opmanbHUMU
crierudikaiisiMid KOMIIOHEHTIB Ta IXHIX 1HTe-
podeiicib.

MeTor maHOi CTaTTi € po3podka Ta
OIKC apXITEKTYpH MPOrPaMHOI CHCTEMH, IO
peaitizye MeTOJi aHTPOTIOLIEHTPHYHOI JHUCIICT-
yepmzaritii (AM/J]) [3]. Lle Takox BKITtOYaE Crie-
uQikaiio KOMIIOHEHTIB, iX iHTepdelciB Ta
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CXeM B3aeMomil. 3aBHaHHSIM IOCHIIIKEHHS €
dopmanizaniss apXiTeKTypHUX KOMIIOHEHTIB
[ICA/] ta cneuundikanis intepdeiicis API. Ta-
KOXX y CTaTTi MICTUTbCS BepuDiKallist apXiTek-
TypY Ha OCHOBI MTOPIBHSUIBHOTO aHaJi3y YOTH-
pPHOX KOH(}Irypamiii anroputMy Ha peasbHHX
naHux (yHKI1OHyBaHHS TUnosoro 3BO.

2. Orasa cyMiszkKHUX MiaXoaiB

3ajaya aBTOMATH30BAHOTO CKIIAJaHHS
yHiBepcurercbkoro poskiaay (UCTP) nane-
XKUTH 10 Kinacy NP-ckimagHux KoMOiHaTOPHUX
3anad 8, 9]. IcHyroui mporpamHi pilieHHs Kiia-
CU(]IKYIOTbCS 32 apXITEKTypHUM IMiIXOJIOM:
MOHOJITHI CUCTEMHU 3 BOYJOBAaHUM ILIaHYyBa-
JBHUKOM, CEpBiC OPIEHTOBAHI apXiTEKTypH Ta
MikpocepBicHi atgopmu. binbiicts npoMu-
cnoBux cucreM (FET, UniTime, Tablix) Buko-
PUCTOBYE MOHOJITHY apXiTEKTypy, 10 oOMe-
KY€ MacIITabOBaHICTb.

Burke ta Petrovic [8] cucremarusy-
BaJIM constraint-preserving oneparopu GA s
UCTP, 30cepenuBmnch Ha TEXHIYHHX OOMe-
xenHsax. Abdelhalim ta El Khayat [9] 3ampo-
noHyBanu GA Ha OCHOBI MAaTPUYHOTO KOMY-
BaHHs PO3KJIady, IO 3amodirae KoHQIKTam
npusHaueHnb. Gozali et al. [10] 3acTocoByOTH
ocTpiBHy Mojaenb GA 3 MOABIHHOI Mirpa-
Li€I0, JOCSATAOUM OUTBINOI PI3HOMAHITHOCTI
MOMYJIAI, are 6€3 aHTPOIOIEHTPUIHUX 1HBA-
piaHTiB.

Rezaeipanah et al. [11] po3poOuu ri6-
punHuii napanenbHuii GA 3 TOKaJIbHUM MOITY-
koM it UCTP. Ixwiit mimxis KOMOiHye rio0a-
apHUN TomrykK GA 3 1eTepMiHICTUYHOIO ONTH-
Mi3alli€ro B MeXaxX KOXKHOI 0COOMHH, IO JO-
3BOJISIE IOCSATTU Kpalloi SKOCTI PO3B’SI3Ky MpH
¢ikcoBaHiif KiTbKOCTI MOKodiHb. [IpoTe apxi-
TEKTypa 3allpOIOHOBAHOI CHCTEMHU 3ajMIla-
€THCSI MOHOJIITHOIO: MOJIYJIb ONITHUMI3AIli1l, MO-
IyJib 30epiraHHs AaHUX Ta iHTepQeic Kopuc-
TyBada pO3TOPHYTI K €IMHUN 3aCTOCYHOK, 110
YHEMOXJIUBIIIOE HE3aJeKHE MacIITa0yBaHHS
KOMITOHEHTIB.

Gozali et al. [10] 3acTocoBy0TH OCTpi-
BHY Mojienb GA 3 MOABIHHOIO MITpaIi€ro, J10-
csiraroyM OUIBIIOT PI3HOMAHITHOCTI MOMYJIAIIT
3aBISKH TapaJieJbHIA €BOJIFOIIT ITiAMOMYJIs-
iid. Xo4a OCTpiBHA MOJIEIbh MPHUPOIHO BiJIO-
OpakaeTbCsA Ha apXIiTEKTYpy 3 KUIbKOMa BY3-
JaMH, aBTOPH HE PO3TIISIAI0Th apXITEKTYPHUX
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aCTMeKTIB PO3TOPTaHHS CUCTEMH 1 HE BBOJATH
aHTPOTOLIEHTPUYHUX 1HBApiaHTIB B oOlepa-
TOpH.

Mahlous Ta Mahlous [12] 3anpomnony-
Baiu GA 3 ypaxyBaHHSIM NpedepeHLiii cTye-
HTIB I110/10 Yacy NPOBEICHHs 3aHSATh, 1110 CTAJIO
MEepIIMM KPOKOM JIO0 aHTPOIOLIEHTPUIHOTO
MiaXoay, oAHak 6e3 popmanbHOT MozAeTi Xpo-
HOO10J0T1YHUX OOMEXKEHh Ta aJallTUBHOIO
MexaHi3My Bar. Rezaeipanah et al. [11] po3po-
Oounu riopunHuil napanensHuil GA 3 nokanb-
HuM nomrykoMm st UCTP, mo nemoHcTpye
Kpairy 301KHICTh TTOPIBHSHO 3 6a30BUM GA.

Ha piBHi apXiTeKTypH IpOrpaMHUX CH-
cteMm Dunke Ta Nickel [12] 3anpononyBanu
OaraTopiBHEBYy MaTeMaTU4YHY EBPHCTUKY 3
ypaxyBaHHSIM npedepeHIiii CTyIeHTIB, aje
0e3 XpOHOO010JIOTIYHUX OOMEKEHb Ta aJaNTHB-
HOTO MexaHi3My. Almohammadi et al. [13] po-
3poOMIIN CUCTEMY pEeKOMEH Al TUMy 2 Heyi-
TKO{ JIOTIKH ISl aJalITHBHOTO HABYaHHS, BUPI-
HIYIOYH 33/1a4y IepCoHali3allii KOHTEHTY, a He
ONTHUMI3aIli] PO3KIA Y.

AHai3 BiIOMHX HayKOBHX ITyOJiKaIliit
MOKa3y€e BIJACYTHICTh apXiTEKTYpHOro pi-
LIeHHsI, sike 0 00'eHYyBajIO aHTPOIOLEHTPH-
YHY MOJIeJb LUTb0BOI (PyHKIIT 3 XpoHOOi0NIO0-
TYHUMH KOMIIOHEHTAaMH Ta JIOMEHHO-OpPi€H-
TOBaHI T€HETUYHI OINEepaToOpH, M0 30epiraroTh
AHTPOIIOIIEHTPUYHI iIHBapiaHTH y Tpoleci pe-
koMOiHamii. Takox epeKkTHBHE PIIICHHS II0-
BUHHO BKJIIOYATH aJalTHBHUN MEXaHi3M KO-
pUTYBaHHSI BaroBUX Koe(ilieHTIB Ha OCHOBI
3BOPOTHOTO 3B'A3KYy BiJl yYacHHKIB 0e3 pyd-
HOTO HaNAIITyBaHHS.

3. ApxiTekTypa nporpaMHoi
cucremu AMJ{

3.1. 3araabHa crpykrypa. [IporoTun
IIPOrpaMHOI CUCTEMH aHTPOIIOLEHTPUYHOI I1-
cneryepusanii (IICAJ]) peanizoBanuii 3a ma-
TEPHOM PO3POOKH MOAYIHHOTO MOHOJITY Ha
matdopmi .NET 3 po3minieHHsIMH y cepesio-
BUIII i YIPaBIiHHAM ONEpaniiHoi CUCTeMHU
Windows Server. ApxiTekTypa TpPOTOTHITY
MIPOTPAMHOTO 3a0€3MEeUCHHS BKIIOYAE YOTHPU
(hyHKITIOHAJIbHI MOJTYJTi 31 CTPOTOIO 130JISITIEI0
kouTpakTiB: DCS, OC, SRA Ta PS. KoxeHn mo-
IyJIb € OKPEMHUM IIPOEKTOM Ha MOBI1 ITPOTpamy-
BanHs C# y equnomy pimensi Visual Studio i

B3a€EMO/II€ 3 IHITUMHU BUKIIFOYHO Yepe3 Mmy0.ti-
yHi iHTep¢elcu Ta BHYTPIIHIO IIUHY, peai-
3oBaHy Ha MediatR.

Ha puc. 1 HaBeeHO 3arajibHy apXiTek-
Typy CHCT€MHU Ta MOTOKHU JAHUX MK MOJAY-
JsMU. 30BHIMIHIMU JDKEpETaMHU € IeKaHaTChKa
cucTeMa Ta pe3yJbTaTh ONMUTYBAaHHS YYacHU-
KiB 32 IIKaJOK XPOHOTHIIOBUX TEpeBar, sKi
HaJXOJATh 10 MOJTYJis 300py naHux. Bin nepe-
Jla€ HOpMaJli30BaHi HAaBYAJIbHI MJIAHU Ta Mpo-
¢1imi no siapa ontumizanii. Ilicist 3aBepiieHHs
CEMECTPY MOJYJh aJalTUBHOTO HaBYAHHSA
OTPUMYE OITIHKH 33JI0BOJICHOCTI YYaCHUKIB Ta
OHOBJICHI KOMITOHEHTH I[IJIbOBOI (YHKIIi1, 00-
YHCIII0O€ CKOPUTOBAH1 BaroBi Koe(ilieHTH 1 1o-
BepTac iX APy IS HACTYIMHOTO IHKITY OINTH-
Mizamii. Moaynb npeacTaBieHHs pe3yibTaTiB
OTPUMYE ONTUMAIBHUN PO3KIAJ 1 HaJae oro
aJMiHICTpaTOpy Ta y4aCHUKaM depe3 BeO 1HTe-
poeiic 1 ¢aitnu excropry.

JeKanaTchKa CHCTEMA YaacHARE
(LMS / Excel) (apkeTH MEQ)

v v

Mogyaw 16opy Ta ddepiranma Japax (DCS)
REST APT anamrep
(Moodle / Blackboard)

T
HapgaIbHi naHmn
KporoTrmori mpodini

CXOBIITE JAHIX
MS SQL Server
{(EF Core, Code First)

StartOptimizationCommand

\ o i‘
Sapo onreMizanil (OC) E =
S ~
“n.no o Onepatop CPC =3
Ininianizanis momymsmil patop & : =
KAIOHA TOGVIORa) (EPOHOTHT-20e piraroaITi = §
LAt & KpocoBep) e EZ
b, =2

- . 4

Oneparop AWM VIpasniHus NONYIHico
(aHTpomOUSHTPIMHA (TypHipHa cenermim, u+h |
MyTamiz) BinGip) |
L. .y

[ OuoBneHi Barn

SemesterCompletedEvent |

|
Moayae ATANTARHOTG HABTAREA (SRA) |.:

OLS-perpecis
36ip 2BOPOTHOTO 3B'AIKY 33 TOBOMEHOCTI

¥
! (OINTYBAHEA YIACHIKIE) ~+ EMA-3IaEyYBa HHA
(MathMNet. Numerics)

8

.
- T
Onriggn _ ONTIMATEHIT POIETAT
J3AI0BOIEHOCTI OptimizationCompletedEvent

I

MoIyas NPeIcTARICHAA PeVAETATIE (P5)

Excnopr possnany
(iCalendar / Excel / PDF)
+ AHANITHYHIT Jamdop

(SignalR WebSockets)

Blazor Server + _\-ludBlasz

.

. !

- ( AaminicTpaTop 3BCI> (\Bumnﬂi Cl')ﬂeu'-l}:l;u

—

Puc. 1. ApxitekTypa mporpamHoi cuc-
TEMHU aHTPOIOIECHTPUYHOI JUCIIeTYEpHU3allii
HaBYAJIbHOT'O HABAHTAKECHHS
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B3aemonis Mixk MOZlyJIsSIMU pealli3oBaHa
gyepe3 BHYTPIIIHIO INIWHY KOMaHA 1 MOJiA
(MediatR) Ta cMHXpOHHI BUKIIUKH Yepe3 1HTep-
¢eiicu IoC-kontelinepa. MediatR 3actocoBy-
€TbCS JUIA TpUBaJUX oneparliil: 3amyck OC Bu-
KOHyeThes uepe3 StartOptimizationCommand,
pe3ynbTaTtu TepeTatOThCS qepes
OptimizationCompletedEvent. Ycsa B3aemopmis
noryetbcst 4epe3 Serilog 3 BHBEICHHSIM Yy
Windows Event Log Ta B Tabnuitto aynuty MS
SQL.

BuOip MoaypHOTr0 MOHOJITY 00YMOB-
JeHui cneurikoro 3aaayi Ta THnoBoto [T-1H-
¢bpactpykTyporo BiTunsHsHuX 3BO, ski nepe-
BaXHO BUKOpPUCTOBYIOTH Windows Server i
MaroTh Jinensito MS SQL. Moaynbanii MOHO-
JIT He MoTpedye OpKecTpaTopa KOHTEHHEPIB 1
NpUpoAHO 1HTErpyeTbest B Windows-iHppa-
cTpyktypy uepe3 IIS. Posropranns 3uilicHto-
€ThCS aBTOMaTu3oBaHO 4depe3 PowerShell
DSC-ckpunty; OHOBJICHHS BUKOHYETHCS Ye-
pe3 Blue-Green deployment na piBHi IS
Application Pools.

Jliss CTBOpPEHHSI MPOTOTHUITY CHUCTEMU
I[ICAJl Mmu 0Opanu HACTYITHUN CTEK TEXHOJIO-
riii: .NET, MS SQL Server (3 miaxomom po-
6otu 3 nanumu Code First), Blazor Server 3
JoAdaTKOBUMK  KommnoHeHTtamu MudBlazor,
MediatR, IMemoryCache, Serilog,
MathNet.Numerics (11 MAaTpUIHHX OTEpaIlii
OLS), EPPlus myst ekciopty manux y ¢opmar
Excel, QuestPDF, Prometheus. NET Ta
Grafana ns MOHITOPHHTY J1arHOCTUYHUX J1a-
Hux. Cucrema posropuyra sk Windows
Service Ha Windows Server 3 IIS sk 3BopoT-
HUM npokci 1yt Blazor Server. Aytentudika-
1Iis peastizoBaHa yepe3 0a30Bi 3aCO0M €KOCHC-
temu .NET 3 poiiboBOIO MOIEIIIIO: aIMiHICT-
partop, BUKJIaaad, CTy/ICHT.

[305ms111i51 MOTYJTiB 3a0€3MEUyETHCS YiT-
KUMH apXITeKTYPHUMH TpaBUIIAMHU: KOXKEH
Moayis Mae BnacHui Database Context (y pa-
Mmkax ¢perimBopky EF), Bnacuuii HaGip cyTHO-
cTed Ta mirpanii gaHux. Moy He 3BepTa-
10ThCsl Hanpsimy 10 DbContext iHIINX MOmy-
JiB, a JMie 4yepe3 myosiuHi iHTepdeiicu abo
nonii MediatR. TecTyBaHHS TpPOBOAMTHCS 32
normomororo makeriB xUnit ta EF Core
InMemory. MeTpuku 30HpalOThCS  uepes3
System.Diagnostics.Metrics 1 BUBOAATBCA Y
Grafana 3 Bukopucranusm Prometheus. NET.
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Kontpaktu cucremu [1CA ] Bu3HaueH1
y cepsicax npoctopy iMmeH PSAD.Contracts i3
KUTTEBUM ITUKIIOM Scoped /1t cepBiciB, 3aie-
xuux Big BJ] ta Singleton ans xemoBaHux
cepaiciB Ta BackgroundService Be6 3acrocy-
HKY.

TunoBmii cueHapiit 3aIycKy ceMecTpy
BKJItOUa€e HacTymHi kpoku: (1) axMminicTparop
imnoprye wran y DCS; (2) DCS mybnikye
CurriculumReadyEvent; (3) OC o6po6sie mo-
nito, 3amyckae StartOptimizationCommand.
[Ticas uporo OC nmyOIiKye MO1it0 3aBEPIICHHS
mporecy aucneTdepusanii qanux, i PS oHos-
mioe Ul gepes SignalR. Yci komannu ta nmoaii
JIOTYIOThCS 3a gfonoMororo Serilog mo 6a3u na-
HUX 3 aTOMapHUMHM TpaH3aKiisMu. Takui -
X1 TapaHTye€ OIHOYAaCHO BHUCOKY e(eKTHB-
HICTh 1HTEepdEHCy KOpUCTyBaya 32 METPUKAMHU
BeO Opaysepa Ta HAJICKHUHN PIBEHb KOHCHUCTE-
HTHOCTI poOOTH 3 JAHMMH Ha CTOPOHI CEpBEpA.

3.2. Ilincucrema 300py Ta 30epi-
ranns aanux (DCS). DCS Bianosigae 3a
OTPUMAaHHS, BaJiJalil0 Ta HOPMATI3AIII0
TPhOX KJIACIB BXIJHHX JaHUX: HABYAIBHHUX
IUTaHIB 1 JIOpy4YeHb, XPOHOTUIIOBHUX MPOQiTiB
yuacHHUKIB (Ha ocHoBi MEQ-onuryBaibHuKa
[2]) Ta MaTpuILl KOTHITUBHOI CYMICHOCTI JTUC-
UTLTIH S:[sij].

XpoHotunosi mnpodini  Kracugiky-
I0ThCsl 3a I'sTOanbHOIO mmKaitor MEQ: sB-
HU paHkoBuil (>70), MOMIpHMH pPaHKOBHMA
(59-70), npomixuuii (42—58), momipHUil Bedi-
pHiit (31-41), sBauii BewipHii (<31). OyHKLis
IUPKATHOI aKTHBHOCTI f (Z‘, ;() BimoOpakae

OYiKyBaHy KOTHITUBHY IPOAYKTUBHICTH y4ac-
HUKa Y KOXXHOMY YaCOBOMY CJIOTi T, 3aJIC)KHO
Bix xponotuny Y [14, 15]. Hocaimkenns [1, 6]
MiITBEP/UKYIOTh, IO BIIXWICHHS PO3KIATY
BiJl ONITUMAJIbHUX CJIOTIB XPOHOTHUILY 3HUXKYE
aKaJIEMIYHy YCIIIIHICTh y CEpeJHhOMY Ha
15%.

HopwmasmizoBanuii XpOHOTHIIOBUN 1H-
JIeKC yYacHHKa p BU3HAYAETHCA 32 (POpMYIIOI0:

ME -

_MEQ(p)-16

70

ne MEQ(p) € 6anom 3a onuTyBalbHU-
koM XopHa—OctOepra [14], MEQ_min = 16,
MEQ max = 86, ¢ € [0, 1]. Ha ocHOBI ) 004n-
CIOETHCA  (DYHKITIS IUPKATHOT aKTUBHOCTI
o(T, 1)

2(p)
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(r—rpeak (;())2
20°

. ()

o(7.7)=exp| -

ne t_peak(y) € onTUMaIbHUM YaCOBUM
CIIOTOM [Tl XPOHOTHUITY )(:

Z-peak (Z):Te +(Tm _Te) ) Z ’ (6)

ne T m = 8:00 (paHKOBHH TIK), T € =
20:00 (BeuipHiit), rox. 3HaueHHS iHAECKCA @ =
1.0 BigmoBiza€ ONTUMAIBLHOMY CIOTY, a @ <
0.5 TIPHUCBOIOETHCS YACTKOBO ONTHMAIEHOMY
cioty. Bci 3HAa4YeHHS CIOTIB KEIIYHOTHCS B
IMemoryCache 3i 3nagennssm TTL = 24 ro-
JIVHH.

Cucrema DCS peanizye cranmapt
REST API mns inrerpanii 3 LMS (Moodle,
Blackboard) Ta nexaHaTCbKUMHU CHCTEMaMH.
Cxema laHuX MiATPUMYE BEpCiIOBaHHS HaBYa-
npHUX TUiaHiB (SemVer). Moaynp Bamigarii
MepeBipsi€  y3TOKEHICTh JIOPYYEHb: KOXKHA
TUCIMIUTIHA Ma€ IOHAHMEHIIIe OJTHOTO BUKJIa-
Jada, a Ko>kKHa rpyrna OTpUMYye TIOBHHIA HaBYa-
JTBbHUN TUTaH. Matpuiis S 30epiraeTbest OKpeEMo
B/l TJIaHIB, OCKUIBKY 3aJICKUTH BiJl 3MICTY JTU-
CIIUIUIIH, @ HE BiJ KOHKPETHOTO CEMECTDY.

Cxema tabnuip 6a3u qanux DCS HOp-
MamizoBana g0 3NF: tabmuus Groups
(Groupld PK, Name, Semesterld FK,
AvgChronotype),  Tabmuus Teachers
(Teacherld PK, Name, ChronotypeScore),
tabmuus Disciplines (Disciplineld PK, Name,
Cognitivel.oad € [0,1]), Tabmuist Assignments
(Assignmentld PK, Groupld FK, Teacherld
FK, Disciplineld FK, HoursPerWeek), Ta6-
mua  CognitiveCompatibility (Disciplinelld
FK, Discipline2ld FK, Sij € [—1, 1]). Knacre-
pHi iHaekcu o (Semesterld, Groupld) 3a6e3-
neuytoTh yac BuOipku O(log n). 3nadenns Sij
> () BCTAaHOBIIIOE CHHEPTI10, Sij < 0 hopmye KO-
THITUBHUM KOH(JIIKT PO3MIIIEHHS YacOBHUX
CJIOTIB.

JlogaTKkoBy yBary y XoJi po3poOaeHHs
apXITeKTypu HaJaHO MOJENl JaHUX IIiICHC-
temu DCS. HaBuanbHuii mian 30epiraerbes B
pemsminnin cxemi BJI MS SQL: TtaGmwuii
Groups, Teachers, Disciplines, Assignments 3
KJIacTepHUMHU 1HAeKkcamMu 1o Semesterld 1
Groupld. EF ctBOproe cxemy 06a3m JaHUX 32
nonomororo Mirparii Code First. XpoHoTu-
noBi mpodim 30epiraroTbes y  Tabmui
ChronotypeProfiles. IMemoryCache 36epirae
MeTpukH sikocTi ¢noTiB 3 TTL 30 xBwiuH i aB-

TOMATHYHOIO 1HBAJIIIAIIEIO IT1]T 4ac CTapTy HO-
BOTO 3aBJaHHS.

Monayns cuaxponizanii 3 LMS peari-
3y€ ajantepu I ABOX HANMOLIMPEHININX
wiardopm: Moodle ta Blackboard 3 Bukopwuc-
taHnHaM REST API. AnanTtepu peani3yroTs na-
TepH «Adapter» 1 HafaTh yHi()iKOBaHUH iH-
tepdetic st DCS He3anexHO BiJl BUKOPUCTO-
ByBaHoi LMS. 3a Bincytnocti LMS DCS mig-
TPUMY€E IMIIOPT HaBUAJILHUX IUIaHIB 3 Excel-
¢aiiniB crangapTH3oBaHoro ¢opmary, 1o 3a-
Oesrneuye cyMicHICTh 13 3BO, 1110 He BUKOpHC-
TOBYI0OTH LMS.

3.3. Aapo ontumizauii (OC). OC pea-
mizye anroputm AMJL [3] 1 ckimamaeTbes 3
I'STU MOJIYJTIB: KOJYBaHHS XPOMOCOM, 1HIIia-
mizanii nonyssuii, oneparopis CPC ta AWM,
YOPaBIiHHS MOMYJIAIIEI0 Ta OOUYMCIEHHS Ii-
JTH0BOT (PYHKIIII.

IIpocropora cknagnicts UCTP: |Q| =
(G x E x RYN(DxS). dnsa G=18, E=60, R=30,
D=6, S=8 maemo |Q] > 103, GA 3 P=200 noc-
nimkye O(P x T) Todok; oouncienns F(x) mae
cxianHicts O(D X S x G) npu KeNIoBaHUX .

Komnonentn 1uinmboBoi ¢yHkmii F(X)
dbopManbHO BU3HAYAIOTHCS HACTYITHUM YH-
HOM. KOMITOHEHT TE€XHIYHOT SIKOCTI:
Fa()=1-—S0 )

D-S-G

ne C(x) € KUTbKICTIO KOH(MIIKTHUX CJIO-
TiB, a D X S X G € 3arajJibHOIO X KUJIBKICTIO.
KoMIOHEeHT 1upKaHO1 Y3TOKEHOCTI:

1
o
, (8)

nea {g.d,s}(x)€ {0,1} € inaMKaTOpPOM
MIPU3HAYCHHSA 3aHATTS, @ 3 hopmynu (5). Kom-
MMOHEHT MICUXOJIOTTYHOTO KOM(OPTY:

G_load(x) ©)

F
,u_load(x)+8

e (¥)=1-
ne ¢ load, pu load e BigxuneHHSM Ta

CepeIHIM 3HAYCHHsIM Tap Ha neHb, € = 0.01.

KoMMNOHEHT KOTHITUBHOI €()eKTHBHOCTI:

Fow ()= =% {g.d}xS(g.dux) , (10

ne S(g, d, x) = cepenne Sij cymikHuX
JUCLUIUTIH IPyIH g y AeHb d. Y1 KOMIIOHEHTH
€ [0, 1]; repair() rapantye F_tech(moromku) >
min(F_tech(6atbkn)).

41
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dopManbHUN amapar MaTeMaTUYHUX
CTPYKTYpP aHTPONOIEHTPUYHOI AUCTIETUEpU3a-
1ii [ 16] BkIItOUa€e 10BeIeHHS KOPEKTHOCTI OT1e-
paropiB CPC ta AWM mono 36epexeHHs
XPOHOTHUIIOBUX 1HBAPIaHTIB, IO IMiATBEPIKYE
TEOPETUYHY OOTPYHTOBAHICTh 3alpOIOHOBA-
HUX TEHETUYHUX OTEePaTOPIB.

MeToan MamIMHHOTO HABYAHHS JUIS
UCTP [17, 18] noka3yroTh BHUILy TOYHICTh Ha
ITC-2019, ane norpebyrors GPU. EBomtomiii-
uuit miaxig [ICAJ] e OinbIn NPaKTUYHUM IS
3BO i3 oOmexeHoro IT-iHppacTpyKTypOtO.

[linboBa QyHKIIiS Ma€e TaKUA BUTIIS;
F (x,w):w] -F

tech

+w, - F,

cire

(1)

1€ W, —W, € BarOBUMH Koe]illieHTaMH

+w; - F

psych + W4 ' F

(Xw,=1); F,,, BIINOBiNA€ BIICYTHOCTI KOH(-

JKTIB pecypciB; F

circ

€ IUpKagHa y3roJpKe-

HICTh; F ., BIINOBIIAE CHUXONOTIYHOMY KO-

MbopTy (PIBHOMIPHICTb HABAHTAKEHHSA); F,

€ KOTHITMBHOIO €(EKTHBHICTIO (CyMICHICTh
TUCIUILUTIH y MEXaX JTHS).

KoHa XpoMocoMa KOLYEThCS TPHBH-
mipuum mMacusoM x[d |[s][g]=(e.”): d Bimmo-

Bimae quto (Bix 1 g0 5), s BianmoBigae mapi (Bia
1 1o 6), g BiAMOBia€ TPyMi, € BiANOBIIa€ BU-
KJIajavy, r Bianosigae ayautopii. Koxxna oco-
Ouna 30epira€e 3HA4YEHHS BEKTOpa MeT-
pUK

m :(circ __score, psych _load ,cogn _ score)

JUISl YHUKHEHHS IMOBTOPHHX OOYHMCIICHb Ta
HPOLIECOPHOTO HABAHTAXKEHHSI TPH 3aCTOCY-
BaHHI ONepaTopiB.

Omnepatop CPC (Chronotype-
Preserving Crossover) o0upae TOYKH po3pizy
MPOTIOPIIIAHO PIZHUIN IHMPKATHOTO BHECKY
MIiK OaTbKaMHu:

2% [d]=s0ﬁmax(A[d]),
(x0od)=F (x5d )|, @)

Jui 3 Benukum 3HaueHHsIM A[d] € iH-
(hopMaTUBHIIIMMUA TOYKAMHU pO3pi3y: Halla-
JIOK YCHaJIKOBY€ Kpally JACHHY XPOHOTHUIIOBY
CTPYKTYpPY BiZ BiamoBimHoro 6arbka. [Iporie-
aypa repair(X) BiZHOBIIOE TEXHIYHI oOMe-
YKEHHs 0€3 3MIHU JICHHOI CTPYKTYPH: JUIsl KOH-
(ITIKTHOTO CIIOTA ITYKA€THCS HAUOIMKIUI Bi-

F

circ

Ald)=
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cogn

JBHHAN Y MEKaX TOTO K JIHS 32 XPOHOTHUIIOBOIO
SKICTIO.

Oneparop AWM (Anthropocentric
Weighted Mutation) peainizye softmax-3Baxe-

HUHI BHOIp clioTa 1A MyTa-
uii: logit(d,s,g)=-pq(d.s,g),
ne g=wya+wy;(1-1)+w,c.  Ilpu  3Ha-

yeHHl f=2.0 AWM KOHLEHTpye MyTaIliii-

HUH OI0JDKET Ha CIIOTAaX 13 HAWHMKYOI0 aHTPO-
NIOLIEHTPUYHOKO sKicTI0. ba3oBumu mapamer-

pamu oC e: |P|=200, p,,, =0.85
, Py =0.15, k=5, f=2.0. Jlna ekcneprme-

HTY B3TO MakcuMyM 500 MOKOJIHB 3 TIOKa3-
HUKOM ctarHarii y 50 mokomninb 3 AF<0.001.

Moaynb CTBOpPEHHS MOMYJIAIII peati-
3y€ paHIOMI30BaHy kaai0OHy MOOYIOBY: JUIS
KOKHOI IPYIIU g 3aHATTSA 3 HABYAJIBHOT'O IIJIaHy
NMPU3HAYAIOTHCS y BHITATKOBOMY TIOPSIKY, aje
3 ypaxyBaHHSM XpoOHOTHUITy Tpynu. ToOTo, 3a-
HSTTS 3 BUIIUM KOTHITUBHUM HaBaHTa)KCHHSIM
OTPUMYIOTH MIPIOPUTET Y CIIOTAX 3 BUILUM 3Ha-
yeHHsIM (YHKIIT [HUpPKagHOI  aKTUBHOCTI

f (r, xe ) . Ile 3abe3neuye MOYaTKOBY MOITYJISI-

I[II0 3 BUIIOI AHTPONOIEHTPUYHOIO SIKICTIO
MOPIBHSIHO 3 PIBHOMIPHO BUMIAAKOBOIO iHiIlia-
J3aIIi€r0, 1[0 CKOPOYYE KIJIbKICTh TOKOJIIHB 70
BUXOJy aJITOPUTMY Ha IJIaTO SIKOCTI.

OyHKIII€0 repair(x) I KOXKHOI'O

KOH(MIIKTHOTO ciioTa (c1) BUKOHYEThCS MOITYK
BUTBHOTO CJIOTa (C2) B MeXax TOro x AHsA d y
MOPSANIKY CHagaHHS XPOHOTUIIOBOI SIKOCTI.
SIKII0 BUIBHOTO CJIOTa B MEXKax IHSA HE 3Haii-
JICHO, BUKOHY€ETHCS NIepeMillleHHs 10 HaiOIu-
YKYOTO0 JTHS 3 MiHIMaJIbHUM 3HMKEHHsM F_circ.
e rapantye, mo CPC Hikonu He moripurye
koMmroHeHT F_tech momo GaTbKiBCHKUX XpoO-
MOCOM.

VYrpaBiaiHHA TOMYJSLIEI0  3A1HMCHIO-
€Tbcs Ha 0a3i eniTapHOi cTparerii, sika 30epi-
rae makcumaiibHi 5% (to06to 10 3 200). 190 Ho-
Bux ocooun: 70% namanku CPC, 30% namia-
nku AWM. Ilepesanyck BuOipku BigOyBa-
erbes npu 3HadeHHI OF < 0.001 3a 50 moko-
mab: HokHl 50% 3aMIHIOIOTBCS KaaiOHOIO
iHiiamizamniero 31 30epeskeHHsM eniti. TypHi-
pHa CeJeKIlis MPaIloe 3 CEpeIHIM 3HAUCHHIM
koedimienta k = 5, mo Oyio BUKOPUCTAHO y
IHIIIOMY E€KCIIEPUMEHTAILHOMY JTOCITIIPKEHHI1
[15].
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CxnagHicTh 0fHOro okoaiHHSA: O(P %
D x S x G) = 173 000 onepauiit npu P=200,
D=6, S=8, G=18. Parallel.For na k=4 notokax
3MEHIIye peanbHuid yac 3 4.6 mc 10 =~ 1.2 mc
Ha TIOKOJIIHHS.

3.4. Ilincucrema aganTUBHOIO HAB-
yaHHA (SRA). Monyns cucremun SRA kopu-
rye BaroBi KoeQiLI€HTH HICJIsI KOKHOTO ceme-
cTpy 3a gonomororo OLS-perpecii arperosa-
HO1 33J10BOJIEHOCTI () YYaCHUKIB (1110 BUMIpIO-

erbes 3a wkanamu Q. , 0., stych , ngn)Ha
KOMITOHEHTAX IIbOBOT (PYHKIII:
-1
pr=(X"X) X"0, ()

ALS X= [1 |E‘0mp0nents
Hak [N x 5]. Orpumani koe(ilieHTH HOPMY-
IOTBCSL Ta OHOBIIOIOTHCS 4Yepe3 (YHKIIO
EMA: w [j]=a-><[j]+(1—a)'wold [j], 3 00-

new

| € marpuiero 03-

new

MEKEHHAM W [ j]Z0.0S Ta MOBTOPHOIO HOP-

Mali3zaniero. BHUKOpHUCTOBYIOThCS 3HAuYEHHS
napametpi: =04, N, . =30 (mpu N<30
3aCTOCOBYETHCS TaK 3BaHa PiJK-perpecis).
Marpui 03HaK 3afaHa HaCTYITHUM
yuHoM: @ € RM{Nx5}: psanok 1 = [F_tech”\(1),
F circ”(i), F_psych”(i), F_cogn”(i), 1]. Ilpu
k(D) > 30 3acTOCOBYETHCS PiIXK-peTrpecis:

B =(®" ®+AI) g, (11)
OnoBrenns Bar yepe3 ¢pynkuiro EMA:
w=a  pgr+(l-a) v, (12)
ne B e HopMoBanuMH KoedillieHTamMu

Bi..pa. R < 0.3, me o 3HmKyeTHCS BABIYI. Ma-
TeMaTU4YHe OOTpyHTYBaHHA CTPYKTYp SRA Ha-
BEJICHO Yy MOIePEAHBOMY JOCIIIKeHHI [16].

CP-meronu ans UCTP [19] edexTuBHi
npu 3HadeHHsAX G < 10, anme iXHi pe3yibTaTH
3pOCTalTh eKcroHeHuiiHo npu G > 15. I'i6-
punuzaiisi CP + GA € nepcrieKTHBHUM Hampsi-
MoMm po3Butky OC IICA/I.

Obmexenns w;>0.05 3anobirae nos-

HOMY 3HUKHEHHIO OYy/b-KOTO KOMIIOHCHTA.
Monyns cucremu SRA peanizoBanmii sik C#-
kiac SraService y ckiazi MOHOMNITY. B3aemo-
nist 3 macucremoro OC BinmOyBaeThes udepes
SemesterCompletedEvent (MediatR). Jlorika
OLS-perpecii Oynma peanizoBaHa uepe3
MathNet.Numerics, mo6 3pooutu imMrieMeH-
Tallil0 HEe3aJeKHOK BijJ exocucTtemMu Python.
Ictopist BaroBux koe(ilieHTIB 30epira€Tbcs B

tabnuui b/l WeightHistory s moxxmuBocTi
HOJAJIBIIOTO AyAUTY CUCTEMHU.

301kHICTh HaHuX Moayist SRA mo w
rapaHryerbes y pasir>0.7tac_q<0.01. Lle
T€OMETPUYHA MPOTPeECis, MO Mae KoeDImieHT
6mu3pko 0.46 y Bunasaky 3HaueHHs a=0.4. 3a
yMoBH K(®) > 30 akTUBYEThCS plIK-perpecis
31 3HayeHHsM A=0.01.

Kopensuis [Tipcona p(w”k, w™(k—1)) >
0.99 nBa muKiIK mocmiiab nepeBoguTh SRA y
PEXUM MOHITOPUHTY (ONMUTYBaHHS pa3 Ha JBa
cemectpu). OO6MexeHHs 3HaueHb W_1 > 0.05
3a0e3neuye CTIHKICTh 10 YNEpeaKeHOro 3BO-
POTHOTO 3B'SI3KY.

30ip OIIIHOK 3aJI0BOJICHOCTI peallizoBa-
HUIi yepe3 MOOLIbHUIM 3aCTOCYHOK Ta BeO iHTEp-
detic PS. ITicns 3akiHIEHHST KOKHOTO CEMECTPY
YYaCHUKHM OTpUMYIOTH push-crioBimieHHs i3 3a-
MIPOILIEHHSAM OLIIHUTHU SKICTh PO3KJIAAy 3a YOTHU-
pma mkanamu (mkana Jladikepra 1-5). s mia-
BUIIICHHS BIATYKY (response rate) 3acTOCOBY-
I0ThCSl HaralyBaHHs yepe3 3 1 7 AHIB Micis mo-
YaTKy ONMUTYBaHHS. MiHIMaJIbHUN IUTLOBUH Bi-
aryk ctanoButh 70% Bij 3arajibHOI KUTBKOCTI
YYaCHHUKIB; Y pa3l HIKYOro Biaryky SRA 3acro-
COBYE 3BaKEHY DErpecito, Jie Bark CIocTepe-
YKE€Hh 0OOEPHEHO MPOIOPIIIHI KMOBIPHOCTI BiJI-
MOBI/I (KOPEKIIist 3MillIeHHS BUOIPKH).

3.5. Hincucrema mnpeacraB/ieHHsT pe-
3yabTatiB (PS). PS peanizye Tpu okpemi pyHk-
[IOHAJIBHI MOJTYJIi: TeHepaIlisl po3Kkianay y ¢op-
Mmatax iCalendar (.ics), Excel (EPPlus) ra PDF 3a
mornomororo  QuestPDF; Blazor Server 3
MudBlazor ans neperiisiy Ta py4HOro KOpury-
BaHHS PO3KJIaly Ta aHATITUYHOTO AIIOOPy.

BisyanbHuii penakTop po3kiangy 3 mii-
TpuMKoro drag-and-drop mo3Bosisie anMiHICT-
paTopy CHUCTEeMM NepeMilllaTH 3aHATTS MIXK
CJIOTaMU 3 peaJbHUM MepepaxyHKOM IMOKa3HU-
kiB F _circ, F psych, F cogn. ¥V pasi norip-
LIEHHS 3Ha4Y€HHs SKOCTI pPe3ysibTaTy IUCIET-
yepu3alii Ha moHaxa 5% cucreMa HomnepepKae
aZMiHICcTpaTopa.

Blazor Server BukopuctoBye SignalR
WebSockets mist cuaxpoHizaiii cTany Kopuc-
TYBAIbKOTO iHTEepdeiicy, mo 3ade3neuye pea-
KTUBHICTb 0€3 IOBHOI'O I€pe3aBaHTa)KEHHS
CTOPIHKH.

Excnopt manux y ¢dopmati iCalendar
BUKOPUCTOBYE JaHi JUCLHUIUTIHU, ayAUTOPIi,
BUKJIa/laya Ta 3Ha4eHHsA ¢. /i1 moBTOprOBa-
HUX TIOJIi# 3a1aeThes mapametp frequency. [a-
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HUW MIIX1] MA€ CyMICHICTh 3 yCIMa aKTyallb-
HUMHM CHUCTEeMaMU KaJeHJapiB, TaKUMH SK
Google Calendar, Apple Calendar, Outlook.
KomnipHe BinoOpa)keHHS 3HA4YE€HHS () BU3HA-
YEHO 3€JIEHUM y BUNAAKY 3HaueHHS ¢ > 0,8,
xoBTUM — y pasi ([0,5; 0,8]) Ta uepBoHUM - y
pasi ¢ <0,5.

Excnopt y ¢dopmari PDF 3a momomo-
roro makera QuestPDF BuxopucrtoBye T1a0-
JIMIIO PO3KIIaLy, TicTOrpamy ¢, pajapHy aiar-
pamy F ta nunamiky Bar SRA. Pob6ota 3 na-
HUMH BUKOHYETHCS AaCHHXPOHHO  dYepes
BackgroundService nist 3MeHIIEHHS! OTHOMO-
MEHTHOT'O HaBaHTa)XCHHS Ha CEpBep.

4. ITapameTpu 0e3neky NPOTOTHUILY

AyTeHTH(]IKaIsl y CHUCTEMI peani3o-
BaHa yepe3 JWT-ToKkeHH 3 poIeBOI0 MOJEIUTIO:
ajMiHicTpaTop (HMOBHUIM JOCTYII), BUKJIAnad
(mepermsiy, MogaHHS OIIHOK), CTYACHT (TIeper-
JIS11, IOJTaHHs OLiHOK). [{ist onTrMmi3artii HaBa-
HTQ)XCHHS BHKOPUCTOBYETHCS  OOMEKECHHS
(rate limiting) 3 mapamerpamu 100 3anmuTiB Ha
XBWJIMHY [J1s1 ynTaHHs Ta 10 3anuTiB Ha XBU-
JMHY JUIS peCYpPCOEMHHUX OTI€palliid, sIK-0T eKC-
MOPT JIaHUX.

MOHITOPUHT MOJYJIIB peani30BaHO ye-
pe3 NET Diagnostics API
(System.Diagnostics.Metrics). Kmto4doBi meT-
pukun OC: TpuBamicTh onrtumizaiii (TicTor-
pama), KiTbKiCTh OKOJIiHb (JTIYUIIBHUK), (hiHA-
neHe F (gauge). Metpuku SRA: KiTbKICTh y4a-
CHUKIB OTIMUTYBaHHS, KOPEJSIIS W 13 w, Bin-
xun Iw—w'l.. Excmopr MeTpuk dyepes
Prometheus.NET mo Grafana. SQL Server
Agent 311iliCHIOE aBTOMAaTUYHE pe3epBHE KOIIi-
IOBaHHS Ha IIOJICHHIN OCHOBI Y TOIMHH MiHi-
MaJbHOTO HAaBAaHTAKCHHSI Ha CUCTEMY.

besneka API 3a6e3neuyeThCst Ha TPHOX
piBHsX. Ha piBHI TpaHCHIOPTY BHUKOPHCTOBY-
erbest TLS st Beix 3’ennanb. Ha piBHI ayTen-
tugikamii 3actocoByroThcsi JWT-TOokeHH 3
TepMiHOM Jii 8 roauH, refresh-rokenu 3 Tepmi-
HoMm 30 gniB. Ha piBHI aBTOpH3aIlii BUKOpHC-
toByeTbcsi RBAC 3 TppoMa posnisiMu: aJMiHicC-
Tpatop (MOBHHUM OCTYI, BKIIOYAIOUH 3aITyCK
onrtumizamii Ta meperisia Metpuk SRA), Bu-
KJ1ajgay (meperisi] po3KiIaay, MoJaHHs OIIHOK
3aJI0BOJICHOCTI, IEPETJISI/T CBOIX METPUK), CTY-
NeHT (Tmeperyiaj po3Kiaay CBO€i Tpymu, IMo-
JaHHS OIIHOK 3aJ10BoJieHOCTi). Bei it 3anwmcy-
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IOTECA B ayAUT JIOT' CUCTEMU IJId MOJKJIMBOCTI
moJajJblioro ayaury.

5. Pe3yabTaT eKCIEPUMEHTAJIBHOI
nepeBipKu
5.1. YM0BH eKkcriepuMeHTy. ApXiTek-
typa IICAJl Bepu¢ikoBaHa pPO3rOpPTaHHSIM
nporotuny sk Windows Service Ha Windows
Server. TecroBuMmu BxigHuMu gaHumu € 400
CTyHeHTiB, 18 rpyn, 60 Buknanayis, 42 TUCIH-
IUTIHK, XpoHOTHIOBI mpodini MEQ Tta mart-
puLs S, 110 € aHAJIOTTYHUM Ha0OpOM JaHUX Y
NOPIBHSHHI 3 MOTIEPEeIHIM AOCHiKeHHM [1].
[TopiHroBanucyr 4 koHiryparii: Baseline
GA, CPC-GA, AWM-GA ta AM/I. KoxHa 3
koH(pirypariit mana 30 He3aIEKHUX 3aITyCKiB.
[IpoToTHn po3ropHyTO Ha CepBepi
AMD EPYC 7502P 1 24Tb ECC RAM,
Windows Server (IIS, .NET, MS SQL). fapo
monyst cuctemu OC peanizoBano Ha C# 3 BH-
kopuctanusaM Parallel.For (NET ThreadPool)
JUIS TIapaienbHOro o04YHucIeHHsT MeTpuk. SRA
BukopuctoBye MathNet.Numerics; PS Buko-
pucroBye EPPlus ta QuestPDF.
Tabmuus 1.
Ioxa3Hukm 36i:kHOCTI aArOpuUTMIB (CepenaHe £
o no 30 3anyckax)

Fy Fy
Kon- pasi pasi | t(F>0.75), c
¢ir. | 100 mo | 500 no XB (din.
K. K.

Baselin | 0.53+ | 0.71+ | 582+4.8 |0.04
e GA 0.04 0.04 3
CPC- | 059+ | 0.76+ | 41.3+4.1 | 0.03

GA 0.04 0.04 7
AWM- | 057+ | 074+ | 456+4.3 | 0.03
GA 0.04 0.04 9
AMJ | 0.64+ | 0.84+ | 38.4+3.7 | 0.02

0.03 0.03 9

5.2. Pe3yabTaTH 30ixkH0CTi. KOoH)iry-
pauiss AM/JI ckopouye t(F>0.75) na 34.0% Bi-
nHocHo Baseline (38.4 npotu 58.2 xBunuH) Ta
nigsuinye GinanpHe F 10 0.84 (31 3pocTaHHsIM
Ha 18.3%). 3umxenus ¢ (0.029 mpotu 0.043)
MiATBEPKYE CTa0LIBHICTh alropuT™My. AGna-
wirtauit ananis: CPC BHOCUTH 301IbIIEHHS HA
7.0% F mpu 500 mOKOMIHHSAX BiJHOCHO
Baseline, AWM BHOCUTH 30UIBIIEHHS Ha
4.2%, ixHs KOMOiHaIis 3a0e3neuye J0JaTKOBI
18.3% 3a paxyHOK CHHEPTEeTUYHOTO €(EeKTy.
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5.3. T'inepnapamerpu. Ilapamerp
(AWM) wMae onrtumalibHE 3HAYEHHS IpU
£=2.0 (F=0.84, 0=0.029). IIpu £=0.5
AWM npubnu3Ho JOPIBHIOE PIBHOMIPHIH My-
tauii (F =0.72), anpu £=5.0 npu3BoauTh 10
nepemuacHoi 30ixHOCTI (F =0.77, 0=0.048).
[Tapamerp o (SRA EMA) mae ontumym
a=0.4. Ilpu 3nauenni a=0.2 cucrema pea-
rye HaaTo nosinsHo (Iw—w' I = 0.031 micns 3
IUKIB), a 3HaueHHs =0.8 crnpuduHsIE He-
cTabumpH1 KoymmBaHHS (o(W) = 0.04).

Ta0mmns 2.
Jnnamika aganranii Bar 4epe3 SRA (eTanoH
w' = (0.15; 0.30; 0.35; 0.20))

]_Ip[ lw
KJI -
*

SR Wl w2 w3 w4 w
A Il2

Eta| 0.150 | 0.300 | 0350 | 0.200 | -
JIOH

*

w
w® | 0.250 | 0.250 | 0.250 | 0.250 | 0.1
(o 52

q.)

w' | 0.192 | 0278 | 0311 | 0.219 | 0.0
(1 89
CEM
)
w2 | 0.167 | 0.292 | 0.336 | 0.205 | 0.0
@ 39
CceEM
)
w* | 0.156 | 0298 | 0.347 | 0.199 | 0.0
3 11
CcCEM

)

SRA 3a 3 mukau ckopouye lw—w' I 3
0.152 1o 0.011 (31 3MEHIIIEHHAM 3HAYCHHS Ha
92.8%), kopesitist 3poctae 3 0.61 1o 0.89. lo-
MiHYIOYMM HampsMkoM €: Tw; (psych), Tw,

(circ), | w, (tech). ToO6TO yyacHUKM HaBYallb-

HOTO TPOIIeCY LIHYIOTh NCUXOJIOTTUHUN KOM-
($hopT 1 XPOHOTUTIOBY BIJIMOBIIHICTH BUIIE, HIXK
(dopmanbHy BiJICYTHICTh KOH(IIIKTIB.

5.4. OduucaoBajabHa BapTicTh. 30i-
JplIeHHS Yacy mnokoiiHHA Ha 11.8 £0.9%
Oyno gocsrHyTo Ha KoHdirypanii AMD EPYC
7502P, 1 mortik. 3arajibHa BapTICTh JOCST-
nenHs F > 0.75 e menmoro, Hixk y Baseline, ue-

pe3 ckopoveHHs okoJiHb Ha 34%. To6To myst
18 rpyn 3HaueHHs uacy ckiagae 38.4 +3.7
XBUJIWH Ha | moToOIl Ta y BUNAAKY 4 MOTOKIB
(Parallel.For) e 12 + 1.8 xB. ®akTuyHo, y Aa-
HOMY BMIIAJIKy Hapajenizamisi o04uciieHb Ha-
nae mpsmo mnpomnopuiiine 30inbmeHHs KK/
yCBhOTO MPOLIECY.

[Tix gac po3paxyHKy BHUKOPHUCTOBYBa-
HOro oOcsary omepatuBHOi mam’sTi (RAM)
Oyn0 oTpuMaHO HacTymHi 3HaueHHs. Kokna
Xpomocoma 3aiiMae 6x8x18x2x4 =13 824
Oaiftu (int32 qist e Ta r). Takum YUHOM, TIOTTY-
nsist 3 200 ocobun notpedye mpubIu3HO 2.7
MBE onepatuBHoi nam’sti. KeoBani MeTpuku
m(x) momaroTh 200x3x8 =4 800 Oaiit, 1m0 €
HE3HaYHUM (akTopoM. Y pa3i rOpHU30HTAIIb-
Horo macmtaOyBaHHA Ha K By3iiB 3aranbHUi
o0csr mam’sTi 3pocTae diHiHHO, ToOTO kX*2.7
MBb nist monynisitiiid 3 HaKJIaAHUMH BUTpaTaMH
Ha cepiamizaniro y Bunaaky mirparii y JSON 3
15 Kb Ha ydacHHMKa HaBYaJbHOTO MPOIIECY.
Hna k=4 3aranpHuil 00cAr onepaTUBHOL
nam’sTi cknagae a0 11 Mb, mo € He kputny-
HUM HaBaHTa)KCHHSIM JUISI Cy9aCHUX CEPBEPIB.

6. O0roBopeHHsn

ADpXITEeKTypa MOMAYJIBHOTO MOHOJITY
IICA na .NET Ta Windows Server peanizye
gotupu moayii (DCS, OC, SRA, PS) 3 i3o0ms-
uiero yepe3 MediatR 1 EF Ta my6niuni inTep-
deticu. [3ommsmis MoayItiB 3a0e3nedye He3ame-
YKHE TeCTyBaHHS Ta IHTErpalliio B iICHYIOUY 1H-
dpactpykrypy 3BO, mo BukopucroBye OC
Windows 6e3 10/1aTKOBOT iHPPACTPYKTYPH.

Oomexenns: SRA notpebye 3 cemec-
Tpu A ctabimizamii Bar. Ilepmi 2 cemectpu
cuctema (PyHKIIOHY€E 3 HAOMM>KEHUMHU BaraMu
(Iw=w"l>>0.05). Jlna nosux 3BO pexomen-
IOyeTbes mpuckopeHa anantamis (a=0.6) y
nepuiomy cemectpi. Jliniitna mogens SRA He
BiI0Opakae HEIIHIMHI 3aJIKHOCTI 3aJI0BOJIC-
HOCTI Y pa3i pi3KuX 3MiH KOHTHHTEHTY; y Ta-
KHX BUTIQJIKAX PEKOMEHIYEThCS CKHIAaHHSI Bar.

[TopiBHSHO 3 MOHOJITHUMH CHCTe-
Mamu, sik Harpukian FET ta UniTime, [ICA/]
He moTpedye a0AaTKoBOI 1H(PACTPYKTypH
rmo3a Windows Server Ta MS SQL, ska Bxke
po3ropayTa y Oinmbimocti Ykpaincekux 3BO.
Mopynsuuii MmoHOTIT Ha .NET posropraerscs
gk cayxkx6a OC Windows 3a 10momororo
PowerShell DSC 6e3 nomatkoBuX iHCTpYMEH-
TiB. s manux 3BO, y sikux HaBuaeThes 10 20
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IpyH CTY/AEHTIB, cucTeMa mpaitoe Ha MS SQL
Express i3 MiHIMaJIbHUMU BUMOTaMHU JI0 OTle-
palliifHOl CHUCTEMH.

’Konna 3 BIJOMHUX CHCTEM, TaKHX SIK
Mimosa, aSc, FET a6o UniTime, He moennye
aJIalTHBHI Baru, XpoHOO10JIOT1YHY MOJIENb Ta
3BOPOTHMH 3B'SI30K 3 yCiMa y4aCHHUKaMH HaB-
yanpHoro npouecy. [ICAJ] e nepuoro peari-
3awiero, mo o00'eanye Bci Tpu B enuHii NET
apxitektypi [3, 16].

PedaxTopuHr nporpaMHOro Koay y Mi-
kpocepsicu (gRPC 3amicte MediatR) notpe-
Oye opieHTOBHO A0 60 IIOIWHO-TOOWH 3a
YMOBU pOOOTH CIIELIaNIICTIB CEPeIHbOrO pi-
BHA. [loTouHuil BUOIp MOHOJITHOI apXiTek-
Typu OOYMOBJIEHUH 1HPPACTPYKTYpPHUMHU 00-
MexeHHsIMU yKkpaiHcekux 3BO [20].

[Ipouec po3poGieHHs JaHOTO Mporpa-
MHOT0O 3a0e3MeueHHs] Ma€e HACTYIHI MepCHeK-
tuBu: (1) iHTErpauis 3 MOHITOPUHIOM YCHIII-
HocTi 17151 30arauenns @; (2) DL ans nporuHosy
ONTUMATBHUX CJIOTIB; (3) MOOLTEHUN 3aCTOCY-
HOK 3 PEKOMEH/IallisSIMU 111010 4aCy CaMOIiAro-
TOBKH [6].

[opiusaus [ICA/L 13 koMepriiHUMU
cHCTeMaMH IUIaHYBaHHS EMOHCTPY€ PUHIIU-
MOBY BiAMIHHICTh y miaxozai. Cucremu, SK-OT
FET Tta UniTime, opieHTOBaHi Ha py4yHe Haja-
IITYBaHHS BaroBHX MapaMeTpiB aMIHICTPATO-
poM 3 mojanbiIolo (ikcaliero KoH)iryparii
Ha BECh TEPMIH BUKOPHCTaHHS.

[Ipaktnune BnpoBamkenHs [ICAJL y
3BO BuMarae BUKOHAaHHS TPbOX MiATOTOBYUX
KkpokiB. [Tepmmii nependayae 30ip XpOHOTHUIIO-
BuX npodiniB uepe3 MEQ-onuTyBajabHUK Ha
MOYaTKy aKaJeMIYHOTO POKY (OILIHEHHWH Yac:
20 XBUJIMH HA yYaCHUKA, 3arajioM J0 2 THKHIB
JUISl BChOTO KOHTUHTEHTY). Jpyruii momnsirae y
¢dbopMyBaHHI MaTpHULll KOTHITUBHOI CyMICHOCTI
JUCIUILIIH S 3a y4acTIO METOJIUCTIB Kadeap
(omineHuit yac: 3 poboui ani). Tperiit oxon-
JIIO€ THTETPAIiio 3 ICHYIOUOI JIeKaHATCHKOIO
cuctemoro uepe3 REST API DCS (omineHwmii
yac: 2 THXKHI po3poOku agantepa). [Ticms mux
0a30BUX KPOKIB CHCT€Ma rOTOBa JI0 TIOBHICTIO
aBTOMATHYHOIO CKJIAJaHHs Ta ajamnTauii po3-
KJIa/ly HaBYaJIbHUX 3aHSATh.

7. BucHOBKH

— 3arponoHoBaHa apXiTEKTypa MOAYJb-
Horo moHoJity [ICAJ] na .NET peainizye 4o-
tupu moayni (DCS, OC, SRA, PS) 3 i3omnsmiero
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yepe3 MediatR, EF Core ta my6miuHi iHTEp-
¢eiicu. [3om41ig MOAYTIB CUCTEMHU HaJa€e MO-
MJIMBICTh HE3aJIEKHOI'O TECTYBAaHHS Ta 1HTET-
pauii B icHytoui ACY 6e3 monudikarii npo-
TPaMHOTO KOXy SIpa CUCTEMHU.

— Anpo miacucremun OC peanizyrTh
onepatopu CPC ta AWM, 110 nepeHocATh aH-
TPOTOLIEHTPUYHI OOMEKEHHS Ha PIBEHb CTPY-
KTypH TE€HETHYHUX omepauii. Bepudikais
MiATBEPAXKY€E CKOPOUYEHHS yacy 301KHOCTI Ha
34% Ta miABMILEHHS SIKOCTI PO3B'SI3Ky Ha
18.3% mnopiBusiHO 3 Baseline GA mnpu 3011b-
LIeHH] Yacy MoKoJiHHA juie Ha 11.8%.

- [Tincucrema SRA aBTOMaTHYHO KOPH-
rye BaroBi koedimieatn yepe3 OLS-perpecito
3BOpOTHOTO 3B's13Ky 3 EMA (a=0.4) Ta HIX-
HIM oOMexxeHHsaM (w; > 0.05). 3a 3 mukmau po-
00TH aNrOPUTMY KOPEIIALis 3 €TaJJOHHUMH Ba-
ramu 3poctae 3 0.61 no 0.89 y pasi crilikocTi
1o mymy 6 < 0.01.

— [lepcriekTUBaMH PO3BUTKY CHUCTEMHU €
peasnisaliis napajienbHOi OCTPIBHOI Bepcii MmiJI-
cucremu OC (0 16 By3:iB 3 OLIHKOIO MacIll-
TaOyBaHHs), 3aMiHa JiHIHOT perpecii SRA Ha
RL-areHT s HemiHIMHAX 3aJIEKHOCTEN 3a10-
BOJICHOCTI Ta pO3p0oOKa MOyl THHAMIYHOTO
NeperuIaHyBaHHs PO3KJIaay BIPOJOBXK ceMec-

TpYy.
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MODELING OF PANCREAS-LIVER INTERACTION UNDER
CONTROLED HEMODYNAMICS

Autonomous software (AS) was created to simulate the dynamics of the glucose-insulin-glycogen-glucagon
relationship in a healthy person. Our AS is based on a quantitative mathematical model consisting of three
components: a model describing the pancreas-liver and the pancreas-skeletal muscles relationships; a model
describing blood circulation in the branched cardiovascular system, taking into account neurohumoral regu-
lators of cardiac function, vascular tone and total blood volume; and a model describing blood filtration in
the renal glomeruli and tubular reabsorption. A glucose tolerance test (GTT) was also programmed. Test
simulations demonstrated adequate model responses. The program is integrated into a specialized computer
simulator (SCS). It allows studying mechanisms that, depending on the dynamics of exogenous and endoge-
nous physicochemical variables, dynamically form multidimensional health landscape of biometric indica-
tors. The effect of extreme blood flow increase on the dynamics of the main variables of the model was also
simulated without additional carbohydrate intake. AS is created in C#, and can be delivered as an Exe-
module for IBM-compatible computers. Medical students can be additional users of the AP as an additional
didactic tool. The AS ensures the preservation of all simulation data for future reviews and publications. The
AS can be used by future endocrinologists in their training. Physiologists interested in the integrative physi-
ology of cellular life support are recommended to use the SCS.

Keywords: glucose homeostasis, physiological systems, mathematical model, visualization, students

P.J[. I'pucopan, L.11. Ciniyun, A.I'. [lecooa, T.B. Jllooosux, O.1. FOpuax, H A. Cmpymuncoxa

MOJIEJIOBAHHS B3AEMOJIII NITINLITYHKOBOI 3AJI031
TA IEYITHKA B YMOBAX KOHTPO.JIbOBAHOI
TEMOJUHAMIKHA

ABtoHoMHe nporpamHe 3a0e3neueHHst (AII3) cTBOpeHO A MOJAETIOBaHHS AMHAMIKH B3a€MO3B'SI3KY €H/IO-
TeHHUX areHTIB TIIFOK03a-iHCYJIH-TIIKOTeH-TIIOKaroH y 3m0poBoi moauHau. AII3 6a3zyeTbes Ha KiTbKiCHIH
MaTeMaTHYHI} MOJIeNi, 0 CKIIaJaeThes 3 TPhOX KOMITOHEHTIB: MO, IO OMHICY€E B3a€MO3B'I30K ITi LTy H-
KOBa 3aJI03a-TIe9iHKa; MOJEN, IO OIHCYE KPOBOOOIr y PO3TalyKeHii CepleBO-CyIUHHINA CHCTeMi, Bpaxo-
BYIOYH HEHPOTYMOpANIbHI PETYIATOPH cepleBoi QyHKIii, CYAHHHOTO TOHYCY Ta 3arajJbHOTO 00'€éMy KpOBI;
Ta MOJIE, [0 OMHUCYe (QiTbTPAIlif0 KPOBI B HUPKOBHUX KIyOOUYKax Ta KaHAJbIEBY peabcopOiito. Takox Oyio
3alpOTpaMOBaHO TeCT Ha TosnepaHTHICTh 10 Tioko3u (I'TT). TecToBi cuMymAIii IpoAEMOHCTPYBAIN a/IeK-
BaTHI peakuii mozeni. [Iporpama iHTerpoBana y cneuianizoBanuii kommn'torepuuit cumynsatop (CKC). Bin
JTO3BOJIIE BUBYATH MEXaHI3MH, 5Ki, 3aJIC)KHO BiJ JMHAMIKH €K30TCHHUX Ta CHIOTCHHHX (hi3MKO-XIMIYHUX
3MIHHUX, AMHAMIYHO (OPMYIOTH OaraTOBHMIpHiH JaHAApT 370pOB'S Y MPOCTOpPi OIOMETPUYHUX MOKa3-
HUKIB. BIummB ekcrpeManbHOro 3011bIIEHHST KPOBOOOITY Ha TUHAMIKY OCHOBHUX 3MIHHUX MOJIENI TaKOX Oy-
JI0 3MOJIeNTbOBAaHO 0€3 J0/1aTKOBOTO MPHUTOKA BYrieBoxiB. AII3 — 1e aBTOHOMHe IporpaMHe 3a0e3MeyeHHs
Ha C#, mo moctadaeThes Ak Exe-monyns mis IBM-cymicHuX KoMm'toTepiB. CTYACHTH-MEIUKA MOXYTh KO-
puctyBatucsa AIlI3 sk momaTkoBUM JUAakTHYHUM 3acoboM. AII3, mio 3abe3meuye 30epeKeHHS BCiX JaHUX
MOJICTIIOBAaHHS JUIsI MAaHOYTHIX po3MIsANiB Ta myOikamiid, Moxke OyTH BUKOpUCTaHE SHAOKPHHOJOTAMH Y JI0-
cmimkeHHsax. DizionoraM, SKi MIKABIATHCSA IHTETPATHBHOIO (Di3i0JIOTi€I0 KIITHHHOTO JKUTTE3a0€3MEUCHHS,
pexomennyeTbes BukopuctoByBaTi CKC.

Kirro4uoBi cioBa: romeocTas IIfoKo3H, Gi3i0I0oridHi CHCTEMH, MaTeMaTHIHA MOJIENb, Bi3yali3alis, CTYJCHTH

Introduction cytes. Special mechanisms smoothing out the

flow of glucose into the blood and providing

Irregular intake of carbohydrates can create glucose homeostasis evolved. Important roles
energy problems in human sensitive cells like in glucose homeostasis play the pancreas pro-
neurons, kidney cells, hepatocytes, and myo- ducing insulin, hepatocytes, and myocytes that
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transform the exec amount of blood glucose
into liver and muscle glycogen. However,
namely the liver, accumulating up to 120 g gly-
cogen and capable of its reverse transformation
to blood glucose when its concentration essen-
tially drops, is the main organ dynamically re-
acting to blood glucose lack. Normally, the
urine does not contain essential concentration of
glucose. At the same time, the mechanism re-
sponsible for blood glucose homeostasis has of
limited power. Therefore, even under physio-
logical conditions, extreme glucose intakes lead
to elevated concentrations of glucose in the
urine which finally removes serious volumes of
glucose. In endocrinology, special glucose tol-
erance test (GTT) is applied to assess the effi-
ciency of mechanisms providing glucose home-
ostasis [1].

The main product of the pancreas is the
hormone insulin. It performs two functions:
first, it promotes the entry of glucose into the
cell; second, it activates the transformation of
excess glucose into glycogen and its accumula-
tion in the liver and muscles. An additional
product of the pancreas is the hormone gluca-
gon. Its production is activated when there is
not enough glucose in the blood.

It is under such conditions that the re-
verse transformation of glycogen into glucose
occurs in hepatocytes. Glucagon enhances the
action of the heart pump and affects blood
pressure. Therefore, we model these physio-
logical processes, since they are an important
link in the energy supply of cell metabolism.

The model of glucose homeostasis

Various models have been proposed
for an in-depth study of the glucose homeo-
stasis mechanism and its possible disturb-
ances (for examples, [2-8]). The models [5,6]
help understand the mechanisms of type 2
diabetes by demonstrating how disruptions at
the cellular level lead to impaired glucose
regulation throughout the body.

The model we proposed describes
dynamic interactions of blood glucose ( G(?)),

insulin (/(¢) ), liver glycogen ( g, (¢)) , muscle
glycogen (g, (¢)), and glucagon (g (7)) de-

pending on velocities of glucose incomes (
Vs, (1)) and consumption (v, (#)). The model
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takes into account that in certain cells
(hepatocytes, fats, and skeletal myocytes)
glucose consumption is associated with insu-
lin concentration while other specialized cells
directly consume glucose.

L0~ Gy +a10-p 70, ()

In (1), 7, is the time constant of glu-

cose dynamics, W (¢) - presents the power of

general biological work, coefficient « # 0 on-
ly for hepatocytes, fats, and skeletal myo-
cytes. Virtually, by altering the value of coef-
ficient #, the user can simulate nuances of
glucose consumption dynamics in chosen cell
types.

The dynamics of insulin is described
by following differential equation:

7,YD G0y 410, @)

In (2), yand yare approximation
constants.

Special mechanism providing blood
glucose homeostasis is modeled using the
differential equation describing excess glu-
cose transformation into g, (¢)and g,,(¢), and

reverse transformation of g, () to G(¢) .

AU {ké (G()-G,)-g,0. GN2G, (3
dt 0, G(t<G,

gy () e rin o B
TgM i =ki' - (G(t)-G,, - g, (1) gM(t)” )

G(1)2 G580 < gy
In (4),7,,, k&, and gy™ are ap-

G
proximation constants.
The next equation describes the dy-
namics of glucagon:
%) {5'(G(t)—Gcr)—gG(f)—gu, G(f)>GaA, (5)

STa | 66, -G)-g., G)<G,

In (5),7,;, 6, and g, are approxima-

tion constants.

So, the equation system (1)-(5) de-
scribes the dynamics of the glucose-insulin-
glycogen-glucagon relationships in a healthy
individual.

Autonomic software (AS) was cre-
ated for the numerical solution of this sys-
tem of equations on a computer. The prima-
ry user of this program was intended to be a
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specialist (endocrinologist), so a problem-
oriented, user-friendly interface (UI) was
developed. In parallel, a simulator was de-
veloped that reproduces the integrative re-
sponses of human internal organs to a wide
range of endogenous and exogenous dynam-
ic factors [9,10]. They are subdivided into
eight clusters. The appearance of a special
screen form that allows the user to operate
with the simulation results is shown in Fig-
ure 1. The user can arbitrarily generate the
desired set of characteristics for graphical

visualization. Initially, these characteristics
are grouped by related features into eight
clusters on the left side of the window. On
the right side of the window are two sub-
windows where the variables to be analyzed
are collected. These sub-windows allow the
model's input and output variables to be
separated. By opening each cluster one by
one, the user selects a variable in it and
moves it to one of the sub-windows on the
right side. This quickly generates a set of
analyzed variables in the form of graphs.

Selection of graphs

Choose a cluster of graphs

Neuroendocrine system indicators

Summary baroreception [C.U.]
Chemoreception [C.U.]

Heart sympathetic nerve activity [Imp/sec] >
Heart parasympathetic nerve activity [Imp/se
Vascular sympathetic nerve activity [Imp/sec
Renin [MME/ml.] i
Ang2[100*Mmol/L.]
Adrenalin [*10NMol/L]
Vasopresin[Mmol/L.]

*

Systolic pressure [Mm Hg]
Diastolic pressure [Mm Hg]

Heart rate F [1/min] X

Glucose [Mmol/L ]
Insulin [MME/ml ]

Glucagon [Ng/L.] XXX

LiverGlycogen [Mmol/L.]
GlucoseFood [Mmol/L.]
GlucoseTolLiverGlycogenVel [Mmol/L.]

<

>

Total blood volume [ML] o
Summary blood volume in arteries [V
Summary blood volume in veins [ML]
Total lung blood volume [ML]

Totalfluids [ML] XXX

Vinterstitial [ML]

<

OK

Fig. 1. The screen form of Ul for actualizing sets of input-output variables

In particular, our complex model that
also describes the overall circulation includes
special equations concerning hemodynamic
effects of glucagon through its dilating influ-
ence on coronary arteries and increase of cor-
onary circulation. The latter effect elevates
the myocardium power. Besides, assistant
equations describing velocities of glucose
incomes v, (t) and consumptionv,_(¢) create

an opportunity to simulate different scenarios
of glucose dynamics depending on given
Ve, (t)and v, (2).

Naturally, current rates of glucose
incomes v, (f)and consumption v, (¢)are
unpredictable variables. Our software pro-
vides with special options to simulate both
these variables using a list of analytical func-
tions and screen forms for modifying values
of coefficients. Two examples below illustrate
this modification by actualizing values of
constants v(0), 7, 17,, 7, , ¢, and v, .

{V(O) +1,t, v ()<,

VG+ (t) = s

v(0) =1, 1, vg, (0)2v,

Ve, (1) =v(0) +77, -sin(p-1), 0<(2) <¢,.
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In contrast, v, (¢f)depends on or-

gans’ activities generally correlating with
regional blood flows. Therefore, the equation
describing this dependency looks like (6):

dv,_

dt
+a,-q,()-A+a,-q, () (6)
+as-1-(c-q,(t)+as-q,, ()
Here, ¢,(t)is the summary brain

=a,-q,()+a,-q,)

flow, g, (¢)is the coronary blood flow, g, (¢)
is the kidney glomeruli blood flow, g, (¢)re-
absorption fraction, ¢,(¢)andgq,, (¢)represent

blood flows in insulin-depended organs, while
a, — a,are approximation constants.

dv,
dt

(c-q,(O)+a,-q,, @) +a;-q,0) (7)

+a,-q, () -U+a;s-q, (1))

+a 1) -(c-q,() +ay; - q,,(1)

=0-C ()+a,-W@)-1(8)-

In (7),0,a,,-a,,, and ¢ are approximation
constants.

Food glucose velocity v, (¢)is pro-
portional to the volume F, of glucose intake,
SO Vi, (1) =k, - F,, /t, where k, characteriz-

es the average intensity of glucose entry from
the gastrointestinal tract into the blood.
Glucagon altering the lumen of coro-
nary arteries modulates their resistance
R (¢)relatively to initial value of R.(0) char-

acteristic for basal coronary flowg.(0):
R.()=R.(0)-(1-a, -q.(0)/ q.(?)) , (6)
This elevates the ventricle contractility £(¢)
k(1) =k(0) + @, - (g.(1) —q-(0)). (7)

In (6) and (7), @,,®,,and k(0)are
constants.

W Userinterface

Help Save
Configuring the actual model Simulation
-Simulation scenario 20%

-Observation duration

- kS

ExperimentNe: 0 -

The chosen model configuration

Functional tests
Glucose tolerance test
- Bicycle ergometry
Postural test Tests applied:
Blood volume changes
-Blood temperature changes
=Combined tests

& |Input data of models

Experiment simulation

=-View simulation results Start simulation

No AV or AT testing
Glucose tolerancy test: GCM 0,5
Bicycle ergometry test: Step 0 Duration 0 MaxLoad 0

Intact organism configuration

Body position: Horizontal

Observation time: Days 0, Hours 3, Minutes 0, Seconds 0

Involved mechanisms:

Baroreflexes. chemoreflexes. ANGII(cRAS). ANGII(IRAS). Energetic (Glucagon).
Vasopressin (ADH). Adrenalin. Emotional influences: Stimulation.

Fig. 2. The screen-form indicating a part of options for configuring the actual model and construct-
ing the simulation scenario (left) and information concerning the chosen model configuration (right)

Examples of simulations

Our simulator has two versions: AS
and extended simulator (ES). The latter in-
cludes models of the functionally integrated

internal organs that optimize cell life support
(see [9,10]).
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Simulations presented further are ad-
dressed both to programmers and experts mod-
eling human physiology. At the same time, the
reader's belief in the simulator depends in no
small part on the adequacy of the simulations.
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ES  can simulate effects caused by other or-
gans and physiological systems. Therefore, be-
fore to consider simulations provided AS, it is
useful to look at Figure 3. It presents main he-
modynamic characteristics simulated ES. They
show that transient processes in the system re-
solve quickly: a steady-state circulation regime
is observed for almost the entire ten-minute

exposure period. This guarantees that the dy-
namics of all variables in the glucose homeosta-
sis model provided by AS are determined by the
dynamics of variables specific to the glucose
homeostasis model. Naturally, if the characteris-
tics of the coupled models change, the dynamics
of the glucose homeostasis model variables will
also change.

2 Main variables
Select graphs
= Systolic pressure [Mm Hg] -# Diastolic pressure [Mm Hg] -8~ MAP in acrtic arch [Mm Hg]
300 —
50—
200

160 —|

< Heartrate F [1min] _, Stroke volume of left ventricle
M

1o 44— ;_s@—s=l-_g64|_yy-_yr_ 4_—-_—-_g-_Lg-—-_Lo———0

50—

Q

05 1 25 3 36 4 45 5 56

Mean central venous pressure = REALTPR [Mm Hg*sec/MI]
[Mm Hg]

6—

Time, minutes

75 8 85 9 95

Heant inotropic state k [C.U]

S_Wﬂ\.—r’*‘—-—m

I o o oy e oy o b o o o o oy o o o o o o o o o b o o e oy 1

05 1 15 2 25 3 35 4 45

Fig. 3. Hemodynamics in control simulation

£ Fieart inctropi sate kIC01= 03 16,5 7

75 8 85 9 95 10

[ —

Select graphs

-+ Glucose [MmellL)] =% Insulin [WME/mI] =+ Glucagen [Ng/L.] -* UrineGlucose [MmollL.]
10—

Value

&0

140

Time, minutes

20 40 &0 100 120 180 180 200 220 26‘10
Time, minufes
= LiverGlycogen [g.]
120
100
&0
% &0
=
40
20
Q
20 40 (1] BD 100 120 140 160 180 200 220 240

Fig. 4. Simulated dynamics of glucose, insulin, glucagon, and urine glucose (upper curves) and liver
glycogen (bottom) in a healthy person model under stable glucose production (0.07 mmol/min) and
consumption (0.05 mmol. /min) rates for 4.15 hours real time exposure
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B Mo variables - o x

Select graphs

= Glucose [Mmol/lL.] - Insulin [nME/ml] -0 Glucageon [Ng/l.] -#= UrineGlucose [Mmel/L ]
8—

Valse

20 40 &0 80 100 120 140 160 180 200 220 240
Time, minutes

=+ LiverGlycogen [g.]
120

100~ e,
80 T e,
&0
40
20
Q

Value

20 40 60 a0 100 120 140 160 180 200 220 240
Time, minutes

Fig. 5. Simulated dynamics of glucose, insulin, glucagon, and urine glucose (upper curves) and liver
glycogen (bottom curve) in a healthy person model under stable glucose production (0.07
mmol/min) and consumption (0.075 mmol. /min) rates for 4.15 hours real time exposure

B Mo variables - o x

Select graphs

= Glucose [Mmol/lL.] - Insulin [nME/ml] -0 Glucageon [Ng/l.] -#= UrineGlucose [Mmel/L ]
6 —

Valse
Ly
|

20 40 &0 80 100 120 140 160 180 200 220 240
Time, minutes

- GlucoseProdVel [gihour] =~ GlucoseConsVel [g/hour]

20 40 60 a0 100 120 140 160 180 200 220 240
Time, minutes

Fig. 6. Simulated dynamics of glucose, insulin, glucagon, and urine glucose (upper curves) and liver
glycogen (bottom curve) in a healthy person model under periodic changes in the rate of glucose
production according to a sinusoidal law and stable consumption (0.075 mmol. /min) rate for 4.15
hours real time exposure

Figures 3-6 demonstrate that our simulator is mainly adequate at least in the time intervals
considered. This gives us the opportunity to simulate specific medical GTT-test.
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Simulating glucose tolerance test - GTT

Pictures 7 and 8 illustrate simulations of standard GTT for different healthy persons and
persons diseased with type 1 diabetes.

X rimin varia nlec - =] = P rain ana nisc - =] £

Select graphs Select graphs

=+ Glucose [MmollL] =2 Glucagon [MNg/iL.]
= UrineGlucose [MmaliL.]

“# Glucose [Mmelll] - Glucagen [MNg/L]
-= UrinaGlucose [MmaliL ]

= Insulin [MME/mI.] =& Insulin [MME/mI.]

12

Valya

20 40 60 a0 100 120 140 160 180 | 20 40 60 an 100 120 140 160 180
Tirme, minutes Tirme, minutes

- LiverGly
100

gen [g.] o Gl d[g.] - LiverGlycogen [g] - GlucoseFood [g.]

100
BO
80
40

20

"]

Z0 40 &0 80 160 120 140 160 180 Za 4o ) an 100 120 140 160 180
Time, minutes Time, minutes

Fig. 7. Two simulated GTT (glucose tolerance tests) on models of the same healthy person. The left
picture displays dynamics of glucose, insulin, glucagon, and urine glucose (upper curves) and liver
glycogen and test glucose income (bottom curve) under stable glucose consumption rate of 0.06
mmol. /min but for glucose production rate of 0.085 mmol. /min. The right picture displays these
same curves for the case of 0.095 mmol. /min glucose production rate and stable consumption rate
of 0.06 mmol. /min.

& Main varia bles
Select graphs

== |nzulin [MME/mi.]

= Glucose [Mmolll.] =0= Glucagon [Ng/L.]

== UrineGlucose [Mmol/L.]

|| % tain varial bles

Select graphs

=+ Glucose [MmolL.]
= Insulin [MME/mI_]

== Glucagon [MNg/L.]
—* UrinaGlucoss [Mmol/L.]

12 | 12
10 4 % Mamo s e3¢ 10| -4 LR E »
B- P 8-
6= | &
& |8 et
> 4 - | 4
2- | 24 EE EE;;:
o4 | o
2L LI s i it g — o, TRRSS— = | -2
20 40 60 80 100 120 140 180 180 20 40 60 80 100 120 140 160 180

Time, minutes | Time, minutes

= LiverGlycogen [g] == Gl Food [g.] - LiverGlycogen [g.] -o GlucoseFood [g.]
100 100
ao ‘j.t 80
80 - an( | &0 ] |
|
40 40 |
20 | 20 I
o . , . . . . et st : o . , . . : - . OO0
20 40 &0 &0 100 120 140 160 180 20 40 &0 &0 100 120 140 160 180

Time, minutes Time, minutes

Fig. 8. Two simulated GTT (glucose tolerance tests) on models of persons having problems with
glucose homeostasis. The left picture displays dynamics of glucose, insulin, glucagon, and urine
glucose (upper curves) and liver glycogen and test glucose income (bottom curve) under stable glu-
cose consumption rate of 0.06 mmol. /min. but for glucose production rate of 0.085 mmol. /min but
with two-times weak homeostasis while the right picture displays these same curves for the uncon-
trolled blood glucose.
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The graphs in the last figure should
be compared with those on the left side of
Figure 7. The most significant difference is
evident when comparing the dynamics of
urine glucose: as blood glucose homeostasis
weakens, the amount of glucose in the urine
increases. Under providing of real GTT, this
is an objective indicator for the diagnosis of
type 1 diabetes.

Discussion

In a real organism, most of biological
variables are also influenced by other endoge-
nous factors not accounted for in our model or
in simulations demonstrated. Therefore, the
proposed model is limited in its simulation
capabilities. At the same time, an analysis of
available clinical data shows that our model is
generally adequate. This conclusion is also
true during comparison of simulation results
provided by our model with similar models by
other authors (e.g., [1-7]), Moreover, our
model offers a number of new possibilities for
theoretical research aimed at understanding of
fundamental physiological mechanisms and
practical consideration of their nuances. For
example, the inclusion of a muscle-mediated
mechanism of glycogen storage, control of
excess urinary glucose excretion, and the abil-
ity to model different pathways that deplete
liver glycogen make our model a useful tool
capable of providing insight into the uncon-
trolled underlying mechanisms that drive in-
dividual differences during GTT.

When performing a glucose tolerance
test, the physician has no information on the
levels of residual glycogen in the liver or
muscles. The rate of accumulation of one of
these products influences the rate of accumu-
lation of the other. However, we were unable
to find quantitative data on these residual
products in the literature, and therefore cannot
confirm the accuracy of the modeled rate dy-
namics. However, we note that incorporation
of this model into an extended model describ-
ing the interaction of human internal organs
has provided the first tool for theoretically
studying the role of neuroendocrine modula-
tors in glucose homeostasis.

To improve the effectiveness of our
simulator, we plan to model the effects of
lactate, adrenaline, and fat concentrations. In
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particular, it is well known that under low
insulin, the body breaks down fats, creating
ketone bodies (acetoacetate and -
hydroxybutyrate) for energy. Blood ketones
normally less than 0.6 mmol/L, under Type 1
diabetes can elevate up to danger level of 3
mmol/L with symptoms extreme thirst, fre-
quent urination, nausea, vomiting, abdominal
pain, and fruity-smelling breath, requiring
emergence care. As our complex model de-
scribes cardiovascular and kidney-urinary
systems, its proper advancement could make
the simulator usable for deeper study of
pathological scenarios too.

Conclusion

A quantitative mathematical model of human
glucose homeostasis has been developed. The
model is implemented as a C# program. The
program can function both as a standalone
executable module and as part of a newly
proposed integrated program that simulates
the fundamental physiological patterns of the
dynamic interactions of human internal or-
gans. The program can serve as an additional
didactic tool for visualization of the glucose-
insulin-glycogen-glucagon dynamic relation-
ships in a healthy individual.
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/.B. Pacosin, B.€. Cmipnos

SIMULATION AND ANALYSIS OF PEER-TO-PEER ROBOT
SWARM NETWORK

In the paper we describe the full cycle development of TDMA-based communication protocol for a swarm of
robots, including simulation and hard-ware implementation. The protocol is targeted to have a robust, inter-
ference-immune transport in the network. First, we developed a simulator, based on SimPy simulation pack-
age, which helps us to run thousands of simulations for proving the concept of TDMA -based communications
for robotic swarm. Second, using the simulator we developed a bunch of techniques for the TDMA transport
to improve network robustness and simulations allowed to gather statistics and choose the better algorithm.
Third, we employed so-called Al tools to implement parts of simulator and a helper technique to convert
simulation code to embedded code, approaching “digital twin” paradigm. Finally, the simulated protocols are
successfully ported to hardware, which supports LoRa protocol, but not limited to LoRa physical layer. The
resulting embedded code works accordingly to simulation results and gathered statistics. The developed sim-
ulation environment and modern so-called Al tools allowed to shorten dramatically the embedded software
development cycle and evaluate algorithm efficiency information from the simulation results before applying
on real hardware.

Keywords: swarm simulation, wireless network, digital twin, TDMA -based communication

D.V. Rahozin, V.Ye. Smirnov

MOJIEJTJFOBAHHS 1 AHAJII3 PIBHOIIPABHUX POIB POBOTIB

VY craTTi po3risgaeThCs MOBHUK IMKI po3poOKH KOMYHIKaliiHOro mpoTokoiy Ha ocHoBi TDMA st poto
PpOOOTIB, BKIIIOYHO 3 MOJICJIIOBAHHSM Ta anapaTHOIO pearizariero. [IpoTokosn po3pobiieHuii aist 3a0e3neueHHs
HaAIHOTO, 3aXHUIIEHOTO Bi/l IEPEIIKO ] IepelaBaHHs JaHuX y Mepexi. 1) Byno po3pobieno cumynsrop Ha
OCHOBI ITaKkeTa MOAETOBaHH SimPy, sIKuil T03BOJISIE TIPOBOIUTH TUCSIY1 CUMYJIISIIN TS MiATBEPIKCHAS KOH-
nenii koMmyHikaniit Ha ocHoBi TDMA s poro poOoTiB. 2) 3a TOTIOMOTOI0 CUMYIISITOpPa PO3pOOICHO HUBKY
METOJIiB IIJIs IepeaBaHHsd JaHWX B pamkax ¢peiimie TDMA 3 MeTor0 mokpameHHs cTiikocTi Mepexi. Lli
CUMYJISIIT TO3BOJIHIIHN 310paTH CTaTUCTHUKY, IIPOaHalli3yBaTh Ta BUOpaTH Kpamuii anroput™. 3) Bukopucrano
IHCTPYMEHTH TaK 3BaHOT'O T€HEPATUBHOTO IITYYHOT'O IHTENEKTY sl CTBOPEHHS YaCTHH CUMYJISTOPA Ta JOAA-
TKOB1 TEXHIKH ISl IEPETBOPEHHS KOy MOJACIIOBAHHSA Y BOYIOBaHHUH KO 3 METOIO0 HAOIIKEHHS 0 mapaIu-
I'MH «UU(pPOBOro ABiHUKa». 4) 3MO/1eIbOBaHI IPOTOKOJIH YCIIIIIHO NEPEeHEeCeH] Ha 00JIaIHAHHS, SIKE MTiATPH-
Mmye nporokoi LoRa, ane He oOMexyerbest piznunumM piBaeM LoRa. Otpumanuii BOyI0BaHHIA KO Mpalioe
BIAMOBIZHO IO PE3yJIbTATIB MOJICIIIOBaHHs Ta 310paHOl CTATUCTHKH Ha OCHOBI Mozeii. Po3pobieHe cepemo-
BHIII€ MOJICITIOBAHHS Ta Cy4YacHi IHCTPYMEHTH IITYYHOT'O IHTEJIEKTY JO3BOJIMIM 3HAYHO CKOPOTHUTH LIUKJ PO3-
poOKu BOYIOBaHOTO MPOTrPaMHOro 3a0e3NeueHHs Ta OLIHUTH iH(pOPMALilo Ipo e(hEeKTUBHICTH ATOPUTMY 3
pe3yabTaTiB MOJIEIIOBAHHS MIEPE] 3aCTOCYBaHHSIM Ha pealbHOMY O0JIaIHAHHI.

KitrouoBi cioBa: MozemoBaHHS polo, 0e3ApOTOBa Mepexa, NH(POBHUil NBIIHUK, 3B'I30K HAa OCHOBI TEXHOJIOTI]
TDMA

1. Introduction

Today the swarm of robots or drones is
an in-demand technology for field application,

tion efficiency of many process types, but it re-
quires: 1) big enough number of operators; 2)

as it provides control of multiple robotic de-
vices using only one control center or even al-
low them to act autonomously following some
scenario. For various industrial purposes the
basic scenario, when an operator controls only
one drone, looks obsolete, as this case requires
a dedicated operator for each active drone. The
multiple drones use may improve the execu-
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dedicated control channels which should be
separated one from another; 3) maybe the
strongest issue - synchronization and control-
ling operators to execute meaningful tasks over
some area without interfering one another. An-
yway, the human operator use now is the sim-
plest and the cheapest solution for many cases,
as the operator job can be done remotely for
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low price. But this benefit cannot be projected
for near future. The main goal of our research
is to discover the possibilities of building semi-
autonomous robot swarms, which act over de-
fined area in peer-to-peer network and may ex-
change roles under changing environmental
conditions and under limitation of robotic re-
sources until the mission is completed. One of
the main limitations is the definition of com-
munication protocol, which further should sup-
port efficient swarm control protocol.

There are many aspects that restrict the
data exchange paradigm in a robotic network,
but the first step is the building of inter-robot-
ics communication. We are not going to write
down a long list or a large classification of fac-
tors that affect the network protocol, but we
highlight the aspects most important for our
case. One aspect is the limited bandwidth, at
least for the autonomous drone scenario usu-
ally. We have no requirement for continuous
video streaming delivered for human operator,
so usually the geographical coordinates, veloc-
ity and RSSI are required data to exchange.
Another aspect is the maintaining robot net-
work integrity in case of obstacles, jamming
and noise in communication channel. The data
bandwidth aspect should be considered for es-
tablishing tradeoff between being narrow
enough against the increased number of drones
in the swarm, up to hundreds. All the aspects
restrict the tradeoffs in definition of efficient
control protocol, which allows the robotic net-
work to reach mission goals with or without
operator control. Possibly, some attention
should be paid for limiting power consumption
— to extend the life of battery-operated drones
in “suspend mode” or temporary inactive robot
mode. This enables long missions; even
weekly mission becomes possible. The proper
communication protocol gives a good basis for
building a network - with wide variety of un-
derlaying physical and transport layers. Robust
protocol is a good base for implementing par-
ticular algorithms which automatize robot mis-
sion planning and execution.

In chapter 2 we are defining the task
and goals for the robotic network concept and
discussing its most important properties. In
chapter 3 we researching the possible ways to
build a model, and describe the model of com-
munication protocol. In chapter 4 we describe

simulation results, including gathered metrics
for model efficiency and corresponding hard-
ware implementation.

2. Robotic Network Concept

2.1. Protocol concept

Our goal is to define the communica-
tion model of robotic network with respect to
modern hardware we use further for its imple-
mentation. The model is used to evaluate im-
portant metrics: 1) swarm recovery time during
mission execution in case of jamming/bad link
cases; 2) drone swarm reaction time for re-
building a swarm control software for a new
mission; 3) minimum required bandwidth for
tasks; 4) much simpler characteristics of the
swarm behavior in case of different physical
radio transceivers and power supply character-
istics. On the next step the developed model al-
lows to evaluate high-level swarm mission sce-
narios.

It should be noted, that our research
echoes the method applicable for ad-hoc net-
works [1], however the modern robots have
less limitations — more energy, less operating
time, less restrictions for transmission chan-
nels and speeds, less number of operating de-
vices. Still, the robots can move across the net-
work area, compared to practically non-mov-
ing sensor. And the main difference — if the
earlier sensors devices have quite simple on-
board sensors, modern robots have RGB and
thermal cameras, radars, lidars, ultrasonic sen-
sors and many other devices. Such device set
give the overwhelming information about en-
vironment, but still the scenarios of the robot
swarm use are quite basic, usually restricting
useful scenarios for basic operations, for ex-
ample, in agricultural sector. We are hopeful
that introducing even the basic swarm usage
scenarios into industry will help to employ
more and more use cases over near time.

For the definition of the protocol con-
cept, we are reviewing several most often used
scenarios for the swarm: 1) surveillance sce-
nario, where the swarm is constantly looking
for some anomalies over an area; 2) continuous
execution of basic tasks for robots — e. g. spray-
ing some agriculture; 3) delivering packages
over routes — in case of emergency situation —
with possible mission changes ‘“on-the-fly”.
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All enlisted tasks require communication pro-
tocol for swarm orchestration, when all swarm
devices share the same quite narrow bandwidth
re-source; and a protocol for mission control.
For this paper we concentrate on communica-
tion protocol: for OSI network layers, we are
considering levels 2-3 — Dala Link and Net-
work layers, and partially level 4 — Transport
layer. The physical layer for practical evalua-
tion is fixed and the most valuable for today
are LoRa standard physical layer.

Practical considerations for scenarios
show us, that the communication layer should
concentrate at least on the following tasks: 1)
providing stable communication between the
operator and the swarm; 2) stable communica-
tion in case if operator is off-line and the net-
work is autonomous; 3) robustness in case if
some nodes fall off-line for short or moderate
time; 4) adding new nodes for swarm; 5) join-
ing two separate swarms. Looking back to pre-
viously elaborated metrics: coverage, fault tol-
erance, response time, scalability, throughput
[2], robustness, task completion rate [3], preci-
sion, success rate, adaptability to scale [4] and
$0 on — we are setting narrower but more com-
plex metrics and goal to simulate, as our sce-
nario set and selected physical link layer mark
several metrics as more important. So, we de-
fine a set of application-level metrics of our in-
terest, which reflect the components of swarm
mission success.

2.2. Physical layer

The most common off-the-shelf com-
munication solution is based on LoRa [5],
which looks to be well-known low-power so-
lution for environmental sensors, designed for
the long range — up to 15 km distance — appli-
cations. On the other side the communication
speed looks to be quite low, 0.3 — 50 kBit/sec,
but this does not look as a big issue. Earlier we
have discussed, that low automation degree of
drones requires high bandwidth, as the human
operator requires good quality video stream for
effective operation, for example current FPV
drones’ infrastructure is built exactly such
way. If we drop video stream, we also drop
high bandwidth requirements, moving exact
object recognition operations to drone side.
This allows to fit communication requirements
into strict LoRa band-width, limiting commu-
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nication to simple exchange of sensor values.
The types of sensor samples are: current GPS
position, velocity vector, power level, payload
weights or value. Basically, the required sensor
value types depend on control protocols, which
are defined on higher protocol levels, and this
requires some iterative process of defining
over-the-network control algorithms. We are
going to cover several control protocols sam-
ples in the next articles, now we concentrate on
employing off-the-shelf communication solu-
tions into our swarm.

2.3. Common considerations for
communication

Generally, the control protocol does
not depend on particular physical layer, but the
practical considerations usually point to the
cheapest “industry standard” radio transceivers
available on market. For the time of writing
this article different LoRa devices and mod-
ules, working in 433MHz non-licensed range,
are the most suitable type of devices available
on market. This does not mean that TDMA-
based protocol requires LoRa, it can be imple-
mented on any type of radio transmitting de-
vices, where the user can directly control the
transmission speed and operating modes of
transmitter. For communication protocol plan-
ning we should know basic timing delays for
switching the transmitter between generally
idle mode, receiver mode and transmitter
mode. The maximum time necessary for
changing transmitter operating mode (e.g.
from receive mode to transmission) specifies
the time gap between TDMA slots. Other point
is the accuracy of local clock, which also af-
fects time gaps between TDMA slots in proto-
col. The theoretical and practical considera-
tions for time synchronization between con-
nected devices in our network were earlier
made in [6], including practical results and
hardware implementation. The useful feature
is RSSI, which allows to evaluate the received
signal strength, so we are able to evaluate the
distance between devices and possible device
movement.

It should be noted, that robotic commu-
nication networks are developed having in
mind the target structure of the network and
use scenarios. The initial use scenarios for
swarm define the complexity of the network
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physical layer protocol. Basically, we can sep-
arate the network types into the following large
groups: 1) permanent configuration, where ro-
bots practically are not moved; 2) permanent
configuration where robots can move within
the limits of their defined areas, but leaving the
communications between neighbors practi-
cally unchanged — with minor distance change;
3) configuration where robots can freely move
across area. The corner cases of the last type is
the subdivision of the swarm into several
swarm with communication configuration re-
build or joining several swarms into one
swarm. All the network types also are chal-
lenged the problem of network nodes, that can
temporary be offline, so leaving the network
for short time and joining it after the leave. The
effective solution of corner cases greatly im-
proves the overall performance of the network,
and one of goals of our study is the modeling
of these corner cases scenario.

For our study we chose the scenario,
where the robots located in the geographical
center of the swarm can communicate to all the
robots in the swarm. For moderate number of
robots (80-200) we are employing TDMA-
based techniques, where we can effectively di-
vide time resource into the defined number of
time slots and give fixed amount of outcoming
traffic for each robot per time slot. The first
useful work, describing TDMA protocol for
mobile devices was described in [7], where
multi-hop mobile devices network concept for
low-speed communications was described.
Also, it was proved [6] that off-the-shelf and
low cost quartz resonators can provide time-
synchronization for robotic network. These
techniques enable to design various types
(multi-hop, one-hop) of networks, based on
TDMA communication layer techniques
which can employ LoRa physical layer.

2.4. LoRa communications
considerations

We start from considerations, that in
order to simplify TDMA network, we can em-
ploy peer-to-peer network concept over a com-
paratively large geographical area, as maxi-
mum distance for LoRa communication is up
to 15 km. One of the algorithmic improve-
ments we can employ for this case — the selec-
tion of central zone (fig. 1), where the devices

can reach all the devices in the network, but
other devices possibly cannot communicate di-
rectly to peers located too far from them. Fig.
1 shows the robots located on the semi-rectan-
gular field, the central zone devices (black
squares) can communicate to all the devices in
the network and, at least, one of them has a
kind of bridge to Internet network for reporting
swarm statistics and receiving control com-
mands. Fig. 1 shows additionally 2 devices,
marked with 1 and 2, and border limits —
dashed lines, 1-limit and 2-limit, which shows
the communication range limits for devices,
marked 1 and 2. So, comparing to TDMA-
based peer-to-peer communication networks,
the central zone controls the TDMA protocol
and slots. Other devices, competing for slots in
TDMA network, does not “hear” all the de-
vices.

1-limit 2-limit

[m]

Fig. 1. Two-zones robotic network structure

Consider the TDMA frame structure
for IoT devices, shown at fig. 2. The reader
may refer to [5] for comparing to simpler im-
plementation.

Slot |Slot |.. Slot |Slot | Slot

X T, T, |0 1
Slot |[Slot |Slot |.. Slot
N-1 [N Ry Ru

Fig. 2. TDMA frame structure

The total length Tfame of the TMDA
frame at fig. 2 is fixed, and this time may vary
from 0.5 sec to 15 sec, which depends on nec-
essary communication characteristics of the
network. Tfame shows the typical time of
spreading information in the network; for the
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network with central zone at fig. 1 this time
grows to 2*Tfame. For peer-to-peer network
this time looks very flexible in terms of con-
trol protocol.

The TDMA frame may include: start
slot X, which is employed for adding an addi-
tional robot or device to the network. Slots To-
Tk may be used for optimizing of the adding
new devices into the network — they extend slot
X. Slots 0-N are used for communicating be-
tween devices, so basically each device owns
one slot, optimized scenarios employ multiple
slots for one device to increase bandwidth. For
our case the value of N starts from 30-40 and
finishes near value 200. Some scenarios intro-
duce device priorities, so that high-prioritized
devices use several slots for communication.
Slots Ro-Rwm are used for additional traffic op-
timizations.

As LoRa transmitters supports RSSI value,
which renders approximate distance between
receiver and transmitter, the robot approxi-
mately can have information about distance
between devices, GPS information allows to
track device movement and control the so-
called density of the devices over a field. This
also can be used for specifying communication
speed into separate slots and optimizing the
traffic inside network. For the simplest appli-
cations, only slot X and slots 0-N are used.
Slots Ti and Ri can be allocated inside slots 0-
N, employing different optimization tech-
niques, which are out of discussion scope now.

3. Swarm simulation concept

3.1. Metrics discussion

The proposed TDMA technique looks
basic, but there are several algorithm parts,
which are considered quite complex and need
to be observed and proven inside simulation.
The usual communication procedure looks
simple, but the most interesting issues are
forming the network and reentering the net-
work after communication signal jams. Com-
munication jams is a short-range or long-range
signal obstacles which prohibits communica-
tion for the part of the network. In case if the
jam is quite long in time, there is a possibility
that after such a jam the network need to build
the network from scratch. The scenarios of
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joining two swarms into one or separating one
swarm are also targets for our simulation.

3.2. Simulation toolkit

The main goals of the simulation not
only for our study are at least 1) to have an en-
vironment suitable for observing and analyz-
ing the algorithms; 2) provide a cheap alterna-
tive for direct use of hardware; 3) provide a
bridge between simulated environment and
scenarios — the code in usual case — and the real
hardware. Additional point is to have ability to
switch between hardware platforms without
conceptual coder changes. It should be noted
that we are not considering computing hard-
ware of the robotic system, as communication
protocol usually requires less than 1% of over-
all system computing power.

The first common choice for such kind
of simulator is NS-3[8], or OM-NeT++ [9].
These simulators and a bunch of other simula-
tors, functionally close to it, are event-driven
simulators, which have a rich number of exten-
sions, able to simulate practically every com-
munication protocols. Still the older our work
[6] clearly shows, that for our study much
lighter tools can be involved. Our final choice
was LoRaSim[10] from Lancaster University.
Its functionality looks quite basic, but our
study showed us that this choice was right: the
simulator is lightweight and cheap in term of
resources necessary to learn it and use it. As
we use LoRa hardware as a tool, we do not
need to track much of LoRa protocol internals.
All TDMA protocols can be based on transmit-
ters, which are able to receive a packet of de-
fined length and provide a packet of defined
length. For robustness we need the ability to
change underlaying protocol without redoing
the system. So, LoRa simulator [10] is used as
an interchangeable component and a physical
layer, which can be changed to another physi-
cal layer implementation, simply connecting
channel layer in OSI model to the physical en-
vironment.

3.3. SimPy implementation
benefits
The protocol simulation is based on the
SimPy [11] — process-based discrete-event
simulation framework based on standard Py-
thon. This choice is based on its simplicity, as
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1) standard Python infrastructure is used; 2)
simulation is supported by shared objects and
synchronization component libraries in
SimPy; 3) the simulation code flow in SimPy
is a Python process without specific definitions
and infrastructure, which makes the SimPy use
also cheap and simple in learning how to use
and apply.

The use of common programming lan-
guage as Python showed us many benefits for
our case. First, the simulated process algorith-
mics, which implement various TDMA-net-
work support parts, is implemented as a well-
structured programming code. We even may
utilize the concept of “digital twins”, directly
translating the simulation code into the robotic
code. Despite the fact, that Python interpreter
makes the Python code slower 10-20x times
that C++ code, the modern Al tools — such as
commonly used ChatGPT or Gemini tools - al-
low seamlessly convert Python code to C++
code. The underlying protocol concept em-
ploys statically allocated components — data
buffers, arrays, variables and so one, as the
simulated process is targeted for embedded
platforms. The AI tools use allows to over-
come the barrier, which was introduced long
time ago by using different programming lan-
guages for different kind of simulations — as all
fast simulations employ C++ optimized code,
for example ROS-2 [12]. Its simulation con-
cept is an exact “digital twin” system, versus
more easily written but more slow systems in
Python, such as SimPy. Now Al tools allow to
rewrite still with some limitations the simula-
tion code from one language to another, sim-
plifying and extending the “digital twin” con-
cept use. Sure, that Al tool now cannot deal
with optimized driver code for LoRa, but the
underlying low level code base is not the sim-
ulator part. It is separated from our simulated
algorithms with abstraction layer, so we are
able to convert simply between languages even
using Al tools. For developers, who are still
worried with automated code conversions — it
is quite possible to get to mature Python-based
model, convert it to C/C++, verify differences
between original and converted code flow, and
in case of success — move further to embedded
code.

Another important point for the SimPy
use is that the Python-based development and

process-based simulator helps to use Al code
generation tools efficiently, as it can provide
the whole algorithmic base for Python effec-
tively even if the developer of the simulation
algorithm is not a proficient Python program-
mer. Although the “digital twin” concept can-
not be used directly for our model, the common
code structure for object (robot) behavior is a
common control code with time-synchroniza-
tion primitives and yield instructions, which
allows to synchronize the object behavior with
model time. During the conversion of the
model code into the hardware-side code, only
these synchronization primitives need to be
changed into hardware-related code. However,
the underlying real-time support library can
provide the corresponding compatibility layer
with SimPy synchronization primitives. All the
other control code can be built using Al tools
and we have widely practiced to use Al tools
while prototyping the simulation code.

4. Simulation details and
results

We have implemented our simulation
ecosystem on the top of LoRaSim [10] and
SimPy [11] software packages, and imple-
mented our TDMA algorithmics using this
simulation engine. Our implementation is well
aligned with concept used in ROS and ROS-2
[12] simulation, where the robotic control soft-
ware is build using “digital twin” concept. This
concept suppose that the simulation process is
identical to control program for the real robot
or drone, so the ROS simulator provides all
necessary functionality as system libraries, in-
cluding alternate versions of flight controller.

To be complete with moving the simu-
lation results to the real hardware, Raspberry
Pi boards with LoRa transceiver E32-
433T30D was used, which is connected by
UART link. As expected, real hardware elabo-
rates simulated algorithms as expected.

4.1. Simulation engine

Despite of increased computational
complexity - as proper physics simulation for
drone engine should be computed during sim-
ulation cycle — the “digital twin” approach
works well for the modern computing hard-
ware. Our solution provides real time simula-
tion for dozens of drones, including the render-
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ing of drone operations using 3D-engine via
Unity, and this even emulates video stream for
opera-tor reference. We successfully ap-
proached the “digital twin” concept, except we
have the main loop implemented in Python.
The structure of SimPy-based code reflects the
structure of real-time control program for
drones, so the dropped “digital twin” paradigm
component — the same programming language
—1is covered with Al tools which make transla-
tion between Python and C language. We in-
troduce some internal limitations for simula-
tion code — such as static memory allocation
and simpler code structure — and current Al
tools work well enough during program map-
ping to C language. We are not going to dis-
cuss exact over-head introduced by language
translation, this may be a separate investiga-
tion mainly in the area of program code quality
and code base management.

Due to nature of the model, we have
clear layers of the code, which simplify object
synchronization in model and coding practices.
The bottom layer includes LoRaSim simulator,
which is used mainly for physical layer of data
transmission, so the practical synchronization
of robot’s work is done by LoRaSim layer. As
discussed in previous chapter, we can change
LoRaSim layer to any other wireless simula-
tion layer, as basically we need the following
functionality: 1) packet receive; 2) packet
transmission; 3) RSSI value as a part of packet
receive; 4) setting speed and transmission
power values. Any wireless protocol simulator
that provides this functionality can be used in-
stead LoRaSim. TDMA frame forming is
based on SimPy timer functionality, which can
be easily mapped on any hardware. The
TDMA frame formation principle is inspired
by ideas from old work [6], lowering the com-
plexity of multi-hop system into two-hop net-
work or star-based network. Additionally, Lo-
RaSim is slightly modified to provide tranmis-
sion jamming and simulation programmable
packet loss.

4.2. Simulation goals and metrics

On the top of TDMA frame formation
we simulate a control program, which includes
the following main parts:

1. Initial forming of TDMA net-
work, when the robotic swarm should define

64

priorities, example metric — the number of
visible devices or RSSI of root node which
has link to operator. Operator link is low-
speed and transfers basic swarm statistics,
goal reaching results and passes operator
commands to swarm devices. We are not
considering radio transmitter power con-
sumption as it usually less than 1% of overall
power consumption on any flying drone. One
of modeling goals was to observe different
scenarios of network forming, allowing to
improve the speed of robot joining the swarm
by extending the functionality of slot X (fig.
2). Our model allows to improve speed of
network forming 4x-8x times, depending on
slot X length and configuration.

2. Link loss correction, which has
two cases: short time link loss for several
frames, where the robot should not leave the
network and save his slot(s) active; and long-
time link loss, when the algorithm is similar to
initial network forming. This is the most inter-
esting part, as the metric of time, necessary for
forming the TDMA-based network, is the main
metric for cases, when swarm works around
concrete buildings which shield the signal
from central drones, so the drone may accom-
plish some mission in offline, join the network
again and send gathered data to robots, which
have connection to main network.

The most interesting metric we have
analyzed was the time of the network recon-
struction, when the network structure is col-
lapsed after a long signal jam. We have applied
different optimization techniques for minimi-
zation of the number of TMDA frames neces-
sary for network reconstruction, which are not
the topic of our paper, and our simulation en-
gine is able to run thousands of network recon-
struction scenarios with the results in table 1.

Table 1.

Network reconstruction times for basic and
optimized TDMA protocol.

Number of | Construction | Construction
nodes in | frames for the | frames for the op-
network basic period | timized period

5 7 3

12 16 6

20 25 7

40 45 13

80 87 25
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So, the numbers in table 1 clearly
shows that our simulator allows us to con-
struct and debug algorithms quickly, as the
brute force approach to develop some algo-
rithms just on hardware simply not working.
Also we are not using any techniques of formal
verification due to its complexity, so we need
the big number of simulations with randomiz-
ing conditions in start and randomizing jam-
ming for each network configuration. Our sim-
ulation allows us to have thousands of runs for
the network with some constant number of
nodes.

4.3. Hardware platform notes

Sure, that the first move of the simula-
tion to hardware platform introduces some
problems, related to first improper assump-
tions on timings for radio transceiver. How-
ever, after initial timings correction, the simu-
lation code runs at the platform as we expected.
We use frequency band 433MHz, available for
radio amateurs, and the limit to 0.5W output
power allows to debug the protocol without
specific restrictions.

For hard debugging cases we may use
a “sniffer” hardware, which is a unit which al-
ways receives data from our wireless network,
and logs the TDMA frame structure,
frame/packets timestamps and data, so it may
be compared with simulation log.

It should be noted, that the simulation
of protocol and its different optimized version
is the only way to make an embedded system
in appropriate time. Even if hardware platform
Raspberry Pi 4 looks developer friendly, the
protocol debugging is a nutshell, as requires
elaboration of results and its analysis after each
run. Also, it is practically impossible to pro-
vide algorithmic debugging via multiple runs,
as the communication speed in LoRa protocol
makes scenarios run time extremely long.
Also, it is quite hard to provide jamming for
LoRa in real life.

We are not mention real hardware tests
at large distances. Our previous experience
with transceivers shows that in real life the
transmission distances, signal power and
speeds closely resemble the hardware manuals,
so the operational range of our transceivers
reaches the maximum, described in manuals.
Our simulation engine uses RSSI information

and introduces random errors due to communi-
cation range, so the simulation results are sim-
ilar to the real-life scenarios.

5. Conclusion

Our research clearly shows that quite
simple simulation system can greatly speed up
the development of robotic networks with
wireless communication abilities. We devel-
oped a SimPy-based simulation, which allows
to develop and debug TDMA-based protocol
for self-organized robotic swarm based on
LoRa wireless hardware, and the protocol has
advanced abilities to reconstruct network in
case of signal jams. The developed algorithms
can be comparatively easily transformed,
sometimes with helps of current Al tools, into
embedded computers, equipped with LoRa
hardware, but not limited to LoRa. We have
not noticed important differences in function-
ing of the simulator-based system and its hard-
ware counterpart, so we are close to name these
systems as digital twins. The most important is
the shortening the development cycle of com-
munication system several times, up to our ex-
perience in embedded systems development.
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AHAJII3 CTIMKOCTI IHTEJEKTYAJBHOI
CUCTEMM BUABJIEHHA 3ACOBIB HECAHKIHIOHOBAHOI'O
OTPUMAHHS IHOOPMAIIIL B YMOBAX
HABMUCHHUX 3ABA/JI

Y po0GoTi 3anponoHoOBaHO HOBHUI HAyKOBHH MiJXi[] 10 BU3HAYEHHS YMOB CTIHKOCTI MPOIIECiB BUSBIICHHS TEXHi-
YHUX 3ac00iB HecaHKI[ioHOBaHOTO oTpuManHs iHpopmanii (T3HOI) B ymoBax BrumBy HaBMUCHUX 3aBaj. [Toka-
3aHO, [0 CTIHKICTh iHTENEKTyaIbHOT CHCTEMH BUSBIICHHS HABMUCHUX 3aBa/] 3AJIS)KHUTH BiJl YaCy 3aTPHMKH, SIKUH
BPaxOBYEThCS CHCTEMOIO M(epeHIiaNbHAX PIBHSIHE 13 3aITi3HCHHAM, SKi ONICYIOTh iHEPTHICTH KaHATIB MOHI-
TOPHUHTY, 3aTPUMKH OOPOOKH CHTHAJIB Ta aJalTHBHY NTUHAMIKY MapaMeTpiB, IO XapaKTePH3yIOTh HAasBHICTH
HaBMHUCHHX 3aBaf. [l aHami3y CTIMKOCTI CHCTEMH 3aCTOCOBAHO OBaJl PHXITIHCBKOTO SIK iHCTPYMEHT IOCIIi-
JUKEHHS CIIEKTPaJIbHUX BIACTUBOCTEH XapaKTePUCTHYHOTO KBa3iMOJIiHOMa CHCTeM Au(epeHIlialbHIX PiBHSHB
13 3amizHeHHEAM. OTpUMaHO HOBY YMOBY CTiiKoCTi porieciB BusBieHHS (CIIB) 3a HasBHOCTI 3MiHHHX 3aTPUMOK
Ta aKTMBHOI NpoTuii 3 00Ky nopyuHuka. [IpoBeneHo aHamiTHYHUNA Ta KUIBKICHUN aHai3 TUHAMIKH CHCTEMH,
1110 IEMOHCTPYE JIUISTHKYU CTIMKOTO Ta HECTINKOTO (PyHKIIIOHYBaHHS IHTEJIEKTYaIbHOI'O MOJLYJISl BUSIBIICHHS.
KirouoBi croa: 3axucT iHpopMmaliii, HAaBMHCHI 3aBaau, qudepeHIiaibHi piBHSIHHS 13 3ali3HEHHsIM, oBa PuxJii-
HCBKOT0, CTIHKICTb, IHTEJIEKTYJIbHUH MOHITOPHHT, TEXHI4HI KaHAJIM BUTOKY iH(pOpMaIlii

G.V. Shuklin, O.V. Barabash, A.B. Grebennikov, 1.D. Danylov, Yu.V. Pepa

ANALYSIS OF THE RESILIENCE OF AN INTELLIGENT
SYSTEM FOR DETECTING MEANS OF UNAUTHORIZED
INFORMATION ACCESS IN THE FACE OF DELIBERATE

INTERFERENCE

This paper proposes a new scientific approach to determining the stability conditions for processes aimed at
detecting technical means of unauthorized information acquisition (TMAIA) under the influence of deliberate
jamming. It is shown that the stability of an intelligent system for detecting intentional jamming depends on the
delay time, which is accounted for by a system of delay differential equations describing the inertia of monitoring
channels, signal processing delays, and the adaptive dynamics of parameters characterizing the presence of in-
tentional jamming. To analyses the stability of the system, the Rychlinski oval is used as a tool for investigating
the spectral properties of the characteristic quasi-polynomial of systems of differential equations with delay. A
new stability condition for detection processes (SPV) is obtained in the presence of variable delays and active
countermeasures by the attacker. An analytical and numerical analysis of the system’s dynamics has been carried
out, demonstrating the regions of stable and unstable operation of the intelligent detection module.

Keywords: information security, deliberate interference, differential equations with delay, Rychlinski’s oval,
stability, intelligent monitoring, technical information leakage channels

Beryn

CyuacHi cucteMH 3aXucTy 1H(opMmarii OHOBAHOTO OTpUMaHHA iH(OpMaLii, 37aTHI

(YHKIIIOHYIOTh B YMOBaX CKJIAIHOI €JIEKTPO-
MAarHiTHOI Ta iHpopManiiHOi 06CTaHOBKH, 10
XapaKTePU3Y€EThCSI aKTHBHUM 3aCTOCYBAHHSIM
3ac00iB paIl0eIEKTPOHHOTO MPHUIYIICHHS, Te-
HEpaIi€ro MacKyBaJIbHUX IIyMiB, JIWHAMIY-
HUMH 3MiHaMU ITapaMeTpiB KaHaJiB BUTOKY Ta
MPUXOBAaHUM  (DYHKI[IOHYBaHHSIM  CTIMKOCTI
nporeciB BusiBiieHHs (CIIB). OcobnuBy HeOe-
3MEKy CTAHOBJISATH TEXHIUHI 3aCO0M HECAHKIII-

3MIACHIOBATH TIPUXOBaHy TIiepenady JaHUX,
aJlanTyBaTUCS 0 YMOB CEpEOBHIA, 3MiHIO-
BaTH MapaMeTpy KOPUCHOTO CUTHAITY.

Krnacuuni Mosieni BUSIBIICHHS 0a3yIOThCS
MEePEBAYKHO HA CTATHMYHUX IMOBIPHICHUX TiJ-
X0/ax 1 He BpPaXxOBYIOTb IHEPTHICTh MPOLECIB
aHai3y, TAMYaCOB1 3aTPUMKHU 0OpPOOKH, HAKO-
NUYyBAJIbHUM e()eKT MepemKo Ta HeliHiiHy
aJlanTarliio MopynuIHuKa.
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VY 3B'3Ky 3 [IUM BUHUKAE HEOOXiTHICTh
PO3pOOKH TMHAMIYHUX MOJIENIEH, 1110 BPaXOBY-
I0Th 3aIi3HEHHS Ta CTIWKICTh MPOIIECIB BUSB-
JICHHSI.

AHAJI3 OCTAaHHIX TOCJTIIKEeHDb

[Ipobnemaruka BusisnenHs T3HOI B
yMOBaX HaBMHUCHOTO JAECTPYKTHUBHOIO BIUIUBY
€ MDKIUCIHIUTIHAPHOK, OCKUIBKH TOENHYE
MATaHHS TEXHIYHOTO 3aXUCTy iH(popmartii, pa-
JTIOMOHITOPUHTY, PaIi0EIEKTPOHHOI POTHU T,
CTaTHUCTUYHOTO aHaJ13y CUTHAJIIB, MAIIMHHOTO
HABYaHHS Ta TEOPil CTIMKOCTI AMHAMIYHUX CH-
cTeM 13 3amizHeHHsAM. Cy4acH1 JOCIIIKEHHS B
ik cdepi cBig4aTh, MO KIACHYHI CTaTUYHI
MIIXO/IA 10 BUSIBJICHHS KaHAIIB BUTOKY 1H(O-
pMarii BXke He MOBHOIO MipOIO BiANOBIAAIOTH
yMoBaM (YHKIIIOHYBaHHS Cy4acHUX 00’ €KTiB
iH(pOpMaLiIHHOT AISUTBHOCTI, 1€ TOPYIITHHK 3/1a-
THUW aJanTyBaTW MapaMeTpu CUTHAITy, CTBO-
pIOBATH IMITaIlifH] 3aBa/iy, 3MIHIOBATH CIIEKT-
paJIbHI XapaKTCPUCTUKN BHIIPOMIHIOBAHHS Ta
BITUBATH Ha poOOTY IHTENEKTyallbHUX 3aco-
01B MOHITOPUHTY.

VY po6ori [1] po3risHyTO MOAETIOBAHHS
npoueci BusisaeHHs: T3HOI B ymoBax HaBMU-
CHOTO BIUIMBY 3aBajJl. ABTOPU aKUEHTYIOTh
yBary Ha Tomy, 110 npoiec Busiienns T3HOI
MOBUHEH aHATI3yBaTHCS HE JUIIE 3 TO3MIIIT
HMOBIPHOCTI NMPaBUJIBHOIO BUSBICHHS, a il 3
ypaxyBaHHSM JIUHAMIKH 3MIHU O3HAK CUTHAIY,
BIUIMBY 3aBaJl, YaCOBHUX 3aTPUMOK OOpPOOKH Ta
aIalTUBHOI MOBEAIHKK mopymHuka. B [2, 3]
PO3MIISIHYTO aJIallTUBHI METOAM MTPOTU/TIT aKTH-
BHUM IIIYMOBHM 3aBaJiaM Ta METOJH MPOTUAILT
y pamioHaBiramiiHuX KOHQIKTax. Y IUX A0C-
TPKeHHAX TOKa3aHo, II0 HABMHUCHI 3aBajv
MOKYTh MAaTH HE JIMILIE IIIYMOBHI1, a i a1anTH-
BHUI 200 imiTaliitHuii xapakrep. Bonu 3naTHi
3MIHIOBAaTH YacCTOTHI, YacCOBI Ta €HEPreTUYH1
napaMeTpu 3alie)KHO Bif MOBEAIHKH CHUCTEMHU
BUsBIICHHS. 1[e 0COOMMBO BaXKITUBO JIIS 3a/1a4
BusiBieHHss T3HOI, OCKUIbKM MOPYIIHHK
MOJK€ HE IMPOCTO MAaCKyBaTH CUTHAI, a (hopmy-
BaTH TaKi 3aBaJIOB1 BIUIUBH, SKi CIIPUYUHSIOTH
XHOHI CIIpanboBYBaHHS a00 3HUKYIOTh TOCTO-
BIPHICTh YXBaJICHHS PIllIEHb IHTEICKTYyIbHUM
JIETeKTOpOM. ABTOpH B [4] TOCIIKYIOTh ede-
KTUBHICTH ()YHKIIOHYBaHHS CUCTEM Iepenadi
iHpopMmamii 3 XaOTHYHUMH CHUTHAJIaMH Ta
OFDM-mopaynsli€eo B yMOBax BILUTUBY HAaBMU-
CHUX 3aBaJl. 3HAYYIIICTh IIHOTO JDKEpesIa MoJIs-
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ra€ B TOMY, 1110 aBTOPHY PO3TIIAIAIOTH BILUIUB 3a-
BaJl Ha CKJIa/IHI CUTHAJIbHI CTPYKTYPH, SKi Ma-
IOTh HENIHIHHI Ta CHEKTPAJIBbHO PO3MOiICHI
BiactuBocTi. s 3agay Bussiacaus T3HOI me
Ma€ MPUHITMIIOBE 3HAUYCHHSI, OCKUIBKY MOO14HI
€JIEKTPOMArHiTHI BUIIPOMiIHIOBAaHHS, HPUXO-
BaHI paJiloKaHaIM ab0 MacKyBaJIbHI CUTHAJIU
MOXYTh MaTH CKJaJHY CIEKTpalbHY CTPYK-
Typy, IO YCKIATHIOE iX imeHTU]IKaIi0 Kia-
CUYHUMH METOJAMHU CHEKTPAIILHOTO aHaJII3Yy.
OxpeMuil HanpsM J1OCIiKEHb OB’ s3a-
HUU 13 TEXHIYHUMHU KaHaJlaMH BUTOKY 1H(]Op-
mariii. Tak y po6ori [5] npoaHanizoBaHO TeX-
HIYHUM KaHaJl BUTOKY 1H(opmarii uepes nooi-
YHI €JIEKTPOMArHiTHI Mepe- BUIPOMIHIOBAHHS
JOTIOMDKHHMX TEXHIYHUX 3ac00iB 1 cuctem. Lle
JOCITIJIKEHHS BaxJIMBe 1715 (GopMyBaHHs (i3U-
YHOI OCHOBH MOJI€JIi BUSBJICHHS, OCKIJIEKH Ha-
apHicTh T3HOI abo kaHamiB BHTOKY dYacTo
MIPOSIBIISIETBCSL Y€pe3 aMIUTITY/HI, YacTOTHI,
MIPOCTOPOBI Ta YaCOBI O3HAKH €JIEKTPOMATHIT-
HOT0 BUIIpOMiHIOBaHHs. CaMe Taki 03HaKu MO-
KyTbh OyTH BUKOPHCTaHI SIK BX1/IHI TapaMeTpu
IUI 1HTENEKTyallbHOTO JAeTeKTopa. Y poOoTi
[6] 3apONIOHOBAHO AJTOPUTMHU BUMIpIOBaHHS
YacTOTH KaJpOBOi PO3TOPTKU MOHITOPIB JUIS
YaCTOTHO-BUOIPKOBOTO MPUIYLICHHSI KaHAJiB
BHUTOKY 1H(popMmarii. Ile mxepeno nemoHCcTpye
NPaKTUYHUNA TIAX1A 0 BUSBICHHS Ta MPUIY-
IIICHHS! KOHKPETHOTO TUITY TEXHIYHOTO KaHATY
BUTOKY. MlOT0 IONiNBEHO BUKOPUCTATH 1St 00-
IPYHTYBaHHSI TOTO, 10 €(heKTUBHE BUSBJICHHS
T3HOI notpebye He nuie peectpatii GaxTy
BUITPOMIHIOBaHHS, a i aHa13y HOro 4acTOTHO-
YaCOBUX XapaKTEPUCTHK, SKI MOXYTb OyTH
3MiHeH1 a0 3aMacKOBaHI i J1€F0 HABMUCHUX
3aBaj. JlocmipkeHHs [7] nmpUCBsiueHe aHali3y
Ta MOJICITIOBAHHIO JDKEPEN PaaioeeKTPOHHOI
060poTHOU 3 ypaxyBaHHSIM IPOCTOPOBO-YACTO-
THOTO OpIEHTYBAaHHS. 3HA4YeHHs Ili€i poOOTH
MOJISITa€ B TOMY, 110 BOHA BPaxoBY€ HE JIUILE
CHEKTpPaJIbH1, a i MPOCTOPOBI XapaKTEPUCTUKH
IpKepen 3aBaj. i iHTeNneKTyaabHOI CUCTEMHU
pusiBiieHHs: T3HOI 11e € BaKJIIMBUM, OCKIIBKH
JoKamizalis Jpkepena curHainy abo 3aBaau
MO>K€ OYTH OJTHUM 13 KJIIOUOBUX KPUTEPIIB yX-
BajieHHs pimeHHs. [IpocTopoBo-yacToTHE MO-
TIETIOBAaHHS JTO3BOJISIE ITIIBUIIATH JIOCTOBIp-
HICTbh PO3MEXYBaHHS KOPUCHOT'O CUTHAITY, IO-
01YHOTO BUIPOMIHIOBaHHS Ta HAaBMHCHOI 3a-
Bagu. Y poOoti [8] po3risHyTO Heiipomepe-
KEBY MOJICJTh OI[IHIOBAHHS PiBHSI 3aXHUIIICHOCT1
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CKJIaTHO3aITyMJIeHOi MOBHOI iH(popMmarii. [le
JOCTIIPKEHHS € BaKJIMBUM 3 TIO3HIII1 BUKOpPHUC-
TaHHS 1HTEJIEKTyaJIbHUX METO/IIB aHaJIi3y CHT-
HaJIiB B YMOBax BHCOKOTO piBHS mrymiB. Heii-
POMEPEKEB] MIIXOIN TAIOTh MOXKJIUBICTh BHU-
SBIIATA TPUXOBaHI 3aKOHOMIPHOCTI B JaHMX,
K1 BaXKKO (popMaizyBaTy KIIaCHYHUMH aHai-
TUYHUMH METOJaMH. Y KOHTEKCT1 JaHOi CTaTTi
[[e MATBEPKYE IOUITBHICTh BHUKOPUCTAHHS
IHTEJIEKTYaIbHOTO JIETEKTOPa, KU MOEHYE
CHEKTpalibHI, CTATUCTHYHI, KOPENSAIiHHI Ta
WMOBIpHICHI O3HAKH.

Cepen 1HO3EMHHX JIOCITIIKEHb BaXKJIHBE
Micre 3aiiMae pobota [9], B sKiii 3anpONOHO-
BaHO METOJY BUSIBJICHHS jamming-aTak y Me-
pexxax IEEE 802.11 Ha 0cHOB1 MallIMHHOT'O Ha-
BUaHHS. ABTOPH IMOKa3yIOTh, 0 ML-meToau
MOXXYTh €(DEKTMBHO PO3PI3HATH HOPMAaJIbHUI
PEXHUM POOOTH MEpeXki Ta peKUM HABMHCHOTO
paZioeNIeKTPOHHOTO NpuaymieHHs. Lle € Bax-
JUBUM JJI OOTPYHTYBaHHS 1HTENEKTYaIbHOTO
KOMITOHCHTa CHCTEMH BUSBJIICHHS, OCKUIBKH
BOHO JEMOHCTPY€ NPAKTHYHY e(EeKTHBHICTH
MAaIlTMHHOTO HaBYaHHS y 3a/1ayax i7eHTu(iKa-
mii HaBMUCHUX 3aBaa. Y mpami [10] mocmi-
JDKEHO (P13MYHY aBTEHTH(IKaLII0 CyIyTHUKO-
BUX TEpeaBaviB i3 BUKOPUCTAHHSM TIHOWH-
HOTO HaBYaHHSI. ABTOpPH BHUKOPHUCTOBYIOTH
O3HaKH (HI3MYHOTO PiBHSA CUTHAITY JUIS 1JeHTHU-
¢ikamii mxepen BunpoMiHtoBaHHs. OTxe, 3a-
CTOCYBaHHS MTMOWHHOTO HAaBYaHHS 70 (i3uy-
HOTO PiBHS CUTHAITY € TIEPCIICKTHBHUM HAIIPsI-
MOM JUJISl TiIBUIIIEHHS CTIMKOCTI CUCTEM BHSIB-
neHHs. Y po0oTi [11] po3risHyTO 3aXHUCT KOT-
HITUBHHUX PaJiOMEpEX BiJl IHTEIEKTYaJIbHOIO
MMOCTAHOBHUKA 3aBaJl, IKHI aJIaliTy€e CBOIO IMO-
BEJIIHKY 3aJIeXHO Bij peakuii cucremu. Lle no-
CIIIKEHHS € 0COOIMBO BaXKIIMBUM JJI JAHOI
CTaTTi, OCKIJIKM B Hil TakoX pO3IJIAAA€THCS
He 3BUYaiiHUI BUMAIKOBUHN IIyM, a caMe 1HTe-
JeKTyallbHa 3aBajia, sIKa aHali3ye poOoTy Je-
TEKTOpa Ta HAMATAETHCSI 3HU3UTH HOTO eeK-
TUBHICTh. Takuil MiaXiJ JO3BOJISE PO3TIISIIATH
MPOTUIII0 K JHHAMIYHUHN MPOIEC B3aEMOJIT
CUCTEeMH 3aXWCTy Ta mnopymHuka. Jocmi-
JokeHHs [ 12] mpucBsiueHe BUSIBIICHHIO aTak (a-
npcudikanii AaHUX CHEKTPAIBHOTO 30HIY-
BaHHS Yy MOOUTbHUX KOTHITUBHHUX pajioMepe-
’ax 13 BUKOPUCTAHHAM METO/IIB IITYYHOTO 1H-
tenekty. [lokazaHo, mo 3arpo3a Moxe OyTh
MOB’si3aHa HE JuIe 3 (HI3UYHUM TpPUTYLIEH-
HSM CHTHATY, & 1 3 HABMUCHUM BHKpPHBIICH-

HSIM JIaHUX, HA OCHOBI SIKUX CUCTEMa yXBAIIIO€
pimenHs. Y kontekcti BusBieHHs T3HOI me
O3HAyae, IO IHTENEKTYaIbHUN NETEKTOpP TO-
BUHEH OYTH CTIHKUM HE TUIBKH 10 IIYMOBUX
3aBaj, a ¥ 10 danscudikaii abo imiTarii o3-
HaK BUTOKY 1H(opmariii.

Y pobGoti [13] cuctemaTH30BaHO METO-
JIOJIOT11 Ta BUKJIWKH BUKOPUCTAHHS MAITWH-
HOIO HABYaHHS Ui rapaHTyBaHHsS Oe3neku
CHUIBHOIO BHUKOPHUCTAHHS CIIEKTpa. ABTOPH
aHATI3yI0Th aTaku Ha CIEKTpajbHE 30HAIY-
BaHHS$, BKJIFOYAIOYHX IMITAIIiIO JETITHMHOI'O KO-
pucTyBaua Ta ¢anbcudikalio pe3yabTaTiB BU-
MIPIOBaHHS. 3a3HAYMMO Ba)KJIUBICTh 3aXHCTY
CHCTEM MOHITOPUHTY BiJl alalTUBHUX 1 MaCKy-
BaJIbHUX BIUIMBIB, SIKI MOXYTb HOPYILIyBaTH
JIOCTOBIPHICTH BUsiBIIeHHs. B [14] nocnimxeHo
edpextuBHICTh frequency hopping sik meToxy
npoTuii jamming-atakam y Mmepexax IEEE
802.11. Ile mxepeno € BaXJIHBUM JJIA PO3Y-
MIHHS ~ TPaguIIMHUX METOMIB  3HIKCHHS
BIUTMBY HABMHCHUX 3aBaj. Pa3om 3 TM, BOHO
MOKa3ye, 110 HaBiTh €(PEKTUBHI METOU YaCTO-
THOI TepeOyI0BH MalOTh OOMEXEHHS B YMO-
Bax aJanTuBHOro mnopymHuka. lle mixrBep-
JOKYy€ HEOOX1IHICTh CTBOPEHHS OUIBII CKIIAf-
HUX IHTENEeKTyaJbHUX CHCTEM BHSBICHHS Ta
NPOTHII1, SKI BPaXOBYIOTh JUHAMIKY 3aBaJ0-
BOT'O BILJIMBY.

MareMaTHUHy OCHOBY JIOCIIJKECHHS
CTIMKOCTI CHCTEM 13 YacCOBUMH 3aTpUMKaMH
po3kpuTo y npamsix [15, 16]. B [15] 3anpomno-
HOBAaHO TOKpAIIEHI KpuTepii CTIHKOCTI aist
HEHPOHHUX MEPEeX 13 3ali3HCHHSIM Ha OCHOBI
¢dynkuionanis JismynoBa—KpacoBcekoro, a B
po6oTi [16] mocaiHKEHO CTIHKICTh MEPEKEBUX
CHCTEM KepyBaHHS 3 ypaxXyBaHHSAM 3aTPHUMOK
nepefaBaHHsA Ta BTpaT makeriB. Lle moio-
JKEHHS € OJM3BKUM JIO 3a/1a4i aHai3y 1HTele-
KTyaJIbHOTO IETEKTOPA, B IKOMY 3aTPUMKHU 00-
pOOKH, 1HEepIiiHICTh KaHATIB MOHITOPUHTY Ta
HECBO€YACHE OHOBJICHHS IapaMeTpiB MOXYTh
MIPU3BOJIUTH J10 BTPATH CTIMKOCTI MPOIIECY BU-
SIBJICHHS.

Takum 4nMHOM, aHali3 HAyKOBHX JKe-
pelt mokasye, 10 Ha CbOTOAHI TOCTaTHBO IPY-
HTOBHO JIOCJIIKEHO OKpeMi acleKTH Mpo-
OneMu: TeXHIYHI KaHaJIH BUTOKY iH(opMarlii,
METOJM PajioeNeKTPOHHOI MPOTHUJIIi, BHIB-
JIeHHs jamming-aTakK, 3aCTOCYBaHHS MAaIlIWH-
HOT'0 HaBYaHHs 10 aHaJi3y CUTHAJIB, a TAKOX
MaTeMaTU4yHl KpUTEpil CTIHKOCTI CUCTEM i3
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3amni3HEeHHIM. BogHouac HEIOCTATHRO JOCII-
JUKEHO MHUTaHHS KOMIUIEKCHOTO MO€IHAHHS
[IUX HaMpsIMIB y M@XaX €IMHOI MaTeMaTUYHO1
MOJIETl CTIMKOCTI 1HTEIEKTYaJbHOI CHCTEMH
BusiieHHs T3HOI B ymoBax HaBMHCHUX aja-
NTUBHUX 3aBaj. Came Iie BU3HA4Ya€ HAYKOBY
JOIIBHICTh PO3POOKH MOJIEIi HAa OCHOBI CH-
cTteM audepeHIiaIbHUX PIBHIHb 13 3aIi3HEH-
HSM Ta 3aCTOCYBaHHS T€OMETPUYHUX KPHUTE-
pliB aHaNI3y CTIMKOCTI, 30KpeMa oBaity Puxii-
HCBKOTO.

IHocTanoBka npodaeMu

Hexaii cuctema 3axucty 311HCHIOE MOHi-
TOpUHT 00’€kTa 1HGOPMAIIHHOT TiSITLHOCTI.
HeoOxigHoO BU3HAYNTH:

1. CTifikicTh mpolIeCy BUSBIICHHS,

2. BnuB 3aTpuMOK;

3. BmuiuB aganTUBHUX NEPEIIKO/T;

4. YMOBU BTpaTH BUSBIICHHS.

BBenemo HacTynHi HO3HAYEHHS:
x,(t) — inTerpanbHa Mipa 03HaK, 32 AKMMH CH-
CcTeMa BUSBJICHHS HaBMHCHUX 3aBaJl CIPOMO-
KHA 11eHTU(]IKYBaTH HASBHICTh TEXHIYHOTO
KaHaJly BUTOKY iH(popMartii;
X, (t) — 3MiHHA, fIKa XapaKTepU3ye iHTCHCHUB-

Merta crarTi

MerToro 1aHoi cTaTTi € po3podKa Ta Hay-
KOBE OOTpYHTYBaHHS MaTE€MaTUYHOT MOJEii
CTIMKOCTI TIPOIIECIB BUSBICHHS TEXHIYHUX 3a-
co0iB HECAHKI[IOHOBAHOTO OTpPUMaHHs 1HHOP-
Mariii (T3HOI) B ymoBax HaBMHUCHOT'O JIECTPY-
KTUBHOTO BIUTUBY 3 BUKOPUCTAHHSM CHUCTEM
mudepeHiaTbHUX PIBHSIHD 13 3aMi3HEHHSAM Ta
amapaTty oOBaJly PUXIIIHCBKOTO Il aHAi3y
CTIMKOCTI 1HTENEKTyaJdbHOI CHUCTEMH YyXBa-
JIEHHS PillICHb 11010 BUSBJICHHS BUTOKY 1H(]O-
pMariii TeXHIYHIMH KaHaJIaMU.

HiCTh HABMHCHOTO JECTPYKTHBHOI'O BILTHBY
Ha CHCTEMY BHSBJICHHS;
x,(t) — inTerpanbHa orliHKa iHTEIEKTYTBHOTO

JIETEKTOPa, CTPYKTYPHY CXEMY SKOTO Ipe/ICcTa-
BJICHO Ha pHC. 1, 1 iKa XapaKTepHu3ye BHYTpIillI-
HIil CTaH IHTEICKTyaIbHOI CUCTEMU YXBAJICHHS
pilieHs.

VY 1abn. 1 npeacTaBieHo nepeliik 03HaK
JUIS TEXHIYHUX KaHAJTIiB BUTOKY iH(pOpMaIii.

Tabmums 1.
O3Haku BUTOKY 1H(popMaIlii 10 TeXHIYHUM KaHaJIaM

Bua TexHiyHOro KaHaJIy O3HaKkHu HAsIBHOCTiI BUTOKY
1. PamioTexHiuHMI KaHAT A) AMITTITY1a MTApa3uTHOTO BUITPOMIHIOBAHHS
b) Criiiki ciekTpanbHi miKu
B) Oco6mmBocTi Moy st
I') F'apMOHIYHi CKJIAOBI
A) Kopemsiris BiOpartii
Bb) Oco6uBi yacToTn
B) YacoBi mabi10Hu
A) PiBeHb TOGIYHOTO €1EKTPOMArHiTHOTO BU-
MIPOMIHIOBaHHS
b) IIpocTopoBa noxkanizatis axepena
B) Cunxpownizaiiis 3 004MCITIOBATBHIUMH IIPO-
1[ecaMu
A) AHomanii Tpadiky
b) Hetunosa nepioguuHicTh
B) ITpuxoBaHi yacoBi KOpemsii

2. AxycTuuHi 1 BIOpOaKyCTHYHI KaHATH

3. Tlo6GiuHe enekTpoMarHiTHe BUIIPOMIHIO-
BaHHs

4. MepexeBi NpUXOBaHi KaHAIN

VY 3anpomnoHOBaHId MOJENi Po3risiia- CTBOPIOE CKJIAJIHI KOPEJISALii 1 HAMaraeThCst BU-

IOThCSI caMe 1HTEJIEKTyallbHI nepernikoan. Ha
BIIMIHY BiJ 3BUYAaiHOr0 WIyMy, SIKHH € abo
CTaIlloHapHUM, a00 BHIMAJKOBUM 1 SIKHA HE
aIanTyeThesl, 1HTENEKTyallbHA MEpemKoaa
aHaJII3y€ MOBEIHKY CUCTEMU 3aXHCTY, 3MIHIOE
CBill CrIeKTp A7 iMiTallii KOPUCHOTO CUTHAIY,
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KJIMKATH XUOHI TPUBOTH.

B Tabna. 2 mpeacraBneHo BUAW 1HTENEK-
TyaJbHUX MEPEIIKOM, SKi PO3IIIAAAIOTHCS B
MO/ICJIIOBAHH1 ITPOLECIB BUSABICHHS TEXHIYHUX
3ac001B HECAaHKIIIOHOBAHOT'O OTPUMaHHS 1H(O-
pMarii B yMOBaX HaBMHCHOTO BILJIUBY 3aBajl.
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Ta0mms 2.

OCHOBHI BH/IU IHTEJIEKTYAIbHUX MEPELIKOT

Buaum inTesieKTYaJIbHUX 32Bajl

XapakTepuCTHKH 3aBaJl

1. AKTHBHI eJIeKTpOMarHiTHi

A) TupokocMyrose 3al1yMIEHHS
b) ImnynbcHi 3aBau
B) AnantuBHa 3MiHa YaCTOTH

2. ImiTamiiui

A) I'enepartist XMOHUX CHEKTPAIBHUX O3HAK
b) KomitoBanns crpykrypu curHainy T3HOI

3. KoruitusHi

A) Anani3 poboTH neTexkropa
b) Junamiuna aganrariis
B) ®opmyBaHHS MacKyru4MX IOCIHiJOBHOCTEH

3a IONOMOT'OK) HEMPOHHHUX MEPEX

) ) IHTENEK TYANEHWIA OETEKTOP
Bl nai
{13 30BHILLMEOND .
cepeqoerLa) . M 2 M
. > ¥ F = P
obpobn
MPHAMAHHA CHIHANIE
(papio, asyenana,  —
[ERIEE ANETRALYR T2 MPHAYLLEHHA HeApOMEperEBIi
Wiy EMACHIKATOD
CEHCOpHI 4aHI .
(cnesTp, evepria,  — l ) 'L
BifipaLin Tow) - ait)
: CNSKTRANEHAA aHanks IMOBIPHICHS OLfiHEA
PIBeHE 33837 Y(1)
(clyHka sasagossl  — -
CACTEHDBHH) . l l
BumpaenHs osHak DOPMYESHHA THTEp. OLyiHIs
5333 IHaHE ICHREETRNHE J OB HE BNEBHEHOCTI X:(f)
[mpodini T3HML, I (R
MOAENT 3asa)

4. Moayns aganTayii Ta HaguaHHA

OUIHER EEKTHBH0CTI T3

ANANTALA NOPArs Ta Moaensi
[ IBCPOTHHA 3B'RI0K

(TR T

KomeHTap A0 Qiarpami

1. MoIynb nonepeaHsol oopotrm ouHwas
CHTHEN BUY Lymie | Braingse cTifsl oxarm, sa

3. Mogyne npuaHsTTR AHMMI MOIKHA CYAMTH NP0 HARBHICTS TIHIL

pllieHHA
2. MaLynb pO3niaHaEaHHA BHKOPHCTOEYE
IHTENEKTYANGHI ANFOPHTMA (HEADOMEREX,
IMOBIDHICH] METOM) ANA OPMYBAHHA
Moporosmit arani i IHTEMENBH0T OLIHE BIEBHEHOCT] K(f).
TOrika pit " .
3. MOLYNb NPHAHATTA PiLLEHHA NOPIEHIE
. OUHRY %:(1) 3 ANANTHEHAM NOPOTOM 8. F kLo
¢ . EBNEBHEHICTE NEPEBMILYE NOPIr — (POPMYETRCH
: TpHBOrE

=l 1w

4 Woaynk ananTaufi sateinesye
CAMOHABNGHHR, KOPWIYBAHHR NOPONE |
MOIENER JANERHD B 0BCTAROBEW T3
HAKDNH4EHDTD JOCEUTY.

TPUBOTA
(eMABNEHD
T3HMI)

w287 —Thk

5. Kepyioui Brnven u(t) opmysTs aKTHEH 0
IANACTY. NOCTAROBKY 33831, IMIHY PERIMIE
MOHITODMHTY, NOKANSALI SHEPENa Ta IH.

Knimos! ocoGnneccTi

* [HTEIDALIA PIEHNX IFEPEN A3HWX

« IHTENexTyansHa o0potka T3 sulkka
. iCTh 10 SMIHHOM Cef

= 3aMKHYTHA KOHTYD KEPYBIHHA

Hi

Puc. 1. CtpykTypHa cxema iHTeJIeKTyalbHOro aekoaepa BusisieHHs T3HOI

3a 10noMOroo 1i€l OLIHKK PILICHHS HE
€ OlHapHUM, TOOTO «BUSIBJICHO/HE BUSBICHOY.
Ils omiHKa XapakTepu3ye BIEBHEHICTh CHC-
TEMH B TPABWJIBHOCTI YXBAJICHHS PIICHHS B
peanbHOMY pekuMi vacy. Ls oninka BKitovae
B ce0e CMeKTpaJIbHI 03HAKH, YaCOBI aHOMAUTIi,
CTaTUCTHYHI BIIXWICHHS, Kiacudikatopw,
CTBOPEHI 3a JIONIOMOTOK HEHPOHHHX MEPEK,
IMOBIpHICHI OIIIHKH 1 KOPEJIALiHI TTOKa3HUKH.

T — 3aTpuMka oOpoOkM (yac 3ami3-
HeHH). Lg BenuunHa € o1HUM 3 HeOe3MeuHNX
(akTOopiB, 03asK B PEATbHUX CUCTEMAaX MHT-
TEBOTO aHAJI3Y HE ICHYE.

OcHOBHa 3ajada TOJSATAE B CTBOPCHI
B32€MO3B'A3KY TMHAMIYHHX 3MiHHEX Xx,(f),

x(t), x (t) 3 ypaxyBanHsaM yacy 3ari3HEeHHs

7 3a JIOTIOMOT'0I0 SIKO1 1HTENeKTYalbHHH Jie-
TEKTOpP TNPUUHATTS  PINICHHS  BHUSBIISIE
T3HOI.

Bukiaanenus
OCHOBHOI'0 MaTepiaxy

MaremaTiuHa MOJENb, SIKa 3a3HaueHa B
MeTi JaHoi cTaTTi, (OPMYETHCS CHUCTEMOIO
TphOX AU(EpEeHIIaTbHUX PIBHIHB 3 3aIli3HEH-
HSIM.

[Tepme qudepeHIiaabHe piBHSIHHS OIHU-
Cy€ JMHAMIKy KOPHCHOTO CHUTHAIIy 1 Ma€ Ha-
CTYITHUU BUJ
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dx, (t)
dt

1€ a — KOeQIIIEHT MiICUJICHHs 03HaK; b — KO-
edimieHT Aerpanaiii BHACTIJOK 4acy 3aTpH-
MKH T;
¢ — KOeQIUIEHT NPUAYIIEHHS HABMUCHUX 3a-
Bajl.

dx, (t)

=a-x,(t)—c-x,(t) x,(t)-b-x,(t —7)+ul)

Hpyre nudepeHiiiiHe piBHSIHHS OMNU-
Cy€ TUHAMIKY IHTEJIEKTyallbHOi (HaBMHCHOI)
3aBaay 1 Mac BUI:

2 —doxy) )+ g xy(t—7)+ f-sin(w-1) ,

dt

ne d — xoeQlUleHT 3aTyXaHHs; g — Koeili-
€HT ajanTaiii 3aBam; f - sin(a)-t) — MTYYHUR
LIYMOBH BIUIMB.

dx; (t )

TpeTe piBHSHHS MOJIEIIOE 1HTEICKTya-
JTBHUI MOJYJb BUSIBICHHS 3aBajl 1 Ma€ HACTY-
OHUAN BUJ

I e nx, () + ko oxy () mex (= 7)+ 1-o(x,(¢)) 3)

dt

1ie n — napaMeTp NpUAYyIIEeHHs 3aBai0k0, SKUH
XapaKTepu3ye CTyMiHb PyHHIBHOTO BIUIMBY 3a-
BaJl HA IHTEJIEKTYaIbHUH JIETEKTOP.

[Nepmwmii noganok piBHAHHS (3) BU3HA-
yae aerpazaitito ominky BussieHHs T3HOI i
BIUIMBOM 3aBaJl. |HakIe Kaxydu, Lel mapa-
METp BU3HAYa€, HACKIJIBKU CHCTEMa 3aXUCTy
BpAa3JIMBa JI0 TaKO1 3aBaju;

k — mapameTp 3aTyXaHHsSI 1HTEJIEKTY-
albHOI OLIHKH, AKUH XapakTepHu3ye IIBHJ-
KICTh BTpaTH HAKONMWYEHOI BIEBHEHOCTI iH-
TeJeKTyalbHOro aeTekropa. pyruil nona-
HOK TpaBoi YacTHHH piBHIHHA (3) BH3HAYA€E
ICTOTHE 3aTyXaHHS BHYTPILIHBOT'O CTaHy CH-
cTeMH. [HaKIIe Kaxy4u, IHTeIeKTyallbHa CH-
cTemMa He OBUHHA HECKIHYEHHO
«TmaM’ATaTu» cTapi 03HAKH. SIKIIO Mimgo3pii
CUTHAJIU 3HUKIIU, TO BIEBHEHICTh MA€ MOCTY-
MOBO 3MEHIIYBATHUCS, IHAKIIE 1HTEIEKTYalb-
HUH 1€TEKTOp MOYHE TeHepyBaTH OMUIIKOBI
CUTHAlM TPUBOTH, CTaHE IHEPTHHUM 1 BTpa-
TUTh 3JaTHICTh IO agamnTallii;

m — TmapameTp YyTJIUBOCTI IO iCTHH-
aux o3Hak T3HOI, sikuil BU3Haua€ HACKIILKA
CHJIBHO 1HTENEKTyaJbHUA MOIYJb pearye Ha
o3naku T3HOI. Tpertiéi momaHok mpaBoi vac-
TUHH PiBHSAHHA (3) ONMUCY€ MOCUIIEHHS iCTOT-
Hux o3Hak T3HOI. [Hakie kaxxyuu, e napa-
METp € MapaMEeTPOM «yBarw» CUCTEMH JI0 BH-
SIBJICHOTO CHUTHaNy. Yum Oinblie 3HAYCHHS
IILOTO TIapaMeTpa, TUM CHJIBHIIIMN BIUIUB 03-

72

nak T3HOI, mBuie 3poctae BIEeBHEHICTD 1H-
TEJEKTYaJbHOTO JETeKTOopa 1 BHILA HMOBIp-
HicTh BusBiacHHus T3HOI;

| — mapaMeTp 1HTEJIEKTyaJbHOTO Helli-
HIMHOTO IMICWJICHHS, SKUW Kepye 1HTEJIeKTya-
JIbHUM HAKOIMUYEHHSM BIIEBHCHOCTI IHTEJIEK-
TyaJIbHOTO JIETEKTOpa Yy BHUSBIEHHI ICTUHHUX
o3nak T3HOI:

o5, (1)) = —

T4

4

Curmoina (4) Mozaentoe HEUPOHHY aK-
TUBHICTb 1HTEJIEKTYaJbHOI'O JIETEKTOpa, a Ta-
KO IMOBIPHICTb YXBaJICHHS PIII€Hb 1 M'IKHIA
nopir. Y pasi Majioro 3Ha4eHHs nmapameTpa [
cucreMa AuQepeHIlialbHUX pIBHAHb, SKa
ckiamaerbes 3 piBHAHB (1) — (3), maibke Ji-
Hil{Ha, 10 CBIAYHUTH PO CIAOKY 1HTEICKTya-
JBHICTh JETEKTOpa 1 HESKICHE BHUSBIICHHS
npuxoBanux T3HOI. V Bunaaky noctaTHbO
BEIIMKOT0 3HAUCHHs MapameTrpa [ , cucrema
Ma€ BUCOKHH piBEHb 1HTENEKTYaJIbHOCTI, 1110
MPU3BOAUTH JI0 PI3KOTO BHUSBIICHHS aHOMaJIIi
1 Bucokoi uytnuBocti. OgHaK BOAHOYAC € 1
HEJOMIKH, aJyKe BUHHKAIOTH HEJIHIHHI KOJIH-
BaHHA 3MIHHOI X, (t), Xa0THYHI PEXUMH 1

CKJIQHOCTI CTIMKOCTI 1HTENEKTyallbHOI CHC-
TEMH YXBAJICHHSI PIllICHb.
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Po3B'si30k cucremu nudepeHIiaTbHIX
piBasiHb (1) — (3) Mae DOCTaTHBO CKIIATHE
MPEJICTABJICHHS, OJHAK, SIKIIO I[I0 CUCTEMY JIi-
HEapu3yBaTH, TO MOXKHA JOCIIIUTH CTIHKICTh
i€l CUCTEeMH HABKOJIO ii CTamioHapHOi TOYKH
(xl* ,x;,x;). B inTepnperauii MareMaTHYHOIO
BU3HAUEHHS CTIMKOCTI CHCTEMU BUSBICHHS
T3HOI BBe1EMO HACTYNHE O3HAYEHHS.

O3nauvenns 1. Cucrema audepeHitiaib-
HuX piBHAHB (1) — (3), AKa MOIENIOE TIPOIIECH
BusaBieHHss T3HOI Ha3uBaeThcsd CTIMKOIO,

SIKINO JJI JOBUILHOTO & > 0 1 ISt JOBIABHOTO
¢t >t — T BUKOHYEThCS CUCTEMa HEpiBHOCTEH

X, (t) < xl*
X, (t) < x;
x5 (1) < x5
)
[Ticna mineapuzanii cucremu (1) — (3)
BOHA MAaTUM€ HACTYITHUN BUTJIS;

d);'_t(f) _ aX(0)+ BX(—7), ©)
x,(t) a —c-x 0 ~b 0 0
ne X(t)=|x,(t)|, A=[0 d O0,B=| 0 0 g].
x,(t) 0 -n &k m 0 0

Jlig cuctemu (5) XapaKTepUCTUUHE PIBHSAHHS Ma€ HACTYTTHUN BUTJIAL:

det(i —4-B-¢77)=0,
(7

ne I —oauHUYHA MaTpuLs po3Mipom 3x3.
31iiiCHUBIIY BIATOBIIHI IEPETBOPEHHS, PIBHSHHS (6) SIBJIsI€ COOOI0 HACTYTHUI KBA3IMOIIHOM:

P+, 2 +vA+vy + (B2 —b(d + k)L + dbk)-e** + g - (bn+mex] )-e 7 =0, 8)
nev,=—d-k-a,v,=d-k+a-d+a-k+n-g,vy=—a-(d-k)+n-g.

PiBusinus (7) € TpaHCUEHACHTHUM 1 TOMY
TeopeMa JldnyHoBa, JOBeIeHa ISl CHCTEM JIH-
(bepeHuianbHuX PIBHAHB (5), Y IKUX B1ICYTHIH
Apyruil OJaHOK MpaBoi YaCTUHU DPIBHSIHHS
(5), e € cnpaBeymBor0. OgHaK YKpaiHCHKUMA
MaTemaTuK Puxmincekuit B.A. [1] 3ymiB noBe-

CTH TEOPEMY II0JI0 YMOB CTIHKOCTI CUCTEM JH-
depeHniansHuX piBHIHBb BUAY (5), KA OTpH-
Majia Ha3By OBajl PUXIIIHCHKOTO.

CyTb TeopeMu PHXITIHCHKOTO TMOJIATAE Yy
BU3HAYCHHI KoJa (OKOITY) HAJEKHOCTI KOX-
HOTO CIIEKTpa MaTPUIIi

O=A+B-e*" , (9)

1€ KOKHOMY ii BIIaCHOMY YHCITy BiATOBiAa€ 00JIaCTh B KOMIUICKCHIN IJIOIIHMHI 32 HACTYITHOI YMOBH

|/1—a|é—c~xl*+d+k—n
|/1—d|Sa—c-x1*—n+k .
|/1—k|Sa—c-xl*+d—n

(10)

Cucrema (9), sika Bu3Ha4yae 001acTh, 10
HOCUTh Ha3BY OBaJl PUXJIIHCBHKOIO, BpaxoBYye
B3a€MHUH BIUTUB YMOB CHCTEMH 1 JO3BOJISIE TO-
YHIIIE OLIHIOBATH JIOKAJbHE pO3TAlllyBaHHS

KOpeHIB piBHSAHHA (7) B KOMIUICKCHIN TILIO-
muHi. [Ipn npomy, obnacts cridikocTi (10) mo-
BUHHA 3aJI0BOJILHSTH yYMOBH, BU3HA4YCHI Ha-
CTYITHOIO CUCTEMOIO:

A—d|-|A-d|<d+k—c-x —n
|/1—a|-|/1—k|S—c-xl*+d+k—n
|/1—d|-|/1—a|£a—c-x1*—n+k
|/1—d|-|i—k|£a—c-x1*+d—n

(11)

73



IIporpamHui cucremu 3axucty ingopmamii

Skmo no3naunty yepe3 Re(A) miiicHi
YaCTUHU BJIACHUX YHCEI PIBHSHHSA (6) 1 SIKIIO
Ui BCixX A, gKi HanexaTh oBajiam (10), Buko-
HY€ETbCS YMOBa
Re(1)<0, (12)

TO CHCTEMA € CTIUKOIO.

[IponemoHCTpy€eEMO BUIIC BUKIIAJCHE HA
KOHKpeTHOMY mpukianai. Hexaih marpuns A
MAa€ HACTYITHUI BUTJIAL:

X lleHrpe aarosatsHEX CICMEHETIB Marpam Q

@ Baacei 2EagesEHT MaTpEN Q

Im()

Re())

L4 -035 0
A=| 0 L1 0
0 03 16

[Ticns mpoBeaeHUX PO3pPaxyHKIB 3a
npeactasieHdsM (7)1 (10) Oyno oTpumaHo Ha-
CTYIHI 3Ha4eHHs crekTpa Matpuli (9) 3 mooy-
JIOBOIO OBajly PHUXJIIHCBKOTO, sIKI IMpencTaB-
JIeHi Ha puc. 2:

Puc. 2. OBanu PuxiiHChKOTO AJ1s JTiHEapi30BaHOi cucTteMu (6)

OBanmu PuxmiHCBEKOTO MOKa3ykoTh, IO
CTIMKICTh AudepeHLiaTbHUX CUCTEM 3 3ali3-
HEHHSIM BU3HAYACTHLCS HE TUILKU HAJIEKHICTIO
TIACHUX YacCTHH PO3B'SI3KIB XapaKTepUCTHY-
HOTO PiBHSAHHSA (7), a 1 HAJIEXKHICTIO 1X MEBHII
o0iacTi B I KOMIUIEKCHIA ITIBIUIOIIMHI.
[IpakTruHO 11€ 0O3HAYAE: IHTENEKTyaIbHUH Jie-
TEKTOp 37aTHHM cTabinbHO BUsABIATH T3HOI
HaBITh 3a HAsABHOCTI MOMIPHUX aJalTHBHUX
MEePEIIKO/.

BucHoBkH

VY naniit po60Ti po3po0IeHO MaTeMaTH-
YHY MOJIENb MPOLECIB BUSBICHHS TEXHIYHHUX
3ac001B HECAaHKIIIOHOBAHOT'O OTPUMaHHS 1H(O-
pMariii B yMOBaxX HaBMHUCHOTO BIUIMBY ITE€pEIIl-
KOJI. 3aCTOCYBaHHSI CUCTEM Ju(epeHITIaTbHUX
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PIBHSIHB 13 3aIMI3HEHHSM TO3BOJIMJIO OTHCATH
IUHAMIKY KOPHCHHMX O3HAaK, aJanTaiiio Ha-
BMHCHUX 3aBaJi, ONUCATH CTPYKTYPHY CXEeMY
IHTENIEKTYaIbHOTO  JIETEKTOpa  BUSBJICHHSA
T3HOI yxBanenHns pimieHb. Ynepiie O0yio 3a-
CTOCOBAaHO  T'€OMETPHYHI  MPEICTaBICHHS
oBaTy PUXJTIHCHKOTO, 0 YMOIIHBHIIO 3a0€3-
MIEYCHHS aHAaJI3y CTIMKOCTI CKJIaqHOI HEeMiHIH-
HOi cuctemMu. OTpUMaHi pe3yJbTaTH MOKa3y-
I0Th, 110 KpUTUYHUMHU (PaKTOpaMu Jerpanarii
BusiBiieHHs1 T3HOI € vacoBi 3aTpumMKu, ajan-
TUBHICTb MEPEIIKOJ, 3pOCTaHHs HETIHIHHOCTI
IHTEJIEKTYyaIbHOTO aHaji3y. 3arporoOHOBaHUMA
MiJXiT MOXE CTaTH OCHOBOIO JJIsSI CTBOPCHHSI
IHTEJICKTyaIbHUX CHUCTEM aKTHUBHOI MPOTHIIT
T3HOI HOBOTO MOKOJTIHHS.



IIporpamHui cuctemu 3axucty ingopmamii

Jliteparypa

Khusainov D.Ya., Ivanov A.F., Shuklin
G,V.(2005). On a representation of solution of
linear delay systems. Differential Equations.
2005.  Volume 41. P. 1054-1058
https://link.springer.com/arti-
cle/10.1007/s10625-005-0249-4

Myxknin I'.B., Hakoneunuit B.C., Jlanunos
L., ITerra }O.B. (2026) MoaentoBaHHSs potie-
CiB BUSIBJIEHHS TEXHIYHHUX 3ac00iB HECAHKIIO-
HOBaHOTO OTpuUMaHHs iH(opmamii B ymMoBax
HaBMHCHOTO BIUIMBY 3aBaj. Cy4yacHUI 3aXUCT
iHopMmarrii. Nel(65). 142-148
https://doi.org/10.31673/2409-
7292.2026.011799

Kprouxoa JI., Bopoxo6 H. (2025) ApmantuBHi
METOAY MPOTHUIIT AKTUBHUM LIIyMOBHM 3aBaJaM.
KiGepbesneka: ocBita, Hayka, TexHika. T. 2. Ne
30. 455-472. https://doi.org/10.28925/2663-
4023.2025.30.987

Kproukora JI., llanmpyx M. (2025) Meromu
npoTHIi B pamioHaBiramiianx konguikrax. Ki-
OepOe3neka: ocpita, Hayka, TexHika. Ne 4(28).
766—780. https://doi.org/10.28925/2663-
4023.2025.28.863

Bacrora K., 30exxoBcbka Y., CroboasHIOK B.
(2022) Amnamiz edexTuBHOCTI (YHKIIOHY-
BaHHA CUCTEM Iepenadi iHdopmarii 3 XxaoTHy-
Humu curHanamu 3 OFDM-mopaymsimiero B
yMOBaxX BIUIMBY HaBMHCHUX 3aBai. Infor-
mation Technology and Security. Vol. 10.
Issue 2(19).
216-229. https://doi.org/10.20535/2411-
1031.2022.10.2.270439

3abomotuuii B.1., OnetinikoB A.M., 3a6o010T-
nuit .M., KyctoB A.K. TexHiunuii kanai Bu-
TOKY iH(popMarii TOGIYHIMHU eIeKTPOMAarHiT-
HUMHU TIEPEBUIPOMIHIOBAHHSIMHU JONOMIKHUX
TEeXHIYHUX 3aco0iB i cucreM. Pamiorexnika.
2024. Ne 218. DOI: 10.30837/rt.2024.3.218.04.
€srpados /I.B., fApemuyk 10.€. (2022). Anro-
PUTMH BUMIPIOBaHHS YaCTOTH KaJIpOBOI PO3ro-
PTKH MOHITOPIB i YaCTOTHO-BHOIpPKOBOTO
MIPUYIIEHHS KaHAliB BUTOKY iHQopmarii. Bi-
CHHUK BIHHMIBLKOrO MOJITEXHIYHOIO I1HCTH-
TYyTy. 2022. Ne 4. C. 83-90.
https://doi.org/10.31649/1997-9266-2022-
163-4-83-90

bubuk P., Onipcekuii 1. (2025). JocmimkeHAsS
METO/IB aHalli3y Ta MOJCIIOBaHHS JKEpe
PED 3 ypaxyBaHHSIM NPOCTOPOBO-YaCTOTHOTO
opientyBanHs. KibepOe3neka: ocBiTa, Hayka,
texnika. 2025. Tom 2. Ne30. C.20 — 34 .
https://doi.org/10.28925/2663-
4023.2025.30.950.

10.

11.

12.

13.

14.

15.

16.

17.

Hyxnauit C. (2025) HeitpomepexeBa Monemb
OIIIHIOBAHHS PIiBHSA 3aXHUIIEHOCTI CKJIAIHO3a-
IIyMJIEHOT MOBHOT iH(OpMAIlii Ha OCHOBI CTPY-
krypHoi cxemu RII. KibepOesneka: ocira, Ha-
yka, TexHika. 2025. Ne2(30). C. 645-661.
https://doi.org/10.28925/2663-
4023.2025.30.970

Puiial O., Aktas I., Schnelke C.-J., Abidin G.,
Wehrle K., Gross J. Machine Learning-Based
Jamming Detection for IEEE 802.11: Design
and  Experimental = Evaluation.  IEEE
WoWMoM, 2014. DOI:
10.1109/WoWMoM.2014.6918964.

Oligeri G., Sciancalepore S., Raponi S., Di
Pietro R. PAST-AI: Physical-Layer Authenti-
cation of Satellite Transmitters via Deep
Learning. IEEE Transactions on Information
Forensics and Security. 2023. Vol. 18. P. 274—
289. DOI: 10.1109/TIFS.2022.3219287.
Ibrahim K., Alnajim A.M., Naveed Malik A.,
Waseem A., Alyahya S., Islam M., Khan S. En-
tice to Trap: Enhanced Protection against a Rate-
Aware Intelligent Jammer in Cognitive Radio
Networks. Sustainability. 2022. Vol. 14, No. 5.
Article 2957. DOI: 10.3390/su14052957.

Yara Cifuentes L.M., Cadena Muifioz E., Cubil-
los Sanchez R. Development of a Model for
Detecting Spectrum Sensing Data Falsification
Attack in Mobile Cognitive Radio Networks
Integrating Artificial Intelligence Techniques.
Algorithms. 2025. Vol. 18, No. 10. Article 596.
DOI: 10.3390/a18100596.

Wang Q. et al. When Machine Learning Meets
Spectrum Sharing Security: Methodologies
and Challenges. 2022.

Pelechrinis K., Koufogiannakis C., Krishna-
murthy S.V. On the Efficacy of Frequency Hop-
ping in Coping with Jamming Attacks in 802.11
Networks. IEEE Transactions on Wireless Com-
munications. 2010. Vol. 9, No. 10. P. 3258-3271.
DOI: 10.1109/TWC.2010.082310.100113.
Wang S. etal. Improved Stability Criteria for
Delayed Neural Networks via Lyapunov—Kra-
sovskii Functional. Mathematics. 2022. Vol.
10, No. 15. Article 2768.

Shao H. A Lyapunov—Krasovskii Functional
Plus Approach for Stability of Networked Con-
trol Systems with Transmission Delay and
Packet Dropouts. 2023.

Jlata mepuioro HaJIXOIKEHHS 10 BUIAHHS:
04.05.2026

Brytpimns penensis orpumana: 22.05.2026
30BHIIIHA peneHsis orpuMana: 27.05.2026
JaTa npuitHaTTS cTaTTi 10 ApyKy: 05.06.2026
Jara nmy6mnikauii: 29.06.2026

75



IIporpamHui cucremu 3axucty ingopmamii

IIpo aemopis:

'lyxnin F'epman Bikmopoeuu,

KaHIUIAT TEXHIYHUX HAYK, TOIEHT

Shuklin German,

Ph.D. (technical sciences), associate professor
https://orcid.org/0000-0003-2507-384X
E-mail: mathacadem-kiev(@ukr.net.

'Bapabaw Onez Bonooumuposuy,
JOKTOp TEXHIYHUX HayK, Ipodecop
Barabash Oleg,

Ph.D. (doctor, technical sciences),
professor
https://orcid.org/0000-0003-1715-0761
E-mail: bar64@ukr.net.

’I'pebennixos Acaoi bonoxoszoeuu,
3aCTYIHUK JUPEKTOPA

Grebennikov Asadi,

deputy director
https://orcid.org/0000-0002-1207-7609
E-mail: g as b@ukr.net.

3 llaninos Izop Amumpoeuu,
acripaHT

76

Danylov Igor,
post-graduate student
https://orcid.org/0009-0000-1426-6414

E-mail: danylovihor@gmail.com.

3Iena FOpiii Borooumuposuu,

JlomeHT

Pepa Yuriy,

Ph.D., associate professor
https://orcid.org/0000-0003-2073-1364
E-mail: yurkal4@ukr.net.

Micuye pooomu aemopis:

'"HanionanbHuii TexXHIuHUIA yYHIBEpPCUTET
VYkpainu «KIII imeni Irops Cikopcbkoro»
NTU of Ukraine “Igor Sikorski Kyiv
Politechnical Institute”

InctutyT nporpamuux cucteM HAH Ykpainu
Institute of Software Systems of the NASU

3 [lepkaBHUIA yHIBEPCUTET
1H(popMaIIfHO-KOMYHIKAI[IHHUX TEXHOJIOT1H
State university of info-communication
technology



https://pp.isofts.kiev.ua

IncTpymeHTaIbHI 32c00H Ta cepefOBHINA POrPaMyBAHHSA
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D. Shcherbak, K. Zhereb

IMPLEMENTATION OF HOT RELOADING
IN COMPILED PROGRAMMING LANGUAGES

Hot reloading is a powerful software developing tool which allows the programmer to make changes to the
codebase, and see those changes be applied to the program while it is running. This feature is naturally easy to
implement in interpreted programming languages, such as Python, JavaScript and Ruby. This feature is highly
demanded in compiled languages as well, because it allows to write and debug programs much faster and simpler,
without the need to recompile the whole project to test out new functionality. It is especially useful when working
on user interface or investigating problems that require the program in a specific state, which is hard or time-
consuming to reproduce. This paper explores existing approaches to solving this problem in compiled languages.
We take a look at approaches used in languages with additional runtime, such as Java and C#, and explore
languages which are compiled to native binaries, such as C++, Rust and Zig. We also discuss current challenges
that arise with this technology, and what solutions are possible in new generations of programming languages.
Keywords: hot reloading, hot swapping, dynamic software updates, dynamic library reload, runtime code
patching, programming languages

J.B. ll]epoak, K.A. Kepeb

PEAJIIBALIIA TAPSIUOI 3BAMIHU KOIY
B KOMIIIVIBOBAHUX MOBAX ITPOI'PAMYBAHHA

Iapsiya 3amiHa KOy — 1€ TIOTY)KHHH IHCTPYMEHT Uil pO3pOOKH IPOrpaMHOI0 3a0e3MeUYeHHsl, SIKHid T03BOJISE
nporpamicty BHOCHTH 3MiHHM KOy 1 6auuTH X BIUIMB Ha MPOrpamMy IiJl 4ac TOTo, SIK BOHa BUKOHYeEThCs. Lo
(byYHKIIIIO JIeTKO peasi3yBaTH B IHTEPIIPETOBaHMX MOBaX NporpaMmyBaHHs, Takux sik Python, JavaScript Ta Ruby.
s ¢dyHkmis Takox ayxe 3arpedyBaHa B KOMIIUIBOBAaHMX MOBaX, OCKUJIBKM BOHa JO3BOJISIE MHCATH Ta
BiJUIaro/KyBaTH ITporpamMu HabaraTo MIBHIIE Ta MPOCTilie, 0e3 He0OX1AHOCTI MEPEKOMITUTIOBATH BECH MPOEKT
JUIs TecTyBaHHs 3MiH. Lle KkopucHo mix yac poboTu Hax iHTepdeiicoM KopucTyBadya abo y Mporeci JOCTiIKeHHS
npo0Oiem, sIKi BUMararoTh (hikcamilo MporpaMu y IIeBHOMY CTaHi, 0COOJINBO, SIKIO BiITBOPEHHS TAKOT'O CTaHy
3aiiMae Oararto 4acy. Y i CTarTi AOCII/DKYIOTHCS ICHYIOUl MIiIXOAM A0 BHpIMIEHHS Iii€i mpoOnemu B
KOMITUTBOBAaHMX MOBaxX. MU pO3IIISIAaEMO IiJIXOIM, IO BHKOPHUCTOBYIOTHCS B MOBax 3 JOAaTKOBUM
CepeoBUIIeM BUKOHAHHSA, TakuX K Java ta C#, Ta HOCTiIKyeMO MOBH, SIKi KOMIILUTIOIOTECS O€3II0CEpETHBO B
6inapHi (aiinu, Taki sk C++, Rust Ta Zig. Mu Takok 00TOBOPIOEMO ITOTOYHI IPOOIEMH, 1[0 BUHUKAIOTH 3 €0
TEXHOJIOTIET0, TA PIIICHHS, MOKJIMBI B HOBHUX ITOKOJIIHHSIX MOB IIPOTPaMyBaHHSI.

KirowoBi cnoBa: rapsda 3amiHa KoMy, IWHAMIYHI OHOBJIEHHS NpPOTpaMHOro 3abe3NedeHHs, AWHAMIYHEe
repe3aBaHTakeHHs 010J1i0TeK, BUMPABICHHS KOY i/l 9ac BUKOHAHHS, MOBH IIPOTPaMyBaHHS

Introduction

Hot reloading (or hot swapping) refers
to the ability to modify the source code for
existing programs and see the changes appear
in the program without having to restart it [1].
This feature is native to interpreted and
dynamic languages since they often run
straight from the source code. Hence, changes
to the source code will be instantly reflected
in the program behavior. By contrast,
compiled languages, which  produce
executables tailored to the target system, face

© I.B. lepbak, K.A. XKepeb, 2026
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some difficulties implementing this feature.
This paper researches the history of the hot
reloading feature, from its first
implementations in dynamic languages to
adoptions to current popular compiled
systems languages like C++, Java and C#. We
also discuss limitations that might be imposed
on this feature in compiled languages, for
instance immutable function definitions and
class definitions, and explore how those
limitations can be overcome in the future.
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Hot reload
in dynamic languages

Hot reloading has its roots in the
earliest dynamic languages and environments.
For example, Smalltalk, which was introduced
in the 1970s, presented programmers with an
environment which allowed them to make
changes to the classes during the debugging
session [2]. The simple approach of Smalltalk,
which relies on objects, their methods and
messages being sent between those objects,
provides a uniform interface for all language
features, and allows making changes in
runtime easily.

Common Lisp also allows for reassigning
symbols at runtime [3]. This functionality
can be implemented thanks to the interpreter
that runs the program and can incorporate the
changes at runtime, pausing the execution if
needed and providing safety checks to ensure
validity of program state. Since code isn’t
converted to binaries, the runtime
environment can manage updated definitions
of methods and functions, calling the new
version after any changes were made.
Following Lisp and Smalltalk, Python also
incorporates a similar approach: as an
interpreted language, it allows for changes in
functions and class definitions in a live
developing environment, and it can also load
changed versions of modules on the fly using
importlib.reload [4]. This flexibility usually
comes at the cost of efficiency and runtime
execution speed, which are typically lower in
interpreted programming languages. This
paper addresses the challenge of bringing hot
reloading capabilities to compiled languages
without the need to sacrifice the efficiency of
compiler optimizations.

Hot reload in compiled languages

By contrast, compiled languages
achieve significantly better performance by
producing machine-readable artefacts, which
are tailored to the target operating platform.
This approach allows to perform great
performance optimizations — for example,
unused variables might not be calculated at
all [5].

78

The possibility of using hot reloading in
compiled languages was intriguing. Java
introduced HotSwap [6] in 2002, and C# added
EditAndContinue [7] in 2004, introducing
some limited hot swapping features, mainly in
debugging mode, for the convenience of the
developer. These languages run on virtual
machines (JVM for Java) and managed
runtimes (NET CLR for C#), which allows for
easier implementation of hot swapping, than in
languages with fully native binaries. On the
other hand, systems languages like C++ and
Rust historically lacked built-in hot reloading,
but various attempts of implementing it were
made. In this section we discuss the most
notable implementations of hot swapping in
Java, C#, C/C++ and some other compiled
languages, focusing on their capabilities and
constraints.

Java and the JVM

Some hot reload functionality can be
accessed in Java through the JVM HotSwap
mechanism [6]. It was first introduced in Java
1.4, and gives the ability to change method
bodies while in debug mode on a live program.
This can be useful while fixing minor bugs, but
it imposes major limitations: developers are
not allowed to add or remove methods and
class fields, change their type, name and access
level, or mutate class hierarchy. The original
design of HotSpotVM held an assumption of
immutability of classes during runtime, hence
all changes to class hierarchy still required full
application restart. This limitation prompted
further research, such as the Dynamic Code
Evolution VM (DCEVM), which was a patch
for HotSpotVM developed by Thomas
Wiirthinger in the Institute for System
Software in Linz [8]. It drastically increased
the abilities of classic HotSwap, allowing for
changing class fields, adding and removing
methods, and changing class hierarchy. This is
achieved using a special $transformer method,
which is applied to every object on the heap of
the JVM, which initializes new fields, and
helps ensure the consistency of class
invariants. This instrument is very powerful,
allowing for many types of changes to the
running program, with no ongoing runtime
cost — benchmarks show [8] that the program
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returns to original performance metrics after
the changes are applied. The drawbacks of this
approach might include the slightly longer
reload times, additional complexity and the
fact that this is JVM-specific: the same virtual
machine that provides all the class information
at runtime, which is not available in system
languages like C++, introduces additional
memory and performance  overheads.
However, with so many advantages for a
considerably low price in terms of
performance, the adoption of this instrument is
low: the project repository wasn’t updated for
six years as of time of writing this paper. The
fact that DCEVM is a separate tool could be a
factor that limits the adoption. It needs a
separate installation and users need to learn
how to use it alongside usual Java tools. We
believe that if such powerful hot reloading was
a native language feature, with the main
language features built around it, much more
developers would be using it.

Other notable implementations include
JDrums [9] and JVolve [10]. JDrums
implements a dynamic JavaVM, which can
allow for many runtime changes, but are
limited in changes to class hierarchy. JVolve
uses Jikes ResearchVM to implement dynamic
code updates, but falls short of DCEVM as
well, as it is not able to change running
methods.

NET and C#

In the ecosystem of .NET framework
and the C# language, the ability to make
changes while the program is running was
represented since the early 2000s by the “Edit
and Continue” feature [7]. This feature was
available in the official .NET IDE, the Visual
Studio, and allowed for minor changes to be
done while the program was in Debug Mode.
Those changes will then be applied to the
program, without the need to restart the
application. However, the number of changes
that were available was quite limited, primarily
changes inside method bodies were allowed,
with no changes to class hierarchy or layout.

This feature was recently extended
substantially by the new .Net Hot Reload
feature, released first for .Net 6 in 2021 [11].

First major improvement was the ability to
make changes without the need for explicit
breakpoints, while the Edit-And-Continue
feature required the program to be completely
stopped before you could make any
modifications to the running executable. The
number of changes that are allowed was also
significantly increased: the new .Net Hot
Reload supports adding methods, fields,
constructors, properties to classes, including
async methods and changing method’s return
type [12]. However, some changes still remain
unavailable, such as changes to the interfaces,
adding a destructor to existing class,
modifying a class parameter.

Akin to Java using its JVM to smooth out hot
reload, .NET is using its Just-In-Time compiler
to seamlessly introduce updated method
bodies to the existing application. However,
some systems are not suited to incorporate the
additional  overhead of  Just-In-Time
compilation and Garbage Collection, and
instead rely on low-level languages, such as C
and C++. In the next section we review the
state of hot reloading in C++, as an example of
a language that is compiled to a native
executable, and how it handles hot reloading.

C and C++

Implementing  hot reloading in
languages that compile directly to machine
code is a much more challenging task. It is
further complicated by major compiler
optimizations, which can drastically change
the layout of instructions in the executable.
There are two main approaches to this
problem. The first approach is Dynamic
Library Reload, described in [13]. This is
achieved by splitting a program into a host
subprogram, which starts the application and
calls the main executing functions, and the rest
of the logic, which is stored in Dynamic Link
Libraries (DLL) or Shared Objects (SO).
When the new version of a function is
compiled, the host loads the new Shared
Object instead of the old one and redirects
function pointers, ensuring that all future calls
will execute the new logic. The state of the app
is stored by the host, so that changing the
Shared Objects will not affect the application
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data. This approach has some drawbacks: it
requires ahead-of-time planning. Since
changes cannot be applied in the host part of
the application, signatures of the functions
being called from Shared Objects cannot
change, and need to be decided in advance.
Changing object layouts in memory is also
problematic with this approach, since state is
most often managed by the immutable host,
and if new SOs try to access objects with a
different schema, they will encounter
unexpected errors [14].

Another approach to hot reloading in C++ is
Runtime Code Patching, described in [15].
This way, the changes are made directly to the
executable code of the process in memory.
This is a much harder task, since compilers are
relying on the fact that the program code is
static, and can use this information, as was
mentioned, to perform optimizations. One of
the tools that can be used to achieve this is
Livet++, a proprietary tool developed by
Molecular Matters [16]. It requires the
program to be compiled with special build
flags that add a small patchable entry point at
the beginning of each function. This way
Livet++ can easily insert a jump instruction
which provides an indirection for the execution
flow, allowing to delay execution before
changes are made to the target function, and
then return to normal execution, or if the size
of the function is growing more than the
allocated scope allows, the function
instructions can be moved to a different slot in
memory altogether. Another powerful feature
is Hot Restart: if the changes made by the
developer cannot be handled in runtime, they
will be applied through the full program
restart. However, since the app was already
precompiled, the changes can be applied much
quicker, skipping most of the warmup time.
All in all, Live++ provides a great set of tools
to perform hot reloading in C++, allowing for
many types of changes during runtime with
minimal overhead. A few of its drawbacks
include some compile parameters limitations:
the /[FUNCTIONADMIN linking parameter is
compulsory and some optimization flags, like
Whole-Program Optimizations and Link-Time
Optimizations are prohibited. It is prohibited to
introduce new global or static variables into
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thread-local storages, and some behaviour
changes might occur when debugging a
patched program.

From the academic side, the most notable
solutions for dynamic software updating in C
and C++ included Ginseng, which
implemented hot reloading for C in [17], and
later improved it with an algorithm for a multi-
threaded solution in [18]. However, its
approach required automatically introducing
additional variables to each struct and function
to provide indirection, which could cause
performance issues. A later project Kitsune
[13] proved to outperform it in terms of
runtime update speed, while maintaining the
ability to make almost arbitrary changes to the
program. This, however, was achieved by a
requirement for the developer to explicitly
mark code points, in which hot reload is
possible. While such technique can work as a
safety guarantee (or at least shift the blame for
the inconsistencies on the developer, who
didn’t properly choose the update points), it
makes the adoption process of Kitsune much
harder for many projects, especially for those
with an extensive code base.

Other notable implementations

Zig, as a low-level language that is
compiled to a native executable, can easily
implement the dynamic library reload,
introduced in the C++ section of [19]. An
implementation of runtime code patching was
proposed in 2022 by one of the language
maintainers [20]. The proposal outlined an
incremental compilation mode, which left the
compiler running as a background service.
After receiving a command to update the live
executable, the compiler determines which
changes need to be made and updates the
corresponding memory of the running process.
This is only implemented as an experimental
feature, and no handling of program state was
described, but it shows potential for future
implementations of hot reloading in Zig,
leveraging its low level access to memory.

Erlang is a programming language built
around the idea of scalable, fault-tolerant
systems with long running time [21]. The main
idea of FErlang is implementing multiple
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concurrent processes, that don’t share any
memory or state, and communicate via
asynchronous messages. Those processes are
designed in a way that makes them easy to halt
and start new instances, which provides a
perfect environment for hot reloading. Erlang
supports multiple versions of the same process
running at the same time, with the main
assumption that all old processes will
eventually die out, and only the newest version
processes are created as soon as it is compiled.
Though Erlang is using a virtual machine,
which restricts it from being used in
performance-critical environments, its ability
to change running systems, among other
advantages, made it widely used in
telecommunication systems, bankings and
more.

Rust is another example of a low-level
language, that is known for its long compile
times, and, as such, would benefit greatly from
hot-reloading capabilities. There are solutions
for Dynamic  Library  Reload like
dynamic_reload [22] or hot_lib_reloader [23],
but no implementations of Runtime Code
Patching were introduced. With Go, another
popular compiled language, the most
successful solutions like Air [24] provide the
capability of Live Reloading, which essentially
fully restarts the application in an automated
way.

Mun [25] is a programming language in the
early stages of development, which aspires to
have a Rust-like syntax and feature set,
combined with native capabilities of hot
reloading. As of writing of this paper, it is too
early to tell how it compares in terms of speed,
and patches runtime overhead to other
solutions in this paper. However, it shows
promise, and has potential to become a great
example of native hot-reload implementation
in a compiled language.

Proposed Approaches for High-
Performance Hot Reload

Since hot-reloading is a powerful and
useful tool, we believe it is very likely to be a
part of new languages that will be developed in
the future. Yet, it is complex and hard to
implement, especially post-factum in a

language that is already in use, because current
memory layouts in existing programs cannot
be changed.

One way to overcome this is to start building
the compiler around the idea of hot-reloading,
extensibility and improvability. Most popular
compiled languages don’t support hot-
reloading out of the box. We believe that
possible growth of hot reload implementations
and usage is limited, partly, by the general
approach, which is common for most compiled
languages — treating the executable as an
immutable artefact.

Of course, such a way of thinking has its
benefits. It provides for encapsulation,
modularity and more strict separation of
responsibilities. And in the early days of
computing it was enough: simple programs
that automated mathematical tasks, such as
simple physics simulations, followed the same
path. The program started at a clean slate,
allocated and initialized some resources,
executed some computations, freed the
resources and died. Today, many programmers
work on long-running servers that might have
uptime of days, weeks and months. Yet, for
compiled systems languages, these servers still
need to be put to a complete stop for every
change that needs to be introduced. Entire
systems, like Kubernetes, were implemented
for ensuring the uptime of big systems, and one
of the features they provide is an ability to
update a running service to a newer version
without disrupting the users' workflow. This is
achieved by starting multiple instances of the
same service, and gradually switching some of
them to a newer version, while redirecting
users to them. While this solution is elegant, it
does introduce a certain level of complexity,
which is only required because the executables
that are running the servers are immutable.
Perhaps, it would be beneficial to write
programs in an environment that allows them
to change while running, providing evolution
of systems, not revolutionary (breaking)
changes.

Performance-critical systems, which cannot
allow for large overhead of an orchestrator,
such as Kubernetes, would still benefit from an
ability to upgrade its software. In 1988, part of
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a space probe software, which was written in
Lisp, malfunctioned, and the mission was
saved, because Lisp allowed to debug and
change its code while live and in the process of
a spaceflight [26]. While this shows how
important it is to be able to debug and improve
the program in runtime, a strict type system
and compile-time checks can prevent many
cases of undesired behavior. Combining both
the safety of a compiler with the flexibility of
hot reloading is a way to achieve the most
stable and adaptable systems.

Compiler built around Hot
Reloading feature

As was mentioned earlier,
implementing the Hot Reload feature in an
existing language is quite difficult, and it
almost always results in some overhead. For
example, in compiled OOP-languages, like
Java and C++, one of the issues that could arise
is related to the object’s layout in memory. If a
new field is added to an object via Hot
Reloading, how to add this field to existing
objects?

Such a problem would be solved, if the
compiler is designed with the idea of hot
reloading in mind. Then all the tooling,
memory layouts and runtime can be
implemented in such a way that allows to
change them easily, even while the program is
running. This also allows the implementation
of different approaches to hot-reloading,
exploring different trade-offs.

One approach is to do memory mapping in a
way that makes the addresses of functions in
memory predictable and easy to calculate. This
allows to make the hot swapping process as
fast and painless as possible, but might result
in the final executable being larger, which
sometimes could be an issue, if the target
machine doesn’t have a lot of spare memory.
Alternatively, it is possible to provide the most
efficient memory layout for the executable,
and calculate which parts need to be changed
at each hot swap event, factoring in additional
factors like compiler optimizations. This will
result in smaller executable sizes and, in some
cases, faster code, for the cost of longer hot-
reload times. Building the compiler with the
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concept of hot reload in mind allows to
implement both approaches much easier. And
of course, such a compiler can still be used in
an old-fashioned way: just a simple
executable, no hot-reloading capabilities, for
the sake of security, speed and reliability.

This way of thinking, in terms of evolving,
runtime-developed  systems, allows for
potential new approaches to programming in
general. As an example, it might be possible to
write  some  interface = with  default
implementations, and combine it with logic
that will invoke new implementations, when
they are implemented, and until then will fall
back to the default implementation. In other
words, it becomes possible to not only reason
about what the code is, but also about what it
will be.

Proposed compiler architecture

In this section we present a concept of
a future approach to compiler architecture, for
a statically compiled language to achieve
maximum native hot reloading capabilities.
We propose to combine the Dynamic Library
Reload (DLR) approach with Runtime Code
Patching (RCP). In principle, DLR allows for
the easiest approach, and the one providing the
least overhead. However, it has its limitations
in terms of program state and function
signatures, which were already discussed
earlier. RCP, in turn, allows for more
flexibility, but can cause more additional
overhead. What is meant here by combination
of those approaches, is that the compiler
separates the code, designating some of it to
dynamic libraries for ease of hot swapping in
runtime. At the same time, the controlling unit,
which in regular DLR approach is left
immutable, is compiled in a way that allows
the use of the RCP approach, allowing for
changes here as well, with the possibility of
state transformations. This way it is possible to
allow for maximum flexibility, while keeping
memory overhead to a minimum. What is also
important, compiler optimizations also take
this layout into account, so the developer won’t
be forced to choose between powerful
optimizations and hot reloading. The proposed
design is presented at Figure 1. This approach
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doesn't require a separate process to handle hot
reloading, as it is done by the compiler itself,
which can be executed as a background
process. When the hot reload is triggered, the
compiler checks for changes since the last

recompiling the whole project, but using
previous compilation info to provide type
checks and other validation. Upon successful
compilation, a patch with new shared object
files and changes necessary to the main unit are
applied to the running executable.

compilation, compiles them, without
Execution

provides new

DLLs and changes z =

to the main ugit Main unit
e
—

Compiler

//’ccil_/_a Dynamic library
A Main unit performs DLL swap

hot reload

Source
files

when new versions dre call
l uploaded, and can itself be \ Dynamic librar
patched to perform state all yramie:-LIorary
changes.

Dynamic library

call

Dynamic library

Fig. 1. Proposed compiler architecture

Prototype implementation

To test how two approaches can be
used together, we implemented a simple proof
of concept project. The source code is
available on GitHub at [27], and general
representation of the project workflow is
presented at Figure 2. The main loop iterates
through calls to simple mathematical
functions, one of which is loaded from a
dynamic library via DLR module, and
accessed through a function pointer, and
another one is compiled in a static module and
directly called from the main loop. Both
functions can be modified, and after a call to
the compilation system the changes will be
injected into the main loop, either by
swapping the shared object for a newer
version, or by providing a byte sequence to
the RCP module, which is directly injected

into the running program memory. A
compilation system in this context is a
standard C++ compiler, combined with a
number of simple bash scripts, needed to
perform file substitution and pass build
parameters to the compiler. This project also
shows that DLR is capable of loading
completely new functions, while RCP cannot
do that. RCP on the other hand allows much
more flexibility, but requires more
preparation and is harder to implement.
Benchmarking of this project showed that
patching time varies for the DLR approach,
with bigger batches taking more time to load.
With RCP, bytes can be loaded independently
of the main program running, so the time for
which execution is interrupted is limited to
inserting the jump instruction to the code, and
does not grow as patch gets bigger, as can be
observed in Table 1.
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Source code

Main

Compiles to

Compiler

int main() { Function

while (true) { pointer
call_dlr(); S
static_method();

DLR module

L0ad® Lib v1l.s0 e

%

Lib v2.s0 =

Directly

int static_method() { Sisitides

return x * 2 + 1; <=—

¥

RCP module Detects -

= Patch.bin -

Fig. 2. Implementation of combined DLR and RCP method

Table 1.
Benchmarking results for different hot reload
approaches
Patching mechanism | Mean patch | Min patch
time (ns) time (ns)
RCP, ~40 bytes 2073 1607
RCP, ~300 bytes 1993 1594
DLR, 1 symbol 278 267
DLR, 1000 symbols | 29565 27985
Conclusion

In this paper we explored the history of
the hot reloading feature in different
programming languages, starting with the first
examples, which came from interpreted
languages. We then discussed approaches to
hot reloading in the most popular compiled
languages, ranging from academic results,
such as DCEVM for Java, to proprietary
solutions like Live++ for C++. We also
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considered implementations and proposals
thereof in less popular languages. In later
sections, we discussed the importance of the
hot reload feature for modern and future
programming languages, and proposed an
approach of incorporating this feature early in
the development of future programming
languages, to ease its implementation and
usage. Lastly, we introduced a proposal for
compiler architecture, which allows for non-
restrictive and fast hot reloading by combining
the Dynamic Library Reload with Runtime
Code Patching. The proof of concept
implementation, provided in the last section,
confirmed the benefits of using both
approaches, and provided a foundation for a
future full-scale compiler, built around the idea
of hot reloading.
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®OPMAJIBHA MOJIEJIb BEPU®IKAILIIT _
INEPCOHAJII3OBAHUMX OCBITHIX TPAEKTOPIU
HA OCHOBI ALLOY

VY crarTi po3risiHyTO TpobieMy Bepudikamii mepcoHaTi30BaHUX OCBITHIX TPAEKTOPiM y cydacHiil oCBIiTHIN
imxeHepii B yMoBax nupoBizarii ocBiTHOTO mporiecy. OOrpyHTOBaHO HEOOXiIHIC T IEpEBiPKHA KOPEKTHOCTI
HAaBYAJIBHUX MapuIpyTiB, CHOPMOBAHHUX 3 YpaxXyBaHHIM iHIUBIAyaJdbHHX OCBITHIX MOTpPeO, MOMEPETHBOTO
JIOCBiTy, piBHS MATOTOBKH Ta MpoQeciiHuX misiel 3100yBayiB OCBITH. AKIICHTOBAaHO yBary Ha TOMYy, 110 ede-
KTHBHICTbH MTEPCOHATI30BAHOI0 HABYAHHS BU3HAYAETHCS HE JIMIIIC SAKICTIO MPOEKTYBAHHS 1HAMBIAyalbHOI Tpa-
€KTOPIT, a i MOXKIHMBICTIO 1 (hOPMAaTIBLHOT NMEPEBIPKH Ha Y3TO/PKEHICTh, TOBHOTY Ta JAOCSIKHICTD Pe3yJbTaTiB.
3anponoHoBaHO GopMabHy MOJIENb, peaizoBany 3acobamu MoBu cnenudikauii Alloy, sika 1o3Bosie nepe-
BIpSTH BiAMOBIAHICTH HAOYTHX HABUYOK BUMOTaM Kap'epHOi MeTH. Y MeXax MoJielli BU3HAYEHO KIIIOYOBI CYT-
HOCTI, 30KpeMa 3100yBayda OCBITH, HaABYAIIbHI TUCHUIUTIHU, HAOyTi Ta HEOOXiJHI HABMYKH, a TAKOX Hpode-
ciitHi opieHTanii, i hopmanizoBaHO 3B’SI3KM MK HUMH. 3aIIPOBa/DKEHO CUCTEMY 1HBapiaHTIB 1 00MEKEHb, 10
3a0e31euyoTh NepeBipKy KOPEKTHOCTI OCBITHIX TPAa€eKTOpiH, BKJIIOYAIOUM HASBHICTh BU3HAYEHOI Kap’ €pHOI
METH, 3MICTOBHICTh HaBYaJIbHUX KOMIIOHEHTIB 1 BIAMOBIIHICTh pe3yJIbTaTiB HABYaHHS BUMOraM npodeciiiHoi
IismpHOCTI. Mogenpb 3a0e3eduye AHHaMidHy TMEepeBipKY JOCSHKHOCTI OCBITHIX PE3yNBTATIB MUITXOM aHAIi3y
3MiH y Habopi HaOyTHX HaBUYOK HA PI3HHX eTamax HaB4YaHHA. L{e 1ae 3MOory BUSBIISITH MOTCHIIIHHI ITOMUIKH
y (opMyBaHHI TPaeKTOPiH, OIiHIOBaTH €(DEKTHBHICTh alTOPUTMIB PEKOMEHIAI] HAaBYANbHUX AUCIIUILTIH i
MiATBEPHKYBATH JOCSHKHICTD BU3HAUEHUX Ie. OTpuMaHi pe3yIbTaTH 3aCBiAUyIOTh, III0 3aCTOCYBaHHS (o-
PMaNbHOTO MiAXOMY CHpHUsE MiABUIIECHHIO BAJIAHOCTI MEPCOHANII30BAHOTO HABYaHHA, OOIPYHTOBAHOCTI OCBi-
THIX pimeHb Ta e(QEeKTUBHOCTI aJaNTHBHUX OCBITHIX cucTeM. llepCHnexkTHBM MONAIBIINX IOCIHiTKECHb
OB’ s13aHi 3 PO3IIUPEHHIM CUCTEMHU 00MEXKEHb, ypaXyBaHHSIM HEBU3HAYCHOCTI IaHUX 1 BIIOCKOHAJICHHSM Me-
XaHI3MIB aJanTallii OCBITHIX TPaEKTOPIH.

Kirro4osi ciioBa: mepcoHari3oBaHe HaBYaHHS, OCBITHS TPAEKTOPis, Bepudikallisi, OCBITHS iHXEHepis, afanTu-
BHICTb, HABMYKH, Kap'€pHa METa, aJlTOPUTM, MOJIE) b, HABUAIbHUIT KypC

M. Poltoratskyi, A. Volianiuk

FORMAL MODEL FOR VERIFICATION OF PERSONALIZED
EDUCATIONAL TRAJECTORIES BASED ON ALLOY

The article addresses the problem of verification of personalized educational trajectories in modern educa-
tional engineering under the conditions of digitalization of the educational process. The necessity of verifying
the correctness of learning pathways formed with regard to individual educational needs, prior experience,
level of training, and professional goals of learners is substantiated. It is emphasized that the effectiveness of
personalized learning is determined not only by the quality of individual trajectory design but also by the
possibility of its formal verification in terms of consistency, completeness, and attainability of results.

A formal model implemented using the Alloy specification language is proposed, which enables verification
of the correspondence between acquired skills and the requirements of a career goal. Within the model, key
entities are defined, including the learner, educational subjects, acquired and required skills, as well as pro-
fessional aspirations, and the relationships between them are formalized. A system of invariants and con-
straints is introduced to ensure the correctness of educational trajectories, including the presence of a defined
career goal, the meaningfulness of educational components, and the alignment of learning outcomes with
professional requirements. The model provides dynamic verification of the attainability of educational results
through the analysis of changes in the set of acquired skills at different stages of learning. This makes it
possible to identify potential errors in trajectory construction, evaluate the effectiveness of course recommen-
dation algorithms, and confirm the attainability of defined goals. The obtained results demonstrate that the
application of a formal approach contributes to increasing the validity of personalized learning, the soundness
of educational decisions, and the efficiency of adaptive educational systems. Prospects for further research
are related to extending the system of constraints, taking into account data uncertainty, and improving mech-
anisms for adapting educational trajectories.

Key words: personalized learning, educational trajectory, verification, educational engineering, adaptability,
skills, career goal, algorithm, model, course
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IndopmaTusaniss Hayku i ocBiTH

Beryn

IMocTtanoBka npodaemu. I[lepconani-
30BaHE HaBYAHHS CTajJO OJHIEIO 3 TPOBIIHHUX
TEH/ICHIII CyyacHOI OCBITH, HA0yBalOYU OCO-
0JIMBOT aKTyaTbHOCTI B KOHTEKCTI MU POBi3a-
1ii ocBiTHEOrO Hponecy. Moro cyTHicTs momns-
rae B ajanTailii HaB4aHHsS J0 1HAWBITyaJIbHIX
notped, iHTepeciB, 3AI0HOCTEH Ta MiIeH KOX-
HOTO yuHs. Takuil miaxia A03BOJISIE BITIATH
BiJl CTaHJAPTHU30BaHUX MOJENEH 1 CTBOPUTH
YMOBHU ISl peaiizaiii MOTeHIialy KOKHOTO
3no0yBaya ocBiTH. Po3BuTOK iH(opMariiitHo-
KOMYHIKAI[IHHUX TEXHOJIOT1H 3HAYHOIO MipOIO
CTpUSB MOLIMPEHHIO TepcoHai3amii, 3poou-
BIIM ii TOCSHKHOIO HABiTh Y MAcIITaOHUX OH-
NaifH- a00 3MimaHux GopMax HaBYaHHS.

OpHi€l0 3 KITIOYOBUX MIEpeayMOB eek-
THUBHOI NEpCOHaN3alii € CTBOPEHHS [MOBHOTO
npodino 3100yBavya OCBITH, SIKUH BPaxoOBYE
Horo 1HAMBITyabHI OCOOJMBOCTI, 30KpeMa
MoTepeaHiil JOCBi/l, piBeHb 3HAHb, CTABJICHHS
10 HaBuaHHs Ta iHTepecH [1]. Takuii mpodinb
CIIyTy€ OCHOBOIO /U1l (pOPMYBaHHS yHIKaJIbHOT
OCBITHBOI TPAEKTOPIi, SIKa MOCTIHHO OHOBIIIO-
€ThCSI Y BIATOBI/Ib HA 3MiHU B HABYAJILHUX JI0-
CATHEHHAX 1 MoTuBauii 3100yBava. Y 1bOMY
KOHTEKCTI BaXJIMBOIO CKJIAJI0OBOIO MEepCcOoHATi-
30BaHOTO MIAXO0IY € aJanTUBHICTh, IO peai-
3yETbCS Yepe3 IMHaMiuHe KOPHUTYBAaHHS 3Mi-
CTy, TeMIy Ta (opM mojaaui Marepiany [2, c.
872-875]. Came ajmanTuBHI HaBYaJIbHI TPA€K-
TOpii JTO3BOJIAIOTH 3a0€3MEUNUTH PEJICBAHT-
HICTh HABYAJILHOTO JIOCB1/ly Ha KOXKHOMY €Tarli
HaBYaHHS, BOJHOYAC MATPUMYIOUYH IHTEpPEC Ta
PO3BHUTOK CAMOCTIHHOCTI 37100yBaya OCBITH.

BaxxnuBoro yMOBOIO pearizailii mepco-
HaJTi3alii € CTBOpEHHs THYYKHX OCBITHIX cepe-
JIOBHILI, SIKi 3a0€3MmeuytoTh 3100yBa4aM MOX-
JMBICTh CAMOCTIHHO OOHMpaTH TeMl, popmar i
3MICT HaBYaHHS BIAMOBIIHO O BJIACHUX MOT-
ped 1 meperar. lle He nwme crnpusie miaBU-
IICHHIO MOTHUBAIII{ Ta 3JIy4€HOCTI, a if popmye
HaBUYKH CaMOPETYJIALIT Ta BiAMOBIIaIBHOCTI
3a pe3yJbTaTH BJaCHOro HaByaHHs [3, ¢.501].

OpHak, Tonpy OYEBHIHI ITIEpeBary, me-
pPCOHaJII30BaHEe HABYAHHS CTUKAETHCA 3 PSAAOM
po0JieM, cepell IKUX 0COOJIMBO aKTyaabHOIO
€ mpo0JieMa MepeBipKU KOPEKTHOCTI OO0y T0BH
IHIUBITyaTbHUX OCBITHIX TpaekTopid. OcKi-
JBKU TPAEKTOPist (OPMYETHCSI aBTOMATHU30-
BaHO Ha OCHOBI aHaJIi3y BEJIUKOI KiJIbKOCTI Ja-
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HUX, ICHY€ PU3MK BUHUKHEHHS MOMMJIOK Y ii
KOHCTpPYIOBaHHI ab0 y HaIMIpHOMY IOKJa-
JaHHI Ha aNTOPUTMH, LI0 HE 3aBXKIU 37aTHI
aJICKBATHO BPaxyBaTH CKJIAIHY MOTHBAIlIITHO-
0coOHUCTICHY CTPYKTYpY 3100yBaya. Toxi noc-
Ta€ 3aBJaHHs 320€3MeYNTH HE JIUIIE TEXHOIO-
riYHy TOYHICTh, a i BaJIITHICTh 3alPOIIOHOBA-
HUX NUIAXiB HaBuaHHA. lle moTpebye pospo-
OKu 1HCTpYMEHTIB 1Jis Bepudikalii oCBITHIX
TPAa€EKTOPi 3 ypaxyBaHHSM IeIaroriyHoi Jo-
[IIBHOCTI, THYYKOCTI CHCTEMHU ajamnTalii Ta
e(EeKTHBHOTO 3BOPOTHOTO 3B'SI3KY.

AHaJi3 OCTaHHIX J0CTiIZKeHb 1 myo0-
Jgikauii. [lepconanizoBaHa OCBITHSI TPAa€eKTO-
pist Ha CBOTOJTHI € OJTHUM 13 KJIFOUOBHX KOHIIE-
NITIB Cy4acHOi OCBITH, IO Tiepeadavae CTBO-
PEHHS YHIKAIBHOTO MIJISXY HaBYAHHS ISl KO-
KHOTO Yy4HsI, TTOOYJ0BAaHOTO BIIMOBITHO O
fioro 3110HOCTEH, TOTPEO, IHTEpECiB Ta IIiJICH.
VY 1eHTpi 1bOro MiaXoay - 0COOUCTICTH 3100Y-
Baya OCBITH, HOT0 aKTHBHA Y4acTh Y BIIACHOMY
HaBYaHHI, a TAKOXK CTBOPCHHSI YMOB ISl THYY-
KOCTI Ta CaMOCTIHHOCTI B 3400yTTI 3HaHb.

HaykoBuiist Anexceesa C. TiKpecroe,
0 «IHJIWBIilyallbHA OCBITHSI TPAEKTOPis Mae
CTaTH JUJIAKTHYHOK CHCTEMOIO, B SIKil HaB-
YaHHS 3JIHCHIOETHCA 32 I1HAWBIAyaTbHHUMH
nmporpaMamu, 3MicTom, popmamu, 3acobami,
TEMIIOM Ta BIAMOBITHUMHU (OpPMaMU KOHT-
poJIIO 1 OIiHIOBaHHSY [4, ¢. 5]. 3a ii cioBamu,
TOJIOBHOIO METOIO TAKOTO IMiIXOy € MaKCHUMa-
JBHUN PO3BUTOK IMOTEHINIATY KOXKHOTO 3/100Y-
Baya OCBITH yepe3 (hopMyBaHHS CaMOCTIHHO-
CTi, 1HIIIATHBHOCTI, JOCIIAHUIILKOTO CTHJIIO,
TBOPYOCTi, BIIEBHEHOCTI Ta BiAIMOBIIAIbHOTO
cTaBJyieHHs 10 mpaili. OcoOauBOi Baru iHIWBI-
IOyaldbHUN Mijxin HaOyBae B yMOBax HecTaOi-
JLHOCTI, IK-OT BOEHHHWI CTaH YH MepioJ1 Mmics-
BOECHHOT'O BiJHOBJICHHS, aK€ «I[IHHICTb IH/1a-
KTHYHOTO aJITOPUTMY PO3pOOJICHHS 1HANBITY-
aJIbHOI OCBITHBOT TPAEKTODII... Y TOMY, 1110 BiH
TiJIBUIIYE MOTHUBAIIII0, PO3BUBAE BMIHHS BUH-
TUCS Ta JOMOMAra€e y4HsSM JOCATaTH KPaIuX
pe3ybTaTiB HaBUYaHH [4, €.6].

Y KOHTEKCT1 OCBITHBOT peopmMH B YK-
paiHi 1HAMBiAYyasi3aiisi HaBYaHHS PO3TJIsja-
€TbCA SIK HEOOXITHHI KPOK 710 OHOBJICHHS CHU-
cremu ocBiTi. Haykosmi JlaBpernoBa M., Jla-
nak H., Monuap T. ta ®enuax JI. 3a3Ha4aroTs,
0 «OJHUM 13 HaWBaKJIUBIIIMX ACTIEKTIB pe-
(dbopMyBaHHS CHCTEMHU OCBITU B YKpaiHi € IIi-
JIeCTIpsIMOBaHa Ta CUCTEMHA po0OTa IMe1aroriB
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HaJ CTBOPEHHSIM I1HAMBIIYalbHOI OCBITHBOI
TpaeKTOPii pO3BUTKY 3/100yBaya OCBITH SIK Ie-
PCOHAJILHOTO NUISIXY peaisauii ioro ocoduc-
TICHOTO TIOTeHIiamy» [5, ¢.131]. st BTiIeHHS
[[FOTO MIAXO0Ty HEOOXiTHO MEPEOCMUCTUTH HE
JUIIe 3MICT HaBYaHHS, a ¥ croco0u Moro op-
rasizaiii, (¢opMH KOHTPOJIIO Ta KpUTepil OLi-
HIOBaHHA. ['pynoro HayKOBILIB MijJ KEPIBHUIT-
BoM CriBakoBcbkoro O. J0BeIeHO, 1110 BUKO-
puctanns IKT y 36anancoBaniii cucremi (Qy-
HIAMEHTaJbHA, IHBapiaHTHA Ta BapiaHTHA
CKJIaJIOB1 37I00YTTSI OCBITH) BIUIUBAE HA KOHKY-
PEHTOCIIPOMOXKHICTh BUITYCKHUKIB, 110 MpH-
BOJMTH JI0 KaIiTami3allii CTyJIeHTIB K Mait0y-
THIX CITCHIIICTIB, 3JaTHUX 1HTErPyBaTH CBOI
3HaHHS B YMOBAaX MIiHJIMBOTO COIaJIbHOTO Ta
KOOIIEpaTUBHOIO cepenoBuia [6].

Peanizariiss mepcoHa i3oBaHOi OCBIT-
HBOI TPAEKTOPii BUMarae CTBOPEHHsI yMOB, 3a
AKUX 3700yBadl OCBITH OTPUMAOTh MOXKJIH-
BIiCTh CAMOCTIHO BU3HAYaTH 3MICT HaBYaHHSI,
oOupaTH 1HIUBITYalbHI LT, MIAOMpPATH Me-
TOJU Ta TEMITH 3aCBOEHHS MaTepiaiy, a TAK0X
YCBIJJOMJIIOBATH Ta OILIHIOBATH BJIAcCHHM moc-
Tyn. SIK 3a3Ha4alTh [OCIITHUKH, «YYCHb
3MOXe€e MPOCYBaTUCh 1HIUBIAYaJIbHOIO TPA€EK-
TOpi€I0 B TOMY BUMAJAKY, SKIIO IOMYy HajaBa-
TUMYTh TaKl MOXXJIMBOCTI: BU3HAYATH 1HIWBI-
IyalbHUM 3MICT BUBYCHHSI HABYAIbHUX TIPE/I-
METIB; CTaBUTH BJIACHI 111l Y BUBYEHHI KOHK-
peTHoi TeMu abo po3Aiy; BUOMpATH ONTHMA-
JBHI GOPMH Ta TEMIIH HABUAHHS, 3aCTOCOBY-
BaTH Ti CIOCOOM HaBYAHHS, 110 HAKHOLIBII Bif-
MOBIJIAI0Th HOTO 1HAMBITYaIbBHIM OCOOJMBOC-
TSAM; peQIIEKCUBHO YCBIJOMJIIOBATH OTPUMAaHi
pe3yJbTaTH, OIIIHIOBAaTH 1 KOPUTYBAaTH CBOIO
JisTIbHICTBY [5, ¢.137].

TakuMm 4YMHOM, MEPCOHATI30BaHa OCBi-
THS TPAEKTOPIS HE JIAIIC CIPHUSE PO3BUTKY
ocobucrocti 3700yBada, a il TpaHchopmye
camy JIOTIKY OCBITHBOTO IPOIIECY 10 OCOOMC-
TICHO OpIEHTOBAHOTO, THYYKOTO 1 JMHaMiy-
HOTO MIiJXOMIy, 3/1aTHOTO BiJNOBIaTH BHKJIU-
KaM Cy4acCHOCTI.

Ha ocHOBI aHaizy HayKOBHX JKepen
MU MPUTPUMYEMOCH TYMKH, II0 EPCOHATI30-
BaHE HAaBYaHHA fAK IHHOBAIlIfiHA IexaroriaHa
nmapajgurMa BUMara€ He JIUIIE CTBOPECHHS, a i
MOCTIWHOT MepeBIpKM KOPEKTHOCTI 1HAMBITya-
JTBHUX OCBITHIX TPAEKTOPiH, MO GOpMyIOThCS
JUIST KOKHOTO 37100yBaya OCBITH.

CyuacHl JOCHIKEHHS HNPONOHYIOTh
HU3KY TEXHOJIOT'TYHUX PILIIEHb Li€1 MPOOIEMH.
Hanpuknan, y crarti 3. [lanamitioy [7] po3r-
JSTAETHCS IBA MIIX0IU 10 POopMyBaHHS Ta Be-
pudikaiii iHAMBITyaTbHUX OCBITHIX MapIpy-
TiB y uu¢poBux cepepopuiax. Ilepumii 3 Hux
nepeadavyae BUKOPUCTAHHSA T€HETUYHUX aJIro-
PUTMIB, SIK1 J03BOJISIOTH 3HANTH ONTHUMAabHI
[UISXY HABYaHHS, BPaXOBYIOUH 1HAMUBIAyallbHi
ocBiTHI motpeOu. Lleii miaxia BUSBUBCS edek-
TUBHUM Yy TeHepallii JMHAMIYHUX 1 peJeBaHT-
HUX TPAEKTOPiil, 0COOIMBO B yMOBaxX OHJIAWH-
HABYaHHs, Ji¢ THYYKICTb Ta aJaNTHUBHICTH €
KPUTUYHO BaXIWBUMU. [pyruid migxin 6asy-
€THCSI HA 3aCTOCYBaHHI HEHPOHHUX MEPEK, IO
(GOpMYIOTh pEeKOMEHAIIT MO0 MOAAIBITHX
KpPOKiB y HaBYaHHI, a/IalITyI04H TPAEKTOPIi Ha
OCHOBI aHaJli3y OCBITHBOI TIOBEIIHKH YYHSI.
OOuaBa MiaX0au MiATPUMYIOTH aBTOMATH30-
BaHE YXBAJICHHS DIllIeHb, OJHAK MOTPEOYIOTH
MOCTIMHOTO OHOBJICHHS JaHUX 1 YTOYHEHHSA
MoJIeNiel, abK rapaHTyBaTH iXHIO MEAaroriaHy
BaJIiHICTS [7].

[HIIMi BaXIJIMBUIA HATIPSIM JTOCITIKCHD
npencrasienuil y podori Kosamok T., Kobenp
H. ra IBopnuk B. [8, ¢.115-128], ne ocHoBHHiA
aKIeHT 3pO0JICHO Ha aHali31 MOTHBAIlIMHHUX
(bakTopiB SK mepexymMoBU (HOPMYBaHHS 1HIU-
BiJlyaJIbHOTO OCBITHBOTO LUISIXY. ABTOPKH pPO-
3po0win iHpoOpMalliiiHy TEXHOJIOTI0, 10 J0-
3BOJIsIE GOPMYBATH TPAEKTOPIi HA OCHOBI JIaTe-
HTHO-CEMaHTHUYHOTO aHalli3y MOTHUBAIIHHUX
JUCTIB 3100yBayiB OCBITH, Pe3yJIbTaTiB OIU-
TYBaHb II0JI0 IPOQECIHUX IHTepeciB Ta OIli-
HKHM TIOTOYHOTO PiBHs 3HaHb. OTpuMaHi JaHi
BUKOPUCTOBYIOTBCS JIJIs1 TOOYTOBH OHTOJIOT1H
MpEeAMETHUX Tally3e y BHUIJISAI Te3aypycCiB,
SKi BUCTYNAIOTh KOHILENTYaJIbHUMH MOJIe-
JISIMU 3MICTY HaBYaHHS. Y pe3yJIbTaTi CTBOPIO-
€THCS IHIUBIyaTbHUN HAaBYQIBHUN TUIAH, 110
MOETHYE OCOOMCTICHY MOTHBaIl0, Tpode-
CiliHy CHpsSMOBaHICTh 1 pIBEHb MiATOTOBKH
3100yBayva BUIIOi OCBITH.

3aramoM po3poOsieH] anrOpUTMIvHI
MiXOAW Ta aHAJITHYHI 1HCTPYMEHTH 3HAYHO
PO3IIUPIOIOTh MOXJIMBOCTI TIEPEBIPKH I ajiarn-
Tallil OCBITHIX TPAEKTOPii, OJHAK IXHA edek-
THUBHICTB 3aJI€KNAThH BiJ IKOCTI BXIIHUX JaHUX
Ta 3AaTHOCTI MOJENel aaeKkBaTHO BimoOpa-
KaTU CKJIAIHY CTPYKTYPY MOTHBAIIHO-IIIH-
HicHOI cepu yuns. Tomy nopansmuii po3Bu-
TOK TIEPCOHAJII30BAaHOTO HABYaHHS MOTpedye
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iHTerparlii TeXHOJOTIYHOI TOYHOCTI 3 Te/Iaro-
T1YHOIO JOIUIBHICTIO, @ TAKOXK CTBOPEHHS Me-
XaHI3MIB 3BOPOTHOTO 3B’SI3KY, LI0 TO3BOJIATH
KOPUT'yBaTH TPAEKTOPII BIAMOBIIHO /10 3MiH B
0COOUCTICHOMY PO3BUTKY Y4Hs. YCIIiIIHA pe-
anizalfis IMX 3aBJaHb MOXKE 3a0€3MeYUTH BU-
COKY €(EeKTHUBHICTh MEPCOHATI30BAHOIO MiJ-
XOJy Ta Moro CTIfKy 1HTErpallilo B OCBITHI CH-
CTeMH MallOyTHBOTO.

Meta pocaigkennsi. Metoro cratTi €
OOIPYHTYBaHHSI MOKJIMBOCT1 €(DEKTUBHOTO 3a-
CTOCYBaHHS (hOpMaNbHOI MOBH MOJIETIOBaHHS
Alloy st mepeBipku TOCSKHOCTI Mij yac ¢o-
PMyBaHHS IIEpCOHANTI30BaHUX OCBITHIX TPa€K-
TOPIH.

MeToaoJiorisi 1ocaigKeHHsl. Y TONEPEaHIX
nyOmikamisx OyJio 3amponoHOBAHO MOJENb
MoOyTOBH MEPCOHATI30BAaHUX OCBITHIX TPA€K-
TOpiH 13 BAKOPHCTAaHHIM TEXHOJIOT1H Semantic
Web [9], pozpobaeno RDF-monens [10] nep-
COHAJTI30BaHOTO OCBITHBOTO CEPEIOBHIIA 3a-
cobamu moBu Notation3 [11], a Takox cuc-
TEeMy IMIUTIKAIifHUX TPaBHI 3a JOMOMOTOIO
MoBu N3 Logic Rules [12].

VY crarti [Hontopauskoro M. ta Kon-
HoBoi O. [13] mpeacTaBieHO OMUC METO/IIB Ba-
mpamii ocBITHIX Moxeneid Ha ocHoBl RDF 1
MoBu onucy oomexenb SHACL [14] Ta MoBu
3anuTiB SPARQL [15] s oniHKM iXHBOT Bij-
MOBIHOCTI Cy4YaCHUM BHUMOTaM PUHKY TIpaIl.

Ha ocHoBi monepenHix (3a3HaueHUX
BUIIIE) JOCIIPKEHb OyJIO BJIOCKOHAJIEHO MO-
JIeNb Cy4acHOTO TEePCOHAII30BAHOTO OCBIT-
HBOTO CEpEeOBUINA, a TAKOXK PO3POOICHO all-
TOPUTMHU PEKOMEH/aIlii1 KypCiB BiMOBIIHO 10
Kap'epHUX ynojo0aHb 3700yBada  BHUINOT
OCBITH.

VY wmiif cTaTrTi OCHOBHY YBary 3ocepe-
JDKEHO Ha po3po0iii popMaibHOT MOJIETTI Ta Tie-
peBipIli KOPEKTHOCTI 3ampONOHOBAHOTO Mij-
XOAy A0 MOOYIOBH MEPCOHATI30BaHUX OCBIT-

HIX TPA€EKTOPIH 13 BUKOPUCTAHHIM MOBH CIIe-
mudikarnii Alloy [16].

PesyabTaru nociaimxenns. Onuc Mmoaeii.
VY mpoMy po3miii CTaTTi yBary 3ocepe-
JKEHO Ha po3po011i popManbHOi MOJIeNi Ta Ie-
peBipIli KOPEKTHOCTI 3ampONOHOBAHOTO Mij-
X0y B cTaTTi [16] 32 JOTOMOTOI0 MOBU CIIe-
nudikamii Alloy.
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CytHocti B Alloy posrisiaroTecs siK
curarypu. Orox Student - 1ie curnarypa, sika
Ma€ NeBHUM HaOlp BIJHOIIEHB, IIO0 MOXYTb
3B’3yBaTU KOXKHY CYTHICTh 3 1HIUMH. [la-
BaiiTe po3riIiHEMO cUrHatypy Student netaib-
Hile:

abstract sig Student {
acquiredSkills: set Skill,
aspiresTo: set careerAspir,
enrollTo: set Subject

}

Cytaicts Student - 11e abcTpakTHa CH-
THATypa, sIka Ma€e TPU BITHOLIEHHS, 110 3B’ S3Y-
IOTBHCS 3 MHOYKHHOIO 1HIIIUX CYTHOCTEH, a came:

- acquiredSKkills — BimHOmICHHS, sKe

MOB’sI3y€ 3100yBavya OCBITH 3 MHOXH-

HOIO HaBHYOK, SIKi BiH yke 3100yB. Lle

Ti HABUYKH, SIKI HEOOXITHI JJIs 3aITUCY

Ha 1HITY JUCHUILTIHY (OCBITHIO KOMIIO-

HeHTy). [lpukmamom MoOXyTh OyTH

“OcHOBH TIpOrpamMHOI 1HXKEHepii~ Ta

“DopmaibHI METOH MPOTPAMHOTO 3a-

Oe3meueHHs”;

- aspiresTo — BiIHOIICHHS, SIKE BKa3y€

Ha MHOXKHMHY IpodeciifHuX 1iieu 3710-

OyBaua BHIIIOT OCBITH;

- enrollTo — BigHOIIEHHS, SKE BKa3ye

HA MHOXXMHY HaBYaJbHUX TUCIUILIIH

(kypciB), Ha SIKl 3apeeCTPOBAHUM 3/10-

OyBay BUINOT OCBITH.

CTBOpPHMO KOHKPETHHU 1HCTaHC CHT-
HaTtypu Student, 10 yCMaaKoOBYye BCl 3ajaHi
BUIIIE BiIHOIICHHS, a TAKOX Yepe3 onepaTopa
fact BuU3HauMMO MovyaTKOBUK HaOip Oa30BUX
HaBUYOK, IHBApiaHTIB, SIKi 3aBXK/IM MAIOTh Oy TH
ICTUHHUMH B yCiX JOMYCTUMHUX BHUMAJIKaX MO-
neni. Hwkue HaBeneHo gparmMeHT Takoro ¢o-
pMalnizmy:

one sig Alice extends Student {},

fact CareerAssignments {
Alice.acquiredSkills = A2 +
Microsoft Access
Alice.aspiresTo =
Business_Analyst

}

Sk yxe 3ragyBanocs, CyTHICTh Student
yepe3 BiaHomeHHs enrollTo nos'sa3ana 3 cyt-
HicTIO Subject. CTBOPEHHSI TaKOrO THUITYy Bij-
HOIIIEHHS JO3BOJIUTH HaM MIPOaHaTi3yBaTH J10-
CSDKHICTD MOOYIOBAaHMX TPAEKTOPIN 3TiTHO 13
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3aJJaHUMU OOMEKEHHIMHM Ta MOYaTKOBUMH 1H-
BapiaHTaMH, 3alaHUMHU BuIe. Po3rinsHemo cu-
rHaTypy(cyTHICTb) TUIy Subject Ta iforo Halip
BIJTHOILIEHb!

abstract sig Subject {
provide: set Skill,
requires: set Skill

}

DakTHYHO MU MA€EMO JIBa BiTHOLICHHS
provide Ta requires i3 MHOXHHOIO HaBUYOK:

- provide - BifHOIIEHHS, 110 BU3HAYa€e
MHOXHHY HaBUYOK, SIKa JaHa JUCLHII-
JiHa HA/Ia€ MiCTs MPOCTYXOBYBAaHHS;

- requires - BITHOIICHHS, 1IJ0 BU3HAYa€
MHOXXHHY HaBUYOK, HEOOXiTHHX K Oa-
30B1 JJIs YCHILIHOTO 3aCBOEHHS MaTe-
pianmy kypcy. Bapro 3a3naunTi, 1mo ae-
Kl JUCHUTUIIHM MOXYTh MaTH 3Ha-
YEeHHS none sl I[bOTO MOJIs, SKIIO0
Taka IUCUMIUIIHA HE TOTpedye cre-
U(IYHAX TONEPETHHO 3aCBOEHUX Ha-
BUYOK.

CTBOpeHHsI KOHKPETHHMX 1HCTAHCIB
tuny Skill € aHanmoriyHUM 10 1HCTAHCIB TUITY
Student, Tomy npukian gasoro (opmanizmy
He HaBoAuMO. Po3risiHeMo ¢parmMeHT iHBapia-
HTY SubjectProvide, mo onucye dpopmanbHuii
3B’A30K MDK HAaBYAJbHUMH JUCHHUILUIIHAMHA
(Subject) Ta HaBuukamu (Skill):

fact SubjectProvide {
English.requires = A2
English.provide = B1
BusinessProcessModeling.requires
=none
BusinessProcessModeling.provide
= Business_ProcessModeling
SQLFundamentals.requires =
Microsoft_Access
SQLFundamentals.provide =
SQL Knowledge
H
DaKTUYHO MU BKa3yeMoO, 110 0a30BHiA
kypc “English” Hanae pisens B1, ame morpe-
Oye MoYaTKOBUX HABUYOK piBHS A2. AHaori-
yHo mucturuiina “OcHoBu SQL” mepenbayae
omaHyBaHHs HaBHUKO0 Microsoft Access. Bo-
HOYac IUCLMIUIIHA “MojenroBaHHsa Oi3HEC-
nporecis” Hajgac HaBUUKY
Business Process Modeling, ane ne Bumarae
MOTIEPE/THIX 3HAHb.
AHaJIOTTYHOIO € CUTHATypa
careerAspir, moB's3aHa 31 Student uepes BigHO-

meHHst aspiresTo, a TakoX 1HBapiaHT, SIKHUI
BHU3HAYa€ HEOOX1JHI HaBUYKH, aKTyaJlbHI Ha
PHUHKY Tpari.

abstract sig careerAspir {
necessary: set Skill

}

fact CareerAssignmentsNecessaty {
Business_Analyst.necessary = B1 +

Business Process Modeling +
SQL_Knowledge + ArchiMate Language

OO0MexeHHS Ta nepeBipKa J0CIKHOCTI.

O6mexenHs B Alloy BukopucToBy-
I0ThCSL M1 (hopManbHOT NepeBipKU 1HBapiaH-
TiB, TOOTO BJIACTHBOCTEM, SIKI MalOTh BUKOHY-
BaTHCh Yy OyJb-sIKOMY BaJiJIHOMy CTaHi MO-
neni. JIns moOy10BM KOPEKTHHUX MEPCOHAITI30-
BaHUX TPA€KTOpil TpeGa BU3HAYMTH, IO KO-
JKeH 3700yBad BHIIOI OCBITH MOBHHEH MaTH
KOHKPETHO c(OpMyIbOBaHY Kap'€pHY METY.
Lleit pakT MoKHA BU3HAYUTH HACTYITHUM YH-
HOM:

assert EachStudentHasCareerAspir {
all b: Student | some b.aspiresTo

}

3acTocyBaHHs 00MEKEeHHS
EachStudentHasCareerAspir no3Bonsie Alloy
Evaluator [17] 3HaliTH MHOXWHY KOHTPIPH-
KJIa/1iB (SAKILO 1€ JOCSHKHO). Y IIbOMY BHITAIKy
KOHTPIPUKJIAIOM MOXe OyTH CHUTYyaIlisl, KOJIH
Oyne 3HaiiieHo xo4a 6 oauH 3100yBayd BHIIO]
OCBITH, JIJIsl IKOTO HE BCTaHOBJICHO Kap'e€pHi
nit. AHAJIOTIYHO, HE MEHII BaXKIMBOIO IS
Bajiaii € nepeBipka BiZICyTHOCTI IUCIUILTIH,
K1 He 3a0e3MeuyoTh xo4ya O o Hi€] HaBHYKH.
Lleit popmarnizam MOXKHA BUPA3UTH HACTYITHUM
YUHOM:

assert EachSubjectHasSkill {
all s: Subject | some s.provide

}

[lepeBipka BiACYTHOCTI KOHTPIIPUKJIIA-
JIiB JTMIIIE YACTKOBO CBIIYUTH PO KOPEKTHICTh
no0y/10BaHOI METH. BakIMBO TakoX mepesi-
PHTH, YU JIIHCHO BUKOHYETHCS YMOBA!

3s € Student s.aspiresTo.necessary <
s.enrollTo.provide )
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Bupasutu e B cuntakcuci Alloy mo-
JKHA HACTYITHUM YHHOM:
some {

std:Student| std.aspiresTo.necessary in
std.enrollTo.provide

H 2

Skio MM XO4eMO OKpeMO IMeperiis-
HYTH CIIUCOK HA0YTHUX HABUYOK JIJIsl TIEBHOTO

Alice.aspiresTo.necessary

3100yBava OCBITH 200 CIMCOK HEOOX1THUX Ha-
BUYOK JJIsi BU3HAUEHO! Kap'epHOI METHU, MO-
KEMO 3aCTOCYBAaTH BIJNOBIAHI KOMaHIu B
Alloy Evaluator:

- Alice.aspiresTo.necessary

- Alice.enrollTo.provide

Pe3ynbrar poboTH mpencTaBlIeHUA Ha

puc. 1.

ArchiMate Language® |B1%|Business Process Modeling®|SQL_Knowledge®

Alice.enrollTo.provide

ArchiMate Language® |B1%|Business Process Modeling®|SQL_Knowledge®

Puc. 1. Alloy Evaluator. Cniricok HaOyTHX i HEOOXiJHIMX HABHYOK BiIIMOBIIHO 710 Ipodeciii-
HUX ynoo0aHp 3100yBaya BHUILOT OCBITH

Sk BuaHO 3 Puc. 1, CIIMCOK HABUYOK €
€KB1BaJICHTHUM, 110 3arajoM CBIIYUTH PO KO-
PEKTHICTh poOOTH MOJIeNi Ta BIACYTHICTh TO-
pyuens. IlepeBipumo ymoBy (1), sxa Oyze

The Alloy Evaluator allows you : Am  Am 1=
totype T; = E a

Table Tree Close Evalustor

in Alloy expressions and seetheir

values.

For examplz, univ shows the list
of all atoms.

[You can press UP and DOWN to
recall old inpucs],

JMIHACHO CBITYHMTH, MPO TE MO ICHYE Xo4a O
0JIuH 3/100yBay BHIIOi OCBITH, IKUH Ma€ MOT-
piOHuit HaGip HaBu4ok. Ha Puc. 2 mpexacras-
JIEHO Bi0Opa’keHHS BOTO (PaKTy.

some {std:student|
std.aspiresTo.necessary in

std.enrclToprovide }

true

dvigde
—

{std:Student| std.aspiresTo.

l SOL_Knowledge

necassary in std.enrallTo.provide

Puc. 2. Ilepesipka nocspkHOCTI podeciitHoi MeTH 3100yBayeM BHIIOi OCBITH BiAMOBIAHO J10
aJITOpUTMY peKOMeH alii KypciB 3acodamu Alloy

Y 1mpoMy BHUMAAKy MU 0adumo, IO
crpaBi iCHye OJMH 3700yBay BHIIOI OCBITH,
SIKUH JOocAr HeoOXIOHOI KIIBKOCTI HaBHUYOK,
10 CBITYUTH MPO JAOCSHKHICTH Kap'€pHOI METH
Ta MPaBUIBHICTH MOOYIOBH MEPCOHATIZ0BAHOT
OCBITHBO1 TPAEKTOPII.

HacTtynHuM Halmmm KpoOKOM € IEMOHC-
Tparlis mpare3 aTHOCTI Ta MPaBHIBHOCTI TO-
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OyZ0BaHOTO Mi X0y BiAMOBITHO A0 3aIpOIIO-
HOBAHOTO aJITOPUTMY PEKOMEH/IaIliid B poOOTI
[18]. ¥ Tabmumi 1 mpeacTaBieHO MOYATKOBI
HAaBHYKH Ta HAOYTI1 MiC/Isl HABYAHHS HA 3aIpo-
MIOHOBAHUX AJITOPUTMOM KYpCiB B CHHTaKCHCI
moBu Notation 3 [11].
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Taomuus 1.

HaBuuku 3100yBaya BUIIOI OCBITH J0 Ta MICJIs 3aCTOCYBAHHS AJITOPUTMY PEKOMEHAALii

o 3acTocyBaHHS aJrOpUTMY pe-
KOMeHaaIii

IMics 3acToCcyBaHHA aJrOPUTMY peKoMeHaauii

ex:Alice a ex:Student ;
ex:acquiredSkills
ex:A2,

ex:Python Language ;

ex:Business Analyst,

ex:Business Process Modeling, |ex:ArchiMate Language,
ex:Microsoft Access, ex:Business Process Modeling,
ex:careerAspir ills,
ex:Software Architect . ex:Data Modeling,
ex:Microsoft Access,
ex:Python For Data, ex:Python Language,

ex:5QL Knowledge, ex:UML Modeling ;

ex:Alice a ex:Student ;
ex:careerAspir ex:Business Analyst;
ex:acquiredSkills ex:A2,
ex:Bl, ex:B2,
ex:Communication Advanced English Sk
ex:Communication English Skills,
ex:ETL Processes,

ex:PowerBI,

ex:Requirement Engineering,

Bapro 3a3HauuTH, 1O Hamia MOJEINb
cTae 3 n-irepauismu. [Ipukiagom Takux itepa-
11 MOKe OYTH TTOCITIIOBHICTD 3aMKCY Ha KypC
{English -> Advanced English}, ¢axtnuno
HaMm Tpeba acquiredSkills onoBmoBaTH nH-
HamiuHoO, ane pekypcis B Alloy mae cepiio3ni
obmexxeHHs [19], Tomy BBe1leMO OHOBJICHHS B
KOJI - CTaH JUIsl MOJICJIIOBAHHS IMHAMIKH.

sig Student {
acquired: State -> set Skill,
aspiresTo: set careerAspir,
enrollTo: set Subject

}

3acTocyBaBIIM  pO3pOOJIEHY MOJIEINb
crieniikaiii 10 1aHOr0 HAOOPy MOYATKOBHUX
HABUYOK Ta BiJMOBIAHOTO CIUCKY IUCIUILTIH
OTpUMAEMO Ha01p HABUYOK Y PO3Pi3i KOKHOTO
crany. [Ipuxnaa po6otu 306paxeno Ha Puc.3.
Sk 6aumnmo, B State( (Mo4aTKOBHIA CTaH) €KBi-
BaJieHTHUH 3 RDF-Monesito 10 3acTtocyBaHHs
AITOPUTMY.

=l T T
o |Alice® State® |AZ*

i
Business_Analyst*

Business Process Modeling®
L

Microsoft_Access®

Python_Language®
]

r T
State®|A2"

ArchiMate_Language®
L

| )
B1*

Business Process Modeling®
L

Communication_English_Skills®

ETL_Processes*
L

Microsoft_Access®

PowarBI®
L

I
Python_For_Data*

Python_Language®
L

Requirement_Engineering®

SOL_Knowledge*
]

Puc. 3. HabyTi HaBruku 3700yBaya oCcBiTH A0 cTaHiB (1-2)
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Jlns mepeBipKH JTOCSHKHOCTI Habopy
HaBUYOK Yy KIHIIEBOMY CTaH1 Tpeba MoanQiky-
BaTH YMOBH (2) BIAMOBITHO O HAIIIOTO OHOB-
nenHs. Tomy JUIst mepeBipKd BUMOTH, YH ICHYE
xoua 0 oauH 3700yBay OCBITH, SKUW JOCAT Ka-
p'epHOT METH, BUKOPHCTAHO OHOBIICHY BH-
MOTY:

The Alloy Evaluator allows you to type

in Alloy expressions and see their values.

For example, univ shows the list of all atoms.
(¥ou can press UP and DOWN to recall old inputs]).

some {s:5tudent | s.aspiresTo.necessary in
s.acquiredskillllast] }

true

some {s:Student]
s.aspiresTo.necessary in s.acquiredSkill[last]

H 3)

[TepeBipsiemo ymoBH (3) 32 JONIOMOIOFO
Alloy Evaluator. Pezynsrat poboTu npeacras-
neHo Ha Puc. 4.

= =

Table Tree Close Evaluator

% i

|statez|Az®
L

ArchiMate Language®

B1®

B2*®

Business_Process_Modeling®

Communiication_English_Skills®

Data_ Modeling®

ETL_Processes®

I
|
1
I
|
1
I
|
1
I
!
| Communication Advanced English Skills*
1
I
|
1
I
|
1
I
|
1
I
|

Microsoft_Access®

PowerBI*

| Python_For_Data*

Python_Language*

Requirement_Englinesring®

S0L_Knowledge®

UML_Maodeling®

Puc. 4. IlepeBipka H0CSHKHOCTI Kap €pHOT METH 3100yBada OCBITH

SIKI110 yBa)KHO MEPETIISIHYTH PE3yJIbTaT
pobotu Ha Puc. 4, To MOXHA MOOAYUTH CKBi-
BaJICHTHUI Ha0lp HABUYOK Y cTaHi last=3 Ta B
Ta6mumi Nel 3 RDF-monesto micis 3actocy-
BaHHS aNroputMy pexkomenaauii. Jlanuit gpaxt
JIEMOHCTPY€ TPaBUJIBHICTE POOOTH aIrOpH-
TMY, IPEACTaBICHOr0 B POOOTI.

BucHoBku

Y nporieci pociKeHHs 0yI0 mpoaHa-
J130BaHO TEOPETHYHI 3acajd Ta MPaKTHYHI
MiAXOU JI0 TEPEBIPKU KOPEKTHOCTI NEepCOHa-
JI30BaHUX OCBITHIX TPAEKTOPIA y MeXaxX Cy-
YacHOI OCBITHBOI i1HXKeHepii. 3’siCOBaHO, WIO
MEePCOHAJII30BAaHE HABUYaHHS SK 1HHOBAIlIHA
nefaroriyHa napajurMa mnorpedye He IuIie
pPO3pOOJIEHHST 1HAMBIAYAJIbHOIO MAapLIPYTy
3100yBava OCBITH, a i BIIPOBAKEHHS MEXaHi-
3MiB Hioro Bepudikariii, siki 3a0e3neuyroTh 1e-
JaroriuyHy AOUIIBHICTH, aAaTUBHICT 1 BIAMO-
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BIJIHICTh PEaIbHUM IIUISIM Ta MoTpedam 3100y-
Baya OCBITH.

AHalti3 HayKOBUX JDKEPEIT 1 TPUKJIaIiB
3aCTOCYBaHHS LHU(POBUX TEXHOJOTIH J1aB
3MOT'Y BUOKPEMUTH Cy4YacHi HallpsiMU y BEpH-
¢ikauii nepcoHanizoBaHUX TpaekTopid. Po3r-
JISTHYTO 3aCTOCYBaHHS alrOPUTMIYHUX MiTXO0-
JliB, 30KpeMa I'eHEeTHYHUX aJITOPUTMIB 1 HEH-
POHHUX MEpPEX, SIKi Ial0Th 3MOTY (OpMyBaTH
Ta MEepeBIpSITH HaBYaJIbHI MapIIPYTH 3 ypaxy-
BaHHSIM OCBITHIX JOCATHEHb, MOTHBAIll Ta iH-
JMBITyalIbHOTO TIporpecy 3m00yBava. Jlociti-
JOKEHO BUKOPHUCTaHHS CEMAaHTHUYHOTO aHaNi3y
MOTHBALIHUX 1 IpoeCciiHUX JaHUX, 1110
3a0e3rneuye TIuoIIe po3yMiHHS MOTHUBAIIHHO-
[iHHICHOT cepr ydYHS Ta MIJBHILYE Baif-
HICTh 1HAMBIAYaJIbHOTO HABYAIBHOTO IJIAHY.

[lin wac Hamoro AOCTIIHKEHHS OYJO0
po3pobneHo GhopMarabHy MOJENb AITOPUTMY
MoOyI0OBU MEPCOHATI30BAHUX OCBITHIX TPA€EK-
Topiii 3acobamu MoBH crenudikarii Alloy. B
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pe3ynbTaTi poboTH Oyno JOBEIEHO KOPEKT-
HICTD 1 IOCSKHICTD PO3POOJICHOTO alTOPUTMY.

Y nonanbmuX JOCHIKEHHIX IUIaHy-
€THCS POUIUPUTH CITUCOK OOMEKEHb Ta Mepe-
BIpUTHU TIPABUIILHICTH MMOOYI0BU MTEPCOHAITIZ0-
BaHUX OCBITHIX TPA€KTOpIH BIAMOBIAHO 10
IUX 0OMEKEHb, a TAKOXK MEPEBIPUTH TPAEKTO-
pii 3a BiJICYTHOCTI HEIETEPMIHOBAHOI ITOBE/Ii-
HKH.
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BUMOI'X IO O®OPMJIEHHS CTATEH

1. 3araJjbHi nojoKeHHSA

VY xypnHam "IIpoGiaemu nporpamyBaHHs" MyOMIKYIOTHCSI HAYKOBI MaTepialiy, K1 paHille He
nyOiKyBajaKcs B IHIINX BUIAHHSAX.

MoBa craTTi: yKpaiHcbKa, anriiiicbka. 16.07.2020 p. HaOynu YUHHOCTI MOJOXKEHHS 3aKOHY
VYxpaian «IIpo 3a0e3nedeHHss QyHKIIOHYBaHHS YKpaiHCHhKOI MOBH SIK Aep>KaBHOI». BiamosigHo 1o
ctarti 22 «/lep>kaBHa MoBa y cepi Haykw» y HAYKOBHX BHUJAHHAX HE MOBHHHO OYTH BMIIIEHO
MaTepiaiB IHIIMMU MOBaMH, OKPiM JiepKaBHO1, aHTIiHChKOT Ta MOB €C.

O6csr cratTi - Big 6 10 16 cropinok ¢popmaty A4. JlokymeHt 36epiraerbesa y popmari doc
abo docx.

Ha3Ba (pailmy BKIIO4WAae TpaHCHiTEepalilo TMpi3BUINA aBTOpa (aBTOpPIB), HANPUKIAL,
“Petrenko.doc”.

CratTs HamaeThes 6e3 Hymepallii CTOPiHOK.

Jlia mepenadi 10 penakiii TEKCTy CTarTi, AUIOBOI MEPENUCKU Ta MPaBKU MPU KOPEKTYpi

ABTOPU KOPHUCTYIOTHCS €JIEKTPOHHOKO IMOIITOK PEIaKIIii: alengoro@isofts.kiev.ua,
alengoro2022(@gmail.com. Jna HaxgiiiHOCTI 1H(pOpMalifHOrO OOMiIHY B YMOBaxX MOXJIMBHUX
BIJIKJIFOYCHb CJICKTPUKM — TIPOXaHHS HAJCWUJIATH Marepiajl Ha OOWJBI EJEKTPOHHI TOIITH

onHovacHo. Tenedon: +380 (96) 418 3082.

2. OdopmiienHs ¢paiiy 3 TEKCTOM CTATTI

[Tpu miaroroBui (aiay BUKOPUCTOBYIOTHCA: CTUJIb HOpMalbHMI (3BMUaiiHuii) abo normal;
mpudt Times New Roman, posmip mpudty 12 nr.; mixpsakouil iHtepBan — 1,0; a03amHuii
BifcTyn -1,25 cM; BUPIBHIOBaHHA — IO IIUPUHI. Y TEKCTI HE JOIMYCKAETbCSI BUPIBHIOBAHHS
MPOIMYCKaMH; PO3CTAHOBKA IepeHociB — aBToMaThuHa. dopmar mamepy A4, po3mipu MoIiB
nokymeHTa — 20 MM. TekcT cTaTTi micis 3a3Ha4YCHHs aBTOPIB, HA3BM 1 aHOTAIlId (IBOMa MOBaMH)
Mae 0yTu oopMIIeHUH Y 2 KOJIOHKH, IIUpUHA SKUX — 7,86 cM, a mpoOin Mixk HUMH — 1,27 cMm.

3. IlocaigoBHicTh po3MillleHHsI Ta 0(popMJIEHHS MaTepiay cTaTTi

1. Bepxmuiit kononwmumyn: Ha3Ba pyOpUKH BIJMOBITHO /O TEpeNiKy, NPHHHATOMY
PENAKLIE  JKypHAILy  (NPONOHYEMbCA — ABMOPAMY,  OCMAMOYHO  YIMOUYHAEMbCS
Ppeoaxyiero).

VK (3ri6a nio puckoio éepxnvbo2o KoioHmumysay): THACKC 32 yHIBEPCAIbHOIO JECSITKOBOIO

knacudikamiero. DOI: B ToMy X PSAKY MPaBIlIe (3aN0BHIOEMbCS peOaKyicio).
ABTOPH: 1HIIIaJH Ta MPI3BUIIA ABTOPIB, KYPCHUB (C8im.uii).
3aronoBok 1 (hazéa cmammi): He MicTUTBH aOpeBiaTyp Ta CTPOTO BiAMOBIAA€ 3MICTY CTATTI.
HIpudrt 15 nr, HaniBXUPHUH, pericTp BepXHii, BUPIBHIOBAHHS 110 LIEHTPY.

Anoranisi: 1800-2100 3HakiB BpaxoByrwouu mNpoOuTnd, He Mae Oytu aOpeiatyp. pudt
10 T, 3BHUaliHMiA.

KurouoBi cioBa: He Outbiie 10 crniB, He MICTUTH aOpeBiaTyp, MOAAIOTHCS B HA3UBHOMY
BiMiHKY, po3aineHi komamu. pudt 10 o, 3BudaiiHumii.

YBAT'A!

Aemopu, 3az201080Kk cmammi, anomayia i Kiw4oei caoea 3azHavaroThea JABIUI:
YKpaiHCBKOIO 1 aHTIiHChKOI0 MOBaMH. CIIOYaTKy MOBOIO CTaTTi, MOTIM i1HIIIOIO MOBOIO.

2. Huoicnin kononmumyn (TUIBKH JJIS  TIEPIIOi  CTOPIHKHM) BKIIOYAE€ CTaHAAPTHY
iHpopmamito Copyright: mepmmuii psiiok — Tpi3BHINA aBTOPiB, piK; APYTUMl PSIOK —
Homep ISSN, Ha3Ba )KypHaIy, pik, HOMEp BUITYCKY.

3. 3aronoBok 2 (Hazea po3oiny). mipudt 14 nT, HANMIBXKUPHUK; ab3all 13 MEHTPATLHUM
BUPIBHIOBAHHSM, 0€3 MEepeHOCIB. 3arojlOBKM HUXYOTO pIiBHSA (nyHkmu i m.n.) y
CaMOCTIMHUN a03am He BUIUISIOTBCS 1 MPOXOMSITh NEPIIUM PEUEHHSM TEKCTOBOTO
a63any, mpudT 12 0T, HATIBKUPHUA.



4. ®opmyau CTBOpIOIOTBCA B peaakTopi Microsoft Equation 3.0 ab6o MathType.
dopmynn, Ha SKi € TTOCHJIAHHS B TEKCTi, TOBUHHI MaTH HAacKpi3HYy Hymepalliro. Homep
bopMynu ApyKyeThCs B KPYTIIUX Ay>KKax Oiist Kparo mpaBoro noisi. Po3mip ocHOBHOTO
mpudTy penakropa dhopmyn — 12 nr. Posmipu cumBomiB y dhopmynax: 3BUYAHHUA —
12 or, Benmukwmii iHACKC — 9 nT, npiOHWE iHOEKC — 7 NT, BEJIMKUHA cuMBONI — 18 T,
npibumii cumBon — 11 nt. He momyckaeThcsi MacmitabyBaHHS POPMYJIBHUX OO’ €KTIB.
Benuki popmynu MaroTh OyTH po30UTI Ha EKIIbKA PSAAKIB.

Hanpuxknan:

or u 0T voT or o
—t——+——F+w—=—, (1)
Ot acosp OL aop 0z c¢,p

e A — [OBroTa, (0 — WKMPOTa, Z — BMCOTA Hag, piBHEM mops, V:(u,v, w), a — pagiyc 3emni, @ —

LWBUAKICTb Ao6oBOro obepTaHHs 3emni, Ff = (F ,F(p,FZ )

5. Pucynku wmatoth OyTu cTBOpeHi BOymoBanuMm penaktopom Word Picture a6o
eKCIIOPTOBaHi 3 npuKiIaaHuX nporpam Windows y rpadiuaux ¢opmarax (bmp, pex, gif,
jpg abo tif). Pucynku po3TamoByroThcs 1Mo meHTpy. Hymeparliss pucyHKiB 3MIHCHIOETHCS
BIJIMTOBIAHO JIO MOPSIKY 3TaayBaHHs y TeKcTi. HymepoBaHi mianucu po3MinIyroThes i
PUCYHKOM 3 Mo3Ha4YeHHsIM "Puc. ", nai Bka3yeTbCsi HOMEp PUCYHKA 1 TEKCT MiJIHCY.

6. Tabauui MaroTh OyTH MIATOTOBJIEHI CcTaHmapTHUM  BOyaoBanum B Word
iHcTpyMeHTapiem "TaOmuus". Tabmuii HyMmMepyroTbcs 3a MOpPAAKOM 3ragyBaHHs. Ha
HOMep Tabiuui MawoTh OyTH mocuwiaHHid B TekcTi. Homep Tabmuii Bka3yeTbcs B
OKpEMOMY DSJIKy 3 BUPIBHIOBAHHSM II0 MpaBiid cropoHi (Hampuknax: "Tabmums 1").
Ha3Bu T1abmuieb po3MINIYIOTBCS Haa TaONWICI0 3 BHPIBHIOBAHHSAM TI0 IIEHTDY.
MinimansHu po3Mip mpudTy B Tabauugx — 11 or.

[Ipu mnocwianni Ha QopMyiry, pHCYHOK, TaOiumpo abo JiTeparypHe JDKeperno,
BUKOPHUCTOBYITE HACcTyIHI mo3HadeHHs BianosigHo: (1), (1, 2); Puc.1, Puc.1, 2; Ta6xa.1., Ta6n.1, 2;
[1], [1, 2].

7. OcHOBHMII TeKCT CTATTi Ma€ Taki HEOOXiHI €JIEMEHTH:

— TIOCTaHOBKa MpOOJIEMU B 3arajlbHOMY BHTJISI 1 11 3B'A30K 3 BOKJIMBUMH HAyKOBUMH 200
MPAKTUYHUMH 3aBJaHHSMU;

—  aHaJi3 OCTaHHIX JOCIIKEHb 1 MyOmiKaIii, y SKHX po3MoYaTo pillleHHs JaHoi MpoOieMu
1 Ha SIKi CTIMPAETHCSI aBTOP, BUIUICHHS HEBUPINICHUX pPaHIIIe YaCTHH 3arajlbHOi MPOOJIeMH, STKUM
MIPUCBSYYETHCS IaHA CTATTS;

—  (opmymroBaHHs LIeH cTaTTl (MOCTAHOBKA 3a/1a4i);

— BHKJIAJ OCHOBHOTO Marepially IOCHIIPKEHHS 3 MOBHUM OOIPYHTYBaHHSM OTPUMAaHUX
HayKOBUX PE3YJIbTaTIB;

— BHUCHOBKM 3 JAaHOTO JOCHI/DKEHHS 1 MEPCHEKTHUBH MOAANBIINX PO3POOOK y IaHOMY
HaMpsMKY;

—  mojsKa (3a HasIBHOCTI TaKoi).

3acTOCOBaHMI Yy CTAaTTI MapKOBAaHHWK CMHCOK (HaBEACHUI BUIIE) MA€ HACTYITHI IMapaMeTpH:
Mapkep Mmae Bigctyn 1,25 cm, TekcT ans mepmioro psaka — 1,9 cm. AHanoriuHi BIACTYNH CIij
MIATPUMYBATH 1 ISl HYMEPOBAHOTO CIIHCKY.

8. Jlireparypa: enunuii HymepoBanuii crmmcok mkepen srigao JICTY 8302:2015 Bin

01.07.2016 p., mpudt 11 T, BiacTym: creniaabHuid, HaBucaui, 0,63 cm.

9. References: niteparypa aHTIIIHCHKOIO MOBOIO TTOAAETHCS K CIMIMCOK BUKOPHUCTOBYBAHUX
mxepen 3riqHo Harvard Style. Jlxepena 3 3arojloBKaMH Ha JAaTUHUII HaBOJATHCS Oe3
nepeknany. s miTepaTypu IpKepea Ha MOBax, IO HE BHKOPHCTOBYIOTH JIATHHCHKHIA
asi(haBiT, HEOOXITHO 3a0e3MEeUnTH MEepeBeleHHs Has3B JPKEpes 1 BKa3aTd MICHS HUX Y



Iy’XKax MOBY opwurinamy. [Ipi3Buima Ta iHimiaaw aBTOpiB, CIiJ TPaHCIITEPyBaTH 3a
NpaBWJIAMH SIK TS 3aKOPAOHHOTO MAacIopTa.

Jliteparypa, 10 HajaHa JpPYrol0 MOBOIO HE BPAaXOBYEThCS NPHU MiAPAaXyHKy KiJIBKOCTI
CTOPIHOK CTaTTi. Y BUIAAKax, KOJIHM CIIUCOK /DKEPEN BKIIOYAE JPKEpeNa TUIBKU OIHIEI0 MOBOIO, BiH
MOoAa€TLCA OAMH pas.

10. lama naoxooxcenna cmammi TO3HAYAETHCA PEAAKIIEI0 MU(PPAMU OKPEMHUM PSIIKOM
miciis cinoBa «Onepkano:»/”Received:”.

11. /lama mnaoxooxcenns eHympiuiHboi peuen3ii TO3HAYAETHCS PEAAKIIE IUbpamMu
OKpeMHUM psaKoM Iicis ciiB «BHyTpimHS penensis otpumana»/’Internal review
received:”.

12. lama naoxooxycenna 306HiWIHBbOI peyeH3ii TIO3HAYAETHCA peAakiielo udpamu
OKPEMHUM PSJIKOM TICs CIiB «30BHIIIHA pereH3is oTrpuMmana:»/” External review
received:”.

BizoMocTi mpo pereH3eHTIB KOHKPETHOI CTAaTTi HE PO3TOJIONIYIOTHCS IS TiABUIICHHS
00’ €KTUBHOCTI PELIEH3yBaHHS.

13. /lani npo agmopis: MatoTh TIOYMHATHUCS PSIAKOM “IIpo asmopis:”, HANIBKUPHUHN KYPCHB.
Jlani Bka3yroThcsl Ans KoxkHoro 3 aBTopiB IIIb moBHICTIO, BUEHHH CTYIiHb, HayKOBE
3BaHHs, nocana, 000B’s13k0B0 HOMep ORCID (caiit ORCID http://orcid.org/). Ocobucri
Tesne)OHM Ta €JIEKTPOHHI IOIITH aBTOPIB BKAa3ylOThCA TYT TUIBKH, SKIIO aBTOpP XOue,
11100 BOHU OyJu oIyOJIiKOBaH1 B )KypHaJll.

[Tepenik aBTOPiB MOJMAETHCA MMiJ HOMEpPaMU (HAJACTPOKOBHM IIPHU(TOM), IO BiJIMOBIIAIOTH
HyMeparlii Miclib poOOTH, /i€ BOHH MPAIIO0Th (HAACTPOKOBUM MIPUGTOM).

14. lani npo micuye pobomu agmopie: TOUMHAIOTHCS psAAKOM “Micye pobomu asémopis:”,
HaMBXAPHUN KypcuB. Jlanmi BKa3yrooThes Micie poOoTH, TenedoH, eneKTpOHHA IOIITa,
BeO-CalT.

15. O00B’s13k0BO BKazaTu MOOUTEHUN TenedoH 1 e-mail BiMOBIAATEHOTO BUKOHABI IS
pobOTH 3 peJakTOpoM TMpH MiArOTOBLI CTarTi A0 Apyky. Llsa indopmanis He
MyOJIIKY€EThCS 1 MpU3HAYCHA BUKITFOUHO JJII KOHTAKTY pelakTopa 3 aBTOpPaMH.

Jlnst monermieHHs: MATOTOBKH CTaTel, 110 3aJ0BOJBHSIOTH BUIIEHABEIEHUM BUMOTaM,
pemaKIlis KypHaimy po3poOwmia daitn madimoHy crarti “shablon.dot”, skuiét MOXyTh
BUKOPHCTOBYBATH aBTOPH.



