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CbOroziHi MU CHOCTEPIraeMo MIBUIKHHA PO3BUTOK MPOAYKTIB 1 MOCIYT, B OCHOBI SKHX JIGKUTh TEXHOJIOTIS Onokueitn. Kpunrosaniotu Ta
TOKEHHU CTAalOTh HEBiJ €MHOIO YaCTHHOIO IOBCSKICHHOTO XHUTTS JIOAUHU. OIHHM i3 TOJIOBHUX i, BOAHOYAC, HAHCKIAIHIMINX 3a1ad JUIs
KOXKHOTO IPOEKTY € CTBOPEHHS CAMOKEPYIOUY0i EKOHOMIKH TOKEHIB. [1opyIlIeHHs TaKuX BIaCTUBOCTEH, sIK piBHOBAra Ta JeleHTpati3anis,
MOXXE TIPU3BECTU IO IPOBAIY MPOEKTYy Ta (HiHAHCOBHX BTpAT. BHKOpHCTAaHHS MaTeMAaTHYHUX 1 (OPMANbHHX METOHIB € IPOCTHM i
e(heKTUBHUM CIIOCOOOM CTBOPEHHS CaMOKEPYHO4Ol €KOHOMIKM TOKEeHIB Ha eramni po3poOoku MVP. He3Bakaroun Ha IIBUIKUN PO3BHTOK
TOKEHOMIKH, i MOMYJISPHICTH 1 IIBUKI TEMITH BIPOBA/HKCHHS TEXHOJOTIi OJIOKUEHH B pi3HHX cdepax OizHecy, moOynoBi hopMaIbHUX
MoJIeJIel TOKCHOMIKHM MPUCBSIYEHO MaJ0 HAYKOBUX Ta TEXHIYHUX POOIT.

VYV 1npoMy AOCHIPKCHHI MU NIpeACTaBIsIeMO anreOpaidHmil miaxing 1o aHamizy BnacTUBocTeil TokeHomiku. Ilinxim nmo anreGpaiuHOro
MOJICITIIOBaHHS pealli3oBaHO B paMKax CHUCTeMH iHcepuiliHoro moaentoBanHs (IMS), po3po6iaenoi B [ncTutyTi KibepHeTHkH iM. [ynikoBa
HAH VYkpaiuu nig kepiBaunreom akagemika HAH Vipainu, npod. O.A. JletnueBcbkoro. MeToau anredpaidHOro MOJICIIOBaHHS TIOBOJISTh
BJIACTUBOCTI OE3MEKM Ta JKMBYYOCTi. [HCepIiiiHe MOJENOBaHH — 1€ MiJXiJ JO MOJENIOBaHHS CKJIAJHUX PO3MOJUICHUX CUCTEM, KUl
0azyeTbcst Ha Teopil B3a€MOJIi areHTIiB Ta CepeIOBUI. AJITOPHTM MOJIETIOBAHHS 0a3yeThcs Ha iCTOPUYHHX JaHUX Oip>KOBOI TOPTIBII Ta
JIIKBITHOCTI TOKEHIB, 1110 103BOJII€ HAM POOUTH TOYHI MPOTHO3M Ta MMOKAa3yBaTH MOXJIUBI PE3yNbTaTH.

Po3misiHyTO B3a€MOJII0 areHTiB TOKCHOMIKM Ta IX IOBEIIHKY, IpPEICTaBICHY PIBHSAHHAMH IIOBeAiHKOBOI anreOpu. PosmmssHyTo
BUKOPHCTAHHsI anreOpaidHoro miaxomy 10 po3poOKH TOKEHOMIkH ais IHTepHeTy pedueii, mpeacraBieHo GOpMaibHi OPEICTABICHHS Ta
METOZU aHajii3y BilacTHBOCTeH. OTpHMaHi pe3yabTaTH 03BOJISIIOTH OOTOBOPIOBATH MOXIIMBICTH BUKOPHCTAHHS (OPMATBHUX METOMIB y
JIOCHIKEHH] TOKEHOMIKH.

KnrouoBi cioBa: anreOpaiuHe MOIENIOBaHHS, TOKCHOMIiKa, ACLEHTpasli3allisi, TOKCHOMI4Ha piBHOBara, (opmManbHi METOAH, iHCcepuiliHe
MO/ICITIOBAHHSI.

Today we are witnessing the rapid development of products and services based on blockchain technology. Cryptocurrencies and tokens
are becoming an integral part of a person’s daily life. One of the main and, at the same time, the most difficult task for each project is the
creation of a self-governing token economy. The violation of properties, such as equilibrium and decentralization, can result in the failure
of a project and financial losses.

Using the math and formal methods is a simple and efficient way to create self-sustainable token economies right at the stage of MVP
development. Despite the rapid development of tokenomics, its popularity, and the rapid pace of implementing blockchain technology in
various business areas, only a small number of works have examined formal models of tokenomics.

In this study, we present an algebraic approach to analyzing the properties of tokenomics. The algebraic modeling approach is implemented
within the framework of the Insertion Modeling System (IMS) that was developed at the Glushkov Institute of Cybernetics of the National
Academy of Sciences of Ukraine under the guidance of an Academician of the National Academy of Sciences of Ukraine, Professor A.A.
Letichevsky. The algebraic modeling methods prove the properties of safety and liveness. Insertion modeling is an approach for modeling
complex distributed systems, which is based on the theory of interaction between agents and environments. The modeling algorithm is
based on the historical data of exchange trading and the liquidity of tokens - which allows us to make accurate predictions and show
possible outcomes.

The interaction of tokenomics agents and their behavior, represented by the equations of behavioral algebra, is considered. The use of the
algebraic approach to tokenomics development for the Internet of Things is considered, and the formal representations and methods of
property analysis are presented. The obtained results allow us to discuss the possibility of using formal methods in the study of tokenomics.

Keywords: Algebraic Modeling, Tokenomics, Decentralization, Tokenomic Equilibrium, Formal Methods, Insertion Modeling..

Introduction

In tokenomics project creation, the most difficult task is to determine a model of interaction between project
participants. The model must provide economic equilibrium in its functioning for the project authors to obtain the
predictable profit.

The project takes into account the motivation of players and investors and the long-term use of a conditional
financial unit — a token that ensures the fulfillment of the goal. On the one hand, the implementation of the project
is complicated by the fact that different scenarios might arise, which does not depend on the implementation of
smart contracts, and on the other hand, it is almost impossible to comprehend the whole set of tokenomics scenarios
in different behaviors. Therefore, formal methods, probabilistic methods, simulation, and other mathematical
approaches are used for project tokenomics development. In this paper, we consider the algebraic semantics of
project tokenomics, which indicates tokenomics components and the formal processes description that occur in it.

This representation of tokenomics allows the use of formal methods that verify tokenomics properties, analyze
its states, and predict probable scenarios. For tokenomics formalization, we used the algebra of behaviors [1] and the
theory of agents and environments [2], which helped determine the main components and actions of tokenomics in the
form of behavioral equations.

We have presented a general approach that may be used to build a formal tokenomics model in terms of
behavior algebra. This makes it possible to apply a method such as algebraic modeling and provide proof of execution
of the liveness and safety properties.
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This approach was earlier implemented in systems that the authors designed, such as the Tokenomics constructor
[3], model maker [4], and the so-called tool “Algebraic Virtual Machine” (AVM). A formal model in the specification
of behavior algebra provides an opportunity to use appropriate formal methods within these systems.

Related Works

Despite the rapid development of tokenomics, its popularity, and the rapid pace of implementing blockchain
technology in various business areas, only a small number of works have examined formal models of tokenomics.

The use of differential game theory and stochastic modeling techniques for analyzing tokenomics models
is considered in [5]. The article simulates supply and demand as stochastic dynamic systems. Services and
demand for services are considered Poisson processes. The cadCAD tool [6], designed for the automated design
of complex systems, was used for modeling. The basis of modeling is system dynamics. The use of this tool was
also described in the article, and the authors presented their experience with using the cadCAD system to analyze
the Insolar tokenomic model.

An interesting example of an agent-oriented approach is the use of the Tokesim tool [7]. Tokesim is an agent-
oriented token economy simulator developed in Python programming language and created using the Mesa ABM and
OpenRPC infrastructure. The tool allows developers to model interactions with smart contracts and test smart contracts
based on Ethereum.

A theoretical analysis method for estimating the profit of different roles in tokenomics and a root method for
calculating the weights of indicators is proposed in [8]. The proposed algorithms were implemented in the Python
programming language. The authors created a value creation network to analyze the main factors and proposed two
economic models: a model of the hierarchical structure of the alliance and a new model of profit.

In [9], a dynamic cryptocurrency/token pricing model that allows users to conduct peer-to-peer transactions on
digital platforms was proposed. The equilibrium value of tokens is determined by aggregating the transactional demand
of heterogeneous users rather than discounting cash flows, as in standard valuation models.

In [10], the authors performed modeling of markets with a minimum number of variables and compared
the speed of transactions, stability, and design properties of tokens at different levels of tokenization based on a
chemical approach. The article presents three methods of analysis that, according to the authors, provide important
information about economic systems: kinetic analysis, stability analysis, and an economic approach to open markets
and, in particular, the recalculation of prices according to the law of supply and demand.

Regarding tokenomics modeling, authors often write about the use of tools such as BlockSci, Blocksim, and
Simblock, but these applications do not solve the problem.

We consider an algebraic approach that allows building a model of the self-governing economy with the study
and proof of the satisfiability of properties.

Theory of Agents and Environments and Algebra of Behavior

In the theory of agents and environment interaction, we consider agents as entities that change their state in
the process of evolution. The state of the agent is determined by its attributes, which are typed, i.e., determined by a
certain theory with operations and predicates in it. For example, linear arithmetic with arithmetic operations and such
predicates as equalities and inequalities, or byte theory, where operations are the copying of bytes and predicates are
comparing of their contents. In tokenomics, agents are participants in a tokenomic game, and the attributes are the
number of tokens and the amount of fiat money, which are determined by arithmetic over floating-point numbers.
Boolean functions, such as disjunction, conjunction, and negation, are also used to express attribute statements.

The environment also contains attributes that are available to all agents. In turn, only their attributes are
available to agents. The states of all agents and the values of the attributes of the environment constitute the general
state of the environment, which formulas can express over the attributes that may relate to different theories. Each
agent can perform certain actions that change its state, such as changing the values of the attributes of the agent.
Each action consists of a precondition and a postcondition, and they are also formulas from the theories defined in the
model. The precondition determines that it is compatible with the state of the environment, and that its conjunction is
satisfiable. Also, the postcondition determines how the state of the environment will change after the action.

Example of action in tokenomics (agent X purchases M tokens).

buy({x N): (x fiat == tokenPrice * N) —=> (x.Fiat = x. Fiat — tokenPrice * N; x.token = x.token + N)

An assignment operator is used in action formulas that show how the environment is changing. The general formula of
the environment will be used and changed according to such operators when modeling tokenomics.

Expressions of behavioral algebra are the behavioral operations of the actions of agents. Operation
(prefixing) a.5 determines the execution of action a under the behavior 5. Another operation “+” (alternative choice)
defines the branching of two behaviors. These behaviors can be performed non-deterministically or take into account
the precondition of the action.

The behavioral equation can contain parallel or sequential compositions of behaviors. The expression of
behavioral algebra consists of the actions, behaviors, and operations of behavioral algebra, and of corresponding
compositions. The behavioral equation contains a unique identifier of behavior on the left part and a behavioral algebra
expression on the right part. Let us consider how to use behavior algebra in the formalization of tokenomics.

[I31]
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Behavioral Equations in Tokenomics

Equations determine the behavior of agents who are interacting in the project. We consider the following types
of agents:

Agent that presents a team of authors of a project. This agent builds the service and its tokenomics to make a
profit in tokens and increase the token’s liquidity. Let us call it a Team.

Investor agents buy cryptocurrencies and provide fiat support to the project team. Typically, such agents are
those who buy tokens in early rounds in private sales at a fairly low price. Also, investors have the privilege of making
a profit from the operation of the service. These will be indexed agents named /nv(i).

Agent who presents users of the service and buys tokens to pay for services. Let us denote him as Users.

Agent that presents traders, i.e., those who buy and sell tokens for the purpose of speculation for profit. They
are guided by token liquidity criteria and can hold tokens. Let us call the agent Traders.

Other types of agents (who will be rewarded by the team to improve service efficiency) can also be involved in
the project. Usually, these are advisors, the marketing team, the project’s technical support team, and other groups that
help increase the token’s liquidity. Let us denote the set of such participants as Support. In addition, all agents interact
with the Exchange agent.

The tokenomics project examines the token’s lifecycle in some environments, in which agents exchange
cryptocurrencies with goals to invest, buy and sell, provide service, and receive rewards. This anticipates the
involvement of several parallel processes that must be written in behavior algebra using a parallel composition.

PROJECT = INVESTMENT_ROUNDS || TRADING || SERVICE

This equation shows that the project is the parallel execution of several processes, including those related to
investment, trading, and service. The components of the parallel composition are synchronized by the time in relation
to some timeUnit, but each of the processes may begin earlier or later. This main equation represents the upper level
of all tokenomics. Next, each of the processes must be described by other behaviors and atomic agents’ actions that
operate in tokenomics. If we start with the investment part, the behavior of the involved agents is described as the sale
of tokens in a certain round. Regardless of whether it is a private or public round, according to a certain sales schedule.
The tokens that are issued are distributed both for sale and for distribution among those agents who are also involved
in building the service.

INVESTMENT _ROUND = ((sellTokens. distributeTokens); (nextRound. INVESTMENT _ROUNDS + !nextRound))

This equation contains the sellTokens and distributeTokens actions that are performed sequentially for
each round. The round is determined by the nextRound action. When the number of rounds is exhausted, the action
!nextRound is triggered and the behavior ends.

The semantics of atomic actions are presented as follows:
sellTokens: (Forall (i:int) (1 < i =< INVESTOR _NUMEER) —

(Inv(s).token = Inw(i).token 4+ tokenInvest(i imelnit);
totalToken = totalToken — tokenInvest(i timelnit))

To study the different properties of tokenomics, we can determine the appropriate number of agents for each
type. Differentiation of investors, as well as traders, may be required to study such property as centralization. We used
a universal quantifier to implement a loop in the postcondition. The loop contains the variable tokeninvest(i, timeUnit),
which determines the sales schedule according to the defined timeUnit interval. The second action is defined by similar
semantics, but now for Support agents.

distributeTokens: (Forall (i:int) (1 < i = SUPPORT_NUMEBER) —
{Support(i). token = Support(i). token + tokenSupport (i, imelnit);
totalToken = totalToken — tokenlnvets (i,timellnit)})

Trading modeling is a non-trivial task, as traders’ intentions to buy, sell, or hold tokens may depend on factors
that cannot be modeled. These can be military actions, statements of politicians or businessmen about their intentions,
or the sale of company shares. The liquidity and fluctuations of the bitcoin exchange rate are also decisive for traders’
intentions.

Let us write the equation for traders’ behavior:

TRADING = exchangeListing. TRADING:ycig.

TRADING _CYCLE = (buyToken(X) || sellToken(Y)); (nextTimeUnit. TRADING_CYCLEY),

Trading begins with the registration of the token on the exchange, where its starting price, the number of
tokens, and the amount of fiat money that supports the value of the token are set.

During the trading cycle for the selected period, the agent who determines the set of traders can buy a certain
number of tokens X and sell tokens ¥.

The number of tokens X and ¥ is calculated by a formula that is determined by dependencies on some attributes,
such as, for example, the liquidity of the tokens.

In addition, it is possible to consider historical data on changes in buying and selling trends relative to
other factors, such as changes in the bitcoin exchange rate, and in modeling, to plan trading activity for different
scenarios of bitcoin exchange rate changes. Using historical data of different cryptocurrencies, we built their
regression and connected it with the change in the rate of bitcoin.

Another way to determine the semantics of traders’ behavior is to consider the basic properties of trading
activity and to consider generalized behavior for further algebraic modeling. To do this, we determined the formula for
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X and for ¥ according to the historical data of the change in properties.
If we consider the chart of changes in the value of liquidity in trading activities on the exchange, we have
curves that depend on time (Fig. 1).

Fig. 1. Chart of changes in the value of liquidity in trading activities on the exchange.

Considering the various properties of the graph, we can highlight some sets of them. Let us present three of
them for a better understanding of the semantics of behavior (Fig. 2).

— P U e

Average increasing during the  The degree of fluctuations over Number of surges over a
period of time a period of time period of time
Fig. 2. Elements of the graph of trading activities.

The average increase or decrease in liquidity was determined by the difference between the initial and final
values during the selected unit of time. The degree of fluctuation is determined by the number of changes in the

direction of an increase or decrease in liquidity value. We also determined the number of surges that exceeded a certain
threshold 2.
As a result of collecting such properties and studying their trends for some crypto-currencies, we can get many
scenarios of liquidity change, which is determined by the following formula:
Forall (t:int) (T(1) = t = T(2)) && (L1 = Liguidity(f) = L2) &&
Exist (k:int, i:int) (Liquidity (Tk(i)) Liquidity{Tk{i) + 2)) && (0 = i = N) &&
Exist (m:int, j: int) (Liquidity (Tm(j)) Liquidity(Tm(j) + 2) 1 &&(0 = j = N) &&
(Liquidity(Tm() + 1) = = )
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These formulas will be useful in algebraic modeling. They determine the semantics of the trading activity of a
set of scenarios, which is limited to these formulas of curve properties.

The number of tokens X and Y can be calculated by some function of the liquidity value:

F(Liquidity(i). sale)
F(Liquidity(i). buy)

Function F depends on the type of exchange on which the token is sold. On the one hand, this may be determined
by historical data on changes in liquidity for centralized exchanges and, on the other hand, by the game of traders on
increasing or decreasing liquidity on a decentralized exchange.

The token’s liquidity is determined by the service that provides the tokenomics project. During service, there
is an intensive exchange of tokens between the agents involved in the service. Necessary tokens are bought on the
exchange by agents who are interested in using them in the service. Agents who earn tokens can behave like traders or
sell surpluses on exchanges. The behavior of such agents significantly affects liquidity.

In the general case, the service corresponds to the action represented by the mining function W: M = W (R, F),

where R is the amount of payment for the service, M is the number of mined tokens, and P is the service
parameters.

The composition of this function depends on the specifics of the service, i.e., its parameters. In various projects,
the service provides regulators, penalties, and motivations that meet the rules of changing its parameters

Thus, the equation of behavior algebra for the service part is presented in the following form:

SERVICE = (buyToken(Users, A). miningFunction. SellToken (Miners, B} . nextTimelUnit. SERVICE)

buyToken (Users, A) — the purchase of tokens by service users. A is the number of tokens that is determined by
the need to pay for the service during the selected period of time.

sellToken (Miners, B) — sale of mined tokens. B is the number of tokens determined by the desire of miners to
sell tokens in accordance with the trends of traders or a fixed part of the token surplus. All these actions are defined in
the syntax of actions with behavioral equations.

X
T

Tokenomics’ Properties

Analyzing project tokenomics requires that different scenarios of token behavior lead to the desired
result. On the one hand, to the equilibrium of parameters, on the other hand, to the planned profit from the service.
Such desirable parameters can be expressed using arithmetic inequalities, and properties of this type are called
liveness properties.

We are talking about the reachability of liveness properties. Reachability may consist of the existence of such a
state of the general environment that is compatible with the corresponding property. Since in algebraic modeling, both
property and state are formulas, then the reachability of a property is determined by the satisfiability of the conjunction
of property and state formula, i.e., by proving that a formula can be true if there are such values of agent attributes.
Thus, the properties of liveness can be proved by algebraic modeling or other formal methods, such as the generation
of invariants.

Another problem that can be solved by using algebraic modeling is finding the initial parameters of tokenomics
that correspond to a set of possible scenarios that, in turn, correspond to the properties of liveness. To solve this
problem, we use backward modeling, which determines the symbolic scenario from the desired property to the initial
state. The initial state represents the set of scenarios that lead to this property.

The tokenomics equilibrium can also be expressed by the properties of liveness, i.e., the stay of attributes
within the desired values. Another representation of the equilibrium property is the convergence of data to some
intervals. The formula of convergence in algebraic language can be presented in different forms, but it is necessary to
prove the properties of the set of values of attributes in different periods of time. This can be different periods of time
in which the satisfiability of the formula shall be proved, or certain sets of points, which are defined to represent the
property of convergence of the desired values of attributes to some intervals.

Other properties define events that are not desirable in scenarios. These can also be interval restrictions,
such as for liveness properties, or another formula over attributes. One example of such properties is the property
of centralization, i.e., of the situation when a certain group of agents collected a significant number of tokens and
can significantly affect the tokenomics for unjustified profit. Algebraic modeling methods were also used for this
formula. Sometimes it is useful for tokenomics to determine its resistance to attackers (phenomena such as Sybil
attacks with the creation of many controlled nodes), fake trading (trading between own wallets), and other means
that can negatively affect the liveness of tokenomics. One way to define attacks is to reach an attack behavior pattern.
Such a pattern can be represented by formulas between attributes and by using a symbolic behavioral expression.
For example, let us consider the following behavioral equation:

El = (al.X; BO; a2.a3.Y; ad)

In this expression, X and ¥ are unknown behaviors that are not present in the left parts of the system of
behavioral equations. That is, this equation is a pattern of some behavior, which says that after the action al is X that
is arbitrary behavior of agents. Afterward a known behavior B0 and the sequence of actions a2 and &3 is following,
After this sequence an arbitrary behavior ¥ follows until the action a%.

To find such pattern, special algorithms of algebraic matching are used, which the authors used to detect
resistance to attacks in software systems [11].
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Algebraic Modeling as an Analysis of Tokenomics’ Properties

Unlike well-known types of modeling with specific values, such as simulation or probabilistic
modeling, algebraic modeling is performed under a set of formulas that cover a set of states. If the simulation
determines the specific states of the agent and the reachability of the properties is checked by selecting
different specific values of the agents’ attributes, then the state determines the set of possible values of
agents’ attributes, which are determined by formulas. Algebraic modeling is the unfolding of a behavioral
equation according to the agents’ actions being executed. Unfolding R (5, &) of the behavior equations system
5 with respect to action @ is possible if the precondition of action @ is satisfiable, i.e., there are such values
of attributes that appear in the precondition that the precondition is true. Unfolding R{5.a} of the equation
5 = a.5% is performing by substitution of right side of 5* into equation 5. Operations of alternative choice in
equations entail the different scenario of unfolding. Let § is a system of behavioral equations, then applying
the unfolding with respect to the actions, we obtain a sequence of unfoldings: R (5.al).R (5*,a2). R (5% .a3)
,..., which corresponds to the sequences of actions al,a2,a3,.. Let RO is the initial state of the system of
agents, then the symbolic execution of action a(R0}is a new formula of state Fl, which corresponds
to the postcondition of action a. Formula Rl is obtained using the predicate transformer function [12] pt,
which depends on the conjunction of the initial formula with the precondition and postcondition:

Rl = pt(RO & pre (a). postia))

By unfolding the behavioral equation, we perform algebraic modeling and obtain a sequence of formulas of
the system’s states of agents R0, A1, ...

Let P is a tokenomic property that must be checked in the R state. The property is reachable in the R state if
PER is satisfiable, i.e., there are attribute values where P&R are true. We are proving that in some state &, property P
will be reachable. For example, the conditions of equilibrium tokenomics are carried out after some time, or under no
circumstances is unreachable centralization (i.e., the concentration of tokens in certain agents).

The satisfiability or reachability of certain properties may not be sufficient to determine tokenomics. Since
modeling for arbitrary attributes has been considered, it is necessary to determine the specific initial values of those
attributes that have not been defined. To do this, using the formula that determines the reachability of the P&R property,
we perform backward algebraic modeling using a backward predicate transformer:
pt~! (R, Post (a)) = R1

Carrying out the modeling will reach the initial state from which the property R is reached. This will be a
subset of the initial state from which forward algebraic modeling was performed. Thus, all other possible scenarios that
lead to the property of £ can be analyzed. The initial state may be narrowed, depending on the degree of tokenomics
nondeterminism. Finally, when all possible scenarios have been covered, the initial values of the tokenomics can be
selected from the initial state, which was narrowed by backward simulation.

The number of undefined attributes determines the complexity of this process, so the degree of certainty
depends on the values that can be known from the beginning — for example, the number of tokens that were
planned to load on the exchange, the initial number of fiat money or tokens, and the distribution of tokens for
agents involved in mining.

Case Study

Let us consider the project of deploying an antenna system service in a certain space using the Internet of
Things (IoT), which can be connected to these antennas. The project provides coverage fees for agents who purchase
antenna equipment. The system was implemented on a blockchain platform where a token was defined for payments
and rewards. [oT users have to buy a token on the exchange and pay for network use. To balance the tokenomics, so-
called emissions have been identified, which are calculated depending on the amount of traffic. In addition, some part
of the tokens that were paid for the use of the network was subject to the so-called “burning”, i.e., was withdrawn from
circulation.

The total issue of tokens consists of two parts. First is the tokens in circulation, which are on the
exchange and at the participants’ own, and the second is the part that replenishes the tokens that are in
circulation, due to the increase in the number of [oT users. From the network usage fee, part of the tokens
goes to pay rewards to antenna owners, and part goes to investors’ as profit. To make a profit, the investor
must block some amount for which the reward is accrued. The balance between burned tokens and emissions
maintains the tokenomic balance.

We consider listing a company on a decentralized exchange, so a new token price will be formed each time the
number of tokens bought or sold changes.

The following equations correspond to IoT tokenomics:

B0 = (INVESTMENT_STAGE; PRODUCT _STAGE),

INVESTMENT _STAGE = (=ellTokens. distribute Budget. ( NextRound. INVESTMENT _STAGE +! NextRound}).
PRODUCT STAGE = exchangeLlisting. newPrice. SERVICE,

SERVICE = ({ANTHENA_OWNERS_ACTIONS || USERS_ACTIONS || TRADING _ACTIONS

(nextMonth. SERVICE + ! NextMonth. Delta}),
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USERS_ACTIONS
= (buyToken (Users, monthlySeriveePrice + Traffic
+ devicelsers [ tokenPrice) . newPrice. usersPayService (monthlySeriveePrice + Traffic

* devicelUsers / tokenPrice); emission. newPrice. marketingUsers. compLiquidity).

TRADING_ACTIONS
= {(sellToken (Traders, Exchange.token = tradingPart
# Liquidity).newPrice) || (buyToken (Traders, Exchange. token = tradingPart
+ Liquidity).newPrice) || (sellToken (Inv, Inv. token

+ salelnvestorCoef) . newPrice) || (sellToken (Miners, Miners. token = sale) .newPrice}},

ANTHENA_OWNERS_ACTIONS = IncreaseAgentsOwners

We use the previously discussed formal agent’s actions in the equation concerning investments, such as
sellTokens and distributeBudget. They are executed for each round in a loop that is determined by the nextRound
action.

The product part (the stage of starting the service) begins with the exchangeListing action, which determines
the registration of the token on the exchange with the introduction of a liquid cryptocurrency pair. The newPrice action
is triggered every time the number of tokens on the exchange changes.

newPrice: ((1) —= "NewTokensPrice" (tokenPrice = Exchange. fiat [ Exchange. token))

In the SERVICE equation, we have parallel synchronized behaviors that contain actions that determine
the purchase of new antennas, the actions of IoT users, and the actions of traders. The synchronization of
parallel composition is determined by curly braces. All of these behaviors occur in a loop lasting a certain
number of months of the studied part of tokenomics.

Users in the behavior USERS ACTIONS — buy the number of tokens needed to pay for traffic according
to their new amount and traffic consumed. The parameters of the action determine the number of tokens. Users pay
these tokens for the service that, in turn, is distributed among investors, miners, and other players according to the
share of their participation—by money or activities. The share is determined by certain constants: INVESTOR _
PROFIT, MINER PROFIT, and SUPPORT PROFIT. The action that determines the payment of traffic and the
distribution of rewards is a function of mining. After allocating the share of rewards, some parts of the tokens are
burned, and the emission action replenishes the number of tokens on the exchange according to the amount of traffic.

For TRADING ACTIONS actions, we use the trading ratio tradingPart in the total turnover of tokens,
determining its possible values by inequality. The traders’ activities are in accordance with the value of liquidity,
taking into account the limitations of the set of scenarios, which are considered in accordance with the historical data
of trading.

The actions of miners ANTHENA _OWNERS ACTIONS are determined by the purchase of new antenna
equipment in accordance with the increase in their number.

When having a fully formalized tokenomics project, it is necessary to determine its initial parameters, such as
distribution of the share of investors and miners— INVESTOR PROFIT, MINER PROFIT, as the largest part of profits
that affect tokenomics and determine the size of emissions and the number of “burned” tokens.

Let us define these attributes as symbolic or arbitrary, and start forward algebraic modeling. In addition to
these attributes, as symbolic attributes, we have the attribute Liquidity, deviceUsers, and the attribute that determines
the number of miners. The author of the project can determine the desired limits of the values of these attributes. We
obtained a set of states through modeling. The states of the general environment at each modeling step will be the
formulas S7, which depend on the symbolic attributes x1, x2,...: 5y (x1, 22, .. %L S (x 1. x2, .. ) w0 S, (xL 22,00

In step n we obtained a formula that must be investigated for the desired properties. Let this be the desired
token price within some limits:

Pl == tokenPrice <= P2

This price range is reachable in step n if the conjunction 5, (x1. x2, ...} && (P1 == tokenPrice == P2} is
satisfiable.

Using the appropriate solvers, we can prove this fact. If the formula is satisfiable, backward algebraic modeling
should be performed to determine the initial formula, if possible, by simplifying it. In the process of backward modeling,
we obtained the sequence:

So(xLx2, 050N el 22, L0 S0 (e 2, ) e ST (L 22, 0)

Next, we perform the operation of a concretization in formula 57t (xLx2,..), i.e., we look for those

values of symbolic attributes at which the formula is true. These values will be valid for the reachability of the
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property that we tested. We do not provide formulas for this project to save space, as the formulas can reach
several pages. By having the specific values of the attributes, it is possible to build a chart of one of the possible
tokenomics scenarios for the token price (Fig. 3).

I tokenPrice

1 1 2 3 1516 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31 32 33 34 35 36 37 38 39 40 41 42 43 44 45 46 47 48 49 50 51

Fig. 3. Chart of token price change during the researched part of the project.

The equilibrium property is determined by the desired attribute constraints or by their time convergence, T{ x)
. The formula that determines convergence can be represented in different forms. One is the gradual reduction of the
maximum fluctuation interval, such as the token price, on successive time intervals. This property is expressed by the
formula presented below:

Forall (j: int) (1 <=j <N/ INT) && (Amp (j)> =Amp (j + 1)) && Forall (i: int) (2 <=1 <= INT && Apm (j)
== max (tokenPrice (T (j +1 - 1)) - tokenPrice (T (j + 1))),

where IV is the total number of time intervals, and INT is the length of the selected interval in time units. We
use the max macro in algebraic language, which determines the maximum expression’s value.

To test, it is necessary to consider the satisfiability of the conjunction of the equilibrium formula and the
final state formula, taking into account that all the values of the token price are stored in the corresponding functional
symbol tokenPrice (k).

The reachability of the undesirable property of centralization is determined by the uneven distribution of
tokens among investors, traders, or other groups of agents. Denoting by M the critical number of agents that have
tokens, and by d the critical proportion of tokens that violates decentralization, we have the following formula:

Exist (j1, j2,... jM: int) (Inv (j1) .token + Inv (j2) . token +... + Inv (jM) .token >= d * totalToken).

The critical amount M must be small enough, for example, from 1 to 3.

If this formula is satisfiable in algebraic modeling, it means that there is a scenario that leads to centralization.
You can find the specific initial attributes of this scenario and show the corresponding specific case.

Conclusion

We used behavioral algebra to consider the formal semantics of agent interactions in a decentralized system
project. This formalization shapes the behavior of the token and its life cycle and allows the use of formal methods to
test the properties of tokenomics.

The authors used the technology in the analysis of tokenomics for Internet of Things projects, education
projects [13, 14], and other projects relating to services, including finance. Creating tokenomic models gives us the
possibility of considering charts of token behavior and token distribution between agents. However, as the practice has
shown, it is complex to select initial parameters manually, and unforeseen scenarios can occur even when considering
a limited set of attribute values.

Therefore, the use of backward algebraic modeling and other formal methods is extremely useful for
creating tokenomics projects. It should be noted that computations in tokenomics can be quite complex for
automatic solvers, and in this case, the support of mathematicians is needed to simplify the formalization or
approximation of calculations. The authors have developed a set of actions and behaviors from which the
tokenomics model can be compiled. This can be created by the tokenomics constructor [3] or by the special model
creator program [4]. However, these actions are based on the studied projects, and therefore there may be cases
when they are not enough and need to create new ones. Therefore, the study of possible behaviors continues and
generalizes, and future versions of the tokenomics constructor will have more opportunities for design.
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The study of properties by formal methods is also important for projects, as previous methods, such

as simulation, do not give an accurate conclusion about the performance of properties or the prevention of
undesirable behaviors. The use of modern solvers has made it possible to provide evidential proof of the properties
of tokenomics (both safety and liveness properties).

The formalization of trading elements makes it possible to predict a set of scenarios based on historical data,

which are also presented in terms of behavior algebra and used at the stage of algebraic modeling. The next step is
to generate a smart contract code from the model. In this case, as we have a studied model, smart contracts will be
generated in such a way as to ensure reliability and resistance to malicious actions.
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